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Preface

This is the second study in a series of three sponsored by the Deputy Assis-
tant Secretary of the Army for Research and Technology. It was conducted by the
Committee on Army Science and Technology for Homeland Defense—C4ISR!
of the Board on Army Science and Technology in the Division on Engineering
and Physical Sciences of the National Research Council. The statement of task
for this second report is as follows:

In this follow-on study, focusing on the C4ISR area and the first responder
mission, the National Research Council will:

» examine stated capabilities needed for Homeland Security and the Army’s
Objective Force,? identifying and describing areas in which the two commu-
nities have similar technical needs and in which collaboration may be pos-
sible.

» highlight technology and systems solutions under development (in both S&T
and Acquisition) for the Objective Force, both in the Department of Defense
and commercially, which might meet the needs of the Department of Home-
land Security.

» describe other issues that should be addressed in order to facilitate collabo-
ration and sharing of research.

IC4ISR is the acronym for command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance.

2The Objective Force is now called the Future Force and is referred to as such throughout this
report.

Vil
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* prepare a consensus report documenting the study results and containing
findings and recommendations to assist the Army.

FOUNDATION PROVIDED BY THE FIRST STUDY

In September 2001, the U.S. Army asked the Board on Army Science and
Technology (BAST) to investigate how science and technology might better
enable the Army to accomplish its mission in the homeland. The initial BAST
report (completed before the establishment of the new Department of Homeland
Security) surveyed a broad range of relevant technologies, recommending that
the Army take advantage of potential transferability between technologies for the
Future Force and those for homeland security.? In the C4ISR area, the committee
noted that the Army will need the capability to establish links between its first
responder military units and civilian first responders to emergency events. The
committee also took the view that the Army should play a major role in providing
emergency C4ISR in the event of a major natural or terrorism disaster in which
civilian systems are seriously impaired. The committee further concluded that the
architecture and technology needed for a C4ISR system for homeland security
are compatible with the Army’s framework for developing and fielding the Future
Force, although the Future Force system would have to be adapted or extended to
meet the different mission and challenges of homeland security.

The first report was written in a relatively short period of time. Because of
the extensive scope of the review, the lack of a well-defined national operational
framework,* and the time-sensitive nature of the Army’s interest, the committee
did not study specific products but rather considered technologies one level above
individual products, processes, or services.

COMMITTEE COMPOSITION AND PROCESS
FOR THE CURRENT STUDY

The second study began with a review of the membership of the first com-
mittee and the nomination to the second committee of members with the neces-
sary expertise in C4ISR. The membership of the Committee on Army Science
and Technology for Homeland Defense—C4ISR was chosen to include represen-
tation from three communities: the military sector, the emergency responder
community, and the C4ISR scientific and technical world. The scientific and
technological skill sets of the membership include communications, computer
science, sensors and guidance, information science, systems engineering, model-

3See National Research Council, Science and Technology for Army Homeland Security: Report 1,
The National Academies Press, Washington, D.C., 2003.

4National operational framework refers to a plan that the Army would use to conduct whatever
operation might be necessary in response to a terrorist attack.
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ing and simulation, and systems analysis. Although there is no classified material
in this report, a security clearance was considered essential, as many of the topics
that would be of interest to the committee are classified.

The committee spent considerable time deliberating on how to address the
statement of task. It determined that the report should focus on the response phase
of a catastrophic event rather than attempt to consider the prevention of such an
event. This approach was justified because the response phase would be the time
when most emergency responders would be engaged and when emergency C4ISR
capabilities would be most called upon.

The committee also chose not to address commercial items, for a variety of
reasons. To begin with, the timing of the study as required by the contract was
constrained. Additionally, the Army now uses commercial off-the-shelf (COTS)
equipment whenever possible, and the committee believed that whatever COTS
items might be of interest would already have been embedded in the Army Future
Force technologies. Nevertheless, the committee admits that it may have missed
some of the more innovative COTS technologies.’ Lastly, in order to do justice to
a commercial equipment survey, the committee believed that it would have had to
review a large variety of products, which could have entailed the requirement to
review the claims of multiple vendors for the same products. The committee did
not wish to try to distinguish between what was claimed for products and what
they could actually deliver, nor did it want to subject itself or the National Acad-
emies to criticism for overlooking a particular vendor’s product.

The committee held two meetings to familiarize its members with the capa-
bilities required for homeland security and the applicable C4ISR technologies
that are available or under development for the Army’s Future Force. Two more
meetings were devoted to writing and coming to a consensus on the findings,
conclusions, and recommendations presented in the report.

As was the case with the first report, even as this report was being prepared
doctrine and policy were being developed and amended at all levels of govern-
ment. The Department of Homeland Security (DHS) and the Department of
Defense’s (DOD’s) Northern Command, which are to have the major responsi-
bilities and authority for homeland security at the national level, had been estab-
lished and were in the early stages of formation and organization. The actual role
that will be played by the Army in homeland security must certainly depend in
large measure on the operational assignments that Army units will be given in the
framework of, or in support of, these overarching organizations. The details
remain in a state of flux. As is indicated in the report, while it is anticipated that
much of the doctrine will be drawn from existing protocols, the lack of specific
doctrine made the study of specific equipment requirements difficult.

SFor example, the Defense Collaborative Tool Suite, a flexible COTS-based suite of applications
software, is endorsed by the Office of the Secretary of Defense and the Joint Staff.
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REPORT ORGANIZATION

The introductory chapter provides a context for the rest of the report by
describing the government’s organization for homeland security, beginning with
the DHS, followed by the elements of the DOD that will play a role in homeland
security, and lastly, the community of civilian emergency responders. A short
section compares the ways in which the DOD and local emergency responders
acquire their equipment. The chapter closes with a description of a series of
potential scenarios illustrating how complexities will mount as additional events
requiring emergency response take place.

Chapter 2 describes how the Army plans to equip the Future Force, drawing
attention to certain C4ISR technologies that offer potential for collaborative ef-
forts by the DOD and the DHS. Chapter 3 describes who constitutes the emer-
gency responder community, what they are trying to accomplish, and the kinds of
capabilities and training they need; the chapter ends with a description of Project
Responder, an independent effort focusing on the status of equipment for emer-
gency responders. Chapter 4 provides a detailed description of a subset of C4ISR
technologies for the Future Force that appear to match the requirements of emer-
gency responders. Chapter 5 discusses possible ways of bridging the gap between
the Future Force technologies and emergency responder requirements and sug-
gests means to facilitate collaboration between the DOD and the DHS to help
specify and meet those requirements. Chapter 6 provides a complete listing of the
report’s findings, conclusions, and recommendations. Separate appendixes pro-
vide additional background information on committee biographies, meeting topics,
organization of the U.S. Army, the Army acquisition system, C4ISR capabilities
for the Army’s Future Force, C4ISR capabilities needed for the civilian emer-
gency responder, and criteria for technology readiness levels.

The committee would like to recognize the assistance given by the emer-
gency responder community and the U.S. Army in providing information and
answering questions from the committee. It is likewise grateful for the assistance
of NRC staff members Margaret N. Novack, James C. Myska, Carter W. Ford,
William E. Campbell, and Dorothy Sawicki in producing this report.

John W. Lyons, Chair

Dennis J. Reimer, Vice Chair

Committee on Army Science and Technology
for Homeland Defense—C4ISR
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Defense Threat Reduction Agency

Deputy Undersecretary of Defense for Science and Technology
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EPR Emergency Preparedness and Response (DHS directorate)

FBCB2 Force XXI Battle Command Brigade and Below

FBI Federal Bureau of Investigation

FCS Future Combat System(s)

FEMA Federal Emergency Management Agency

FFW Future Force Warrior

FOPEN foliage penetration

GIG global information grid

GIS Global Information System

GPS Global Positioning System

HSARPA Homeland Security Advanced Research Projects Agency

HSPD Homeland Security Presidential Directive

IAB Interagency Board for Equipment Standardization and
Interoperability

IR infrared

ISR intelligence, surveillance, and reconnaissance

IT information technology

JBFSA Joint Blue Force Situational Awareness

JPO Joint Program Office

JTF-CS Joint Task Forcce-Civil Support

JTRS Joint Tactical Radio System

LW Land Warrior

LW-AC Land Warrior-advanced capability

LW-IC Land Warrior-initial capability

LW-SI Land Warrior-Stryker Interoperable

M&S modeling and simulation

METL Mission Essential Task List

MTI moving target indicator

NBC nuclear, biological, and chemical

NCO network-centric operations

NCW network-centric warfare

NDMS National Disaster Medical System

NEST Networked Embedded Systems Technology

NGA National Geospatial-Intelligence Agency

NGO nongovernmental organization
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NRP

ODP
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OSD

PDA
PDASD

R&D
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RDT&E
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SAR
SCA
SDR
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S&T
STO

TDA
TRL
TSWG

UAV
UGS
UuGv
USAF
USAR
USN
US&T
(MY

WIN-T
WMD

National Incident Management System
U.S. Northern Command

National Research Council

National Response Plan

Office of Domestic Preparedness
operational requirements document
Office of the Secretary of Defense

personal digital assistant
Principal Deputy Assistant Secretary of Defense

research and development

Research, Development, and Engineering Center
research, development, testing, and evaluation
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software communications architecture
software-defined radio

signals intelligence/electronic warfare
science and technology

science and technology objective

tactical decision aid
technology readiness level
Technical Support Working Group

unmanned aerial vehicle

unattended ground sensor

unmanned ground vehicle

U.S. Air Force

U.S. Army Reserve

U.S. Navy

Undersecretary for Science and Technology
ultraviolet

Warfighter Information Network-Tactical
weapons of mass destruction
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Executive Summary

The tragic events of September 11, 2001, shattered the relative calm of the
early days of the 21st century by introducing large-scale international terrorism to
American soil. These attacks brought an increased sense of urgency and new
meaning to the Army’s top priority of protecting the U.S. homeland.

This report reflects the deliberations of the Committee on Army Science and
Technology for Homeland Defense—C4ISR and is the second in a planned series
of three reports of studies requested by the Department of the Army to assist it in
better preparing for its emerging responsibilities in homeland security and home-
land defense.! Building on the first National Research Council report in this

IThe terms “homeland security” and “homeland defense” are frequently used interchangeably,
but for the Army the terms have precise meanings. At the time these reports were requested of the
National Research Council, the term of choice was “homeland defense”; hence the name of the
committee. However, the Army now uses the more inclusive term “homeland security.” This new
terminology is reflected in the title of this report and throughout these chapters. The following
definitions were provided by Gregory J. Bozek, Army War Plans Division, Army Deputy Chief of
Staff, G3, in a briefing to the Committee on Army Science and Technology for Homeland Defense,
Warrenton, Va., May 15, 2002:

e Homeland security: The preparation for, prevention of, deterrence of, preemption of, defense
against, and response to threats and aggressions directed towards U.S. territory, sovereignty,
domestic population, and infrastructure; as well as crisis management, consequence manage-
ment, and other domestic civil support.

* Homeland defense: The protection of U.S. territory, sovereignty, domestic population, and
critical infrastructure against external threats and aggression.

* Civil support: Department of Defense support to U.S. civil authorities for domestic emergencies
and for designated law enforcement and other activities.
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series, Science and Technology for Army Homeland Security (NRC, 2003), this
second report emphasizes how the Army, through its efforts to field the Future
Force (previously called the Objective Force), could assist the Department of
Homeland Security (DHS) and emergency responders in their efforts to respond
to a catastrophic event. While many aspects of homeland security and homeland
defense overlap, an extremely high correlation exists in the area of command,
control, communications, computers, intelligence, surveillance, and reconnais-
sance (C4ISR). The committee believes that C4ISR is a high-payoff capability
that offers great return on investment for the nation. The committee acknowl-
edges that this evaluation was accomplished at a fairly high level of abstraction.
It is possible that different conclusions might be drawn should a highly detailed
examination be conducted.

The committee’s individual findings, conclusions, and recommendations are
presented in Chapters 1 through 5 and are grouped together in Chapter 6. The
overarching recommendation of this study is as follows:

Recommendation. The Department of the Army, in coordination with the
Department of Defense, should carry out the following:

»  Work with the senior leadership in the Department of Homeland Security
(DHS) to put in place and to institutionalize a process for collaboration
and sharing between the Army and the DHS;

e Assist the DHS in establishing the research, development, testing, and
evaluation infrastructure (i.e., an acquisition process, systems engineer-
ing discipline, modeling and simulation technologies, and testing and
evaluation facilities) to support the emergency responder community;

*  Work with the DHS to find common areas of science and technology
collaboration, starting with the Future Force technologies identified in
this report. Central to this effort will be the development of a framework
or architecture to enable the integration of these technologies into an
effective system of systems; and

«  Work with the DHS 7o establish processes for joint*> operations, including
joint training and exercises, shared standards, and interoperable systems.

BACKGROUND

President George W. Bush declared war on global terrorism with a goal of
eradicating it from the face of the Earth. In declaring that objective, the president
launched the nation on a campaign with two fronts—overseas and at home. The
overseas effort is spearheaded by the Department of Defense (DOD), but it

2Joint in this application means between civilian and military.
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involves all elements of national power—military, economic, diplomatic, and
moral. The paradigm for conducting the overseas “homeland defense” phase of
this war is well understood. However, at home the situation is much different. As
of this writing (March 2004), no coherent planning paradigm or operational
model for homeland security yet exists, and although a national operational
concept for emergency response is being developed, no fully approved compre-
hensive framework exists to pull together the efforts of federal, state, and local
responders. While much has been done in homeland security, there is much more
to accomplish. The foundation of a national operational framework for emer-
gency response involves partnerships—among federal, state, and local levels of
government; between the private and public sectors; and between civilian emer-
gency responders and the military, specifically the U.S. Army. This report deals
primarily with the latter partnership.

Organizing for Homeland Security

Responsibility for homeland security as a whole has now been assigned to
the Department of Homeland Security, and civilian emergency responders find
themselves leading the frontline efforts to respond to terrorism on U.S. soil. The
Homeland Security Act of 2002 (Public Law [P.L.] 107-296), the public law
establishing the DHS, describes the department’s mission as follows:

(1) IN GENERAL.—The primary mission of the Department is to—

(A) prevent terrorist attacks within the United States;

(B) reduce the vulnerability of the United States to terrorism;

(C) minimize the damage, and assist in the recovery, from terrorist attacks that
do occur within the United States;

(D) carry out all functions of entities transferred to the Department, including
by acting as a focal point regarding natural and manmade crises and emergency
planning;

(E) ensure that the functions of the agencies and subdivisions within the Depart-
ment that are not related directly to securing the homeland are not diminished or
neglected except by a specific explicit Act of Congress;

(F) ensure that the overall economic security of the United States is not dimin-
ished by efforts, activities, and programs aimed at securing the homeland; and
(G) monitor connections between illegal drug trafficking and terrorism, coordi-
nate efforts to sever such connections, and otherwise contribute to efforts to
interdict illegal drug trafficking. (P.L. 107-296, Sec. 101)

The DHS performs this mission by, among other things,

» Securing U.S. borders, the transportation sector, ports, and critical infra-
structure;
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» Synthesizing and analyzing homeland security intelligence from multiple
sources;

» Coordinating communications with state and local governments, private
industry, and the American people about threats and preparedness;

» Coordinating government efforts to protect the American people against
bioterrorism and other weapons of mass destruction;

» Helping to train and equip emergency responders; and

* Managing federal emergency response activities.

At the direction of the Homeland Security Presidential Directive 5 (Febru-
ary 28, 2003), the DHS is developing two plans to assist the nation in preparing
for a major disaster or terrorist attack: the National Response Plan (NRP) and the
National Incident Management System (NIMS). The NIMS will provide an opera-
tional framework for implementing the NRP. Both plans are currently in final
draft form.?

The DOD has a long history of providing Army support to civil authorities.
However, since the terrorist attacks against the United States, new emphasis is
being placed on this mission. This emphasis has resulted in the establishment of
new offices and commands.

The new Assistant Secretary of Defense for Homeland Defense (ASD [HLD])
has responsibility for providing guidance and policy for the DOD to implement
the desires of the Congress. The ASD (HLD) is thus a key position in the DOD’s
overall effort to help eradicate terrorism.

The operational arm of the DOD’s efforts to combat terrorism in the home-
land is the U.S. Northern Command (NORTHCOM), established October 1,
2002. NORTHCOM’s mission is homeland security and civil support, specifi-
cally:

»  Conduct operations to deter, prevent, and defeat threats and aggression aimed
at the United States, its territories, and interests within the assigned area of
responsibility; and

» Asdirected by the President or Secretary of Defense, provide military assis-
tance to civil authorities including consequence management operations.
(NORTHCOM, 2003)

NORTHCOM'’s area of responsibility is the United States, Canada, and
Mexico and the land, sea, and aerospace approaches to these countries. NORTHCOM
is planning to provide support to any of the more than 79,000 municipalities
scattered across the United States that may be subject to any type of disaster,
whether man-made or natural. This combatant command continues to mature and
to develop strategies.

3As of March 2004.
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The U.S. Army

Within the DOD, the Army is the service with the most experience in provid-
ing support to civilian authorities. It has provided the preponderance of support
received by civilian authorities for all disasters for many years and has accumu-
lated considerable experience in this area. The Army has a good understanding of
what is required to save lives and mitigate damage and possesses important
capabilities that could assist emergency responders.

The Army’s organizational structure consists of three components: the active
Army, the U.S. Army Reserve, and the Army National Guard. The Army National
Guard, because of its dual state and federal responsibilities, is ideally suited to
lead the homeland security mission for the Army. The National Guard Bureau has
already begun this effort with the establishment and deployment of its Civil
Support Teams to deal with the aftermath of an event involving weapons of mass
destruction. The National Guard’s interface at the state level provides a natural
bridge from the Army to emergency responders.

Additionally, the institutional part of the Army # provides a well-developed
and structured research, development, testing, and evaluation (RDT&E) process
and infrastructure that could assist emergency responders in developing, testing,
and certifying the technologies needed to enhance their capabilities.

The Army’s Future Force is designed to utilize network-centric warfare
(NCW) capabilities to support the principles of “See first, Understand first, Act
first, and Finish decisively.” This system-of-systems approach could also be
applicable to the requirements for emergency responders to see, understand, and
act upon the situations that they face. The opportunities for the DOD and the
DHS to leverage this approach are considerable.

Emergency Responders

The Homeland Security Act of 2002 defines emergency response providers
as including “federal, state, and local public safety, law enforcement, emergency
response, emergency medical (including hospital emergency facilities), and related
personnel, agencies, and authorities” (P.L. 107-296, Sec. 2(6)). These responders
include hazardous materials response teams, urban search and rescue assets, com-
munity emergency response teams, antiterrorism units, special weapons and
tactics teams, bomb squads, emergency management officials, and municipal
agencies and private organizations responsible for transportation, communications,
medical services, public health, disaster assistance, public works, and construction.
Key responders also include emergency management personnel and political
leaders at all levels who make crucial decisions and assessments during a crisis.

4That is, the part of the Army that is not composed of tactical units; the institutional Army
consists primarily of a recruiting command, a training base for individuals, and a logistical system.
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Comparison of Acquisition in the Army and the
Emergency Responder Community

The ways in which the Army and the emergency responder community
acquire technologies in the form of new products, processes, and procedures
differ widely. The DOD has a very well developed model for acquisition, with
formal procedures and top-to-bottom management. The emergency responders
acquire new technology through local city and municipal purchasing agents. The
DOD process is controlled by standards of practice and rigorous testing and
certification, while the emergency responder community has far fewer formal
procedures and sometimes none at all.

The military acquisition process is designed to minimize failure and the
attendant loss of life on the battlefield; however, because it is so methodical, it
can be too slow for the purposes of many programs. Various ways have been
devised to circumvent this problem. Spiral development, for example, is a pro-
cess developed and refined by the Army to improve current capabilities through
technology insertion. It involves fielding these new capabilities with a test unit,
testing by that unit, and using the test results for fielding to the entire force. It is
particularly suited for enhancing such capabilities as C4ISR. If it is interested in
this process, the DHS might consider spiral development as part of a menu from
which to choose options that would work for emergency responders.

Unlike the Army, emergency responders have not had a dedicated RDT&E
system at their disposal, and many are concerned by the lack of standardization
and certification of items that they must purchase. There are, however, several
efforts under way on behalf of responders: the Technical Support Working Group
(TSWG) coordinates the federal research programs designed to help responders,
and the Interagency Board for Equipment Standardization and Interoperability
(IAB) is developing agreed-upon standards for emergency responders. As the
DHS continues to mature, the development of a more formal RDT&E system for
emergency responders will be required.

Scenarios

The committee developed example scenarios described in Chapter 1 as an
aid in assisting both the DOD and the DHS in determining requirements and
capabilities necessary to structure a system to protect the homeland. The commit-
tee believes that scenarios can be a valuable tool to assist in the planning and
execution of emergency response to disasters. They are helpful in determining
the capabilities needed for emergency responders and can assist in training at all
levels. Individuals can be trained in the specific tasks that they need to accom-
plish when these scenarios are blended into multidisciplinary, all-hazards training.
The result can be more coordinated response to emergency situations. Scenarios
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also help to provide a framework to improve compatibility between emergency
responders and the Army.

CAPABILITIES FOR THE ARMY’S FUTURE FORCE

The Army’s Future Force? is literally the future Army, with transformational
changes required in the areas of leader development, acquisition, training, sus-
tainment, and institutional initiatives. As discussed in Chapter 2, central to the
Future Force is the concept of network-centric warfare (NCW).

NCW is intended to provide three fundamental capabilities to the warfighter
and his or her commander through real-time networking. NCW shifts the empha-
sis from platform-based to network-based capabilities, thereby generating the
following opportunities:

o All members of the network will have access to all networked resources
within established security protocols. Even single platforms can access
all of the resources residing within the network. These resources include
the sharing of situational awareness with all members of the network, so
that all NCW participants can immediately see the whole battlefield.

* Networked commanders can make more informed decisions. The com-
mander of an NCW force is able to see the whole picture from the view-
point of any member of his or her network. The commander is thus able
to understand the entire situation quickly.

* A networked force can more effectively and efficiently synchronize its
assets. NCW provides commanders with the capability to generate precise
warfighting effects at an unprecedented operational tempo, creating con-
ditions for the rapid countering of adversary courses of action. As a
result, operations may become more efficient and the conduct of war may
change. For example, close air support operations may be significantly
reduced by the increased ability to anticipate the need for air support and
thus to avoid or minimize situations that involve a time-critical require-
ment for conducting air operations in close proximity to friendly forces.

The committee anticipates that, just as NCW acts as a force multiplier on the
battlefield, network-centric operations (NCO) could benefit homeland security.
While some of the capabilities that are being developed for the Future Force
might be too complex or expensive for the use of emergency responders, many of
the technologies would be very helpful, and the concept of network-centric opera-
tions could provide a common framework for these technologies.

5The Future Force (previously called the Objective Force) is the force that the Army is planning
for its future. The Future Combat System (FCS) is envisioned as being one of several yet-to-be-
determined systems that will be part of the Future Force.
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CAPABILITIES NEEDED FOR EMERGENCY RESPONDERS

Chapter 3 identifies C4ISR requirements for emergency responders. It ad-
dresses capabilities currently lacking, as well as future emerging requirements,
defining the following: the scope of the responder community, the tasks that this
community could be required to perform, the conditions under which these
activities might occur, and the characteristics and functionality of appropriate
C4ISR technologies, and a description of training and exercise opportunities.
Lastly, it ends with a description of Project Responder, an independent effort
focusing on the status of equipment for emergency responders.

It concludes that responders and Army forces share many common needs. In
addition to individual C4ISR technologies, the committee observes that the
Army’s network-centric approach to operations could serve emergency responders
equally effectively. Such a system could produce significant efficiencies in terms
of sharing skills, knowledge, and scarce, high-value assets; building capacity and
redundancy in the national emergency response system; and gaining the synergy
of providing a common operating picture to all responders. Network-centric
systems could be particularly valuable for responding to large-scale or multiple
attacks with weapons of mass destruction, in which responders would have to
surge capacity quickly, be able to adapt to difficult and chaotic conditions, and
respond to unforeseen situations. The value of a network-centric approach sug-
gests that individual emergency responder systems have much to gain from being
linked and integrated into a national system of systems. Emergency responders
require C4ISR capabilities similar to those enabled by Army technologies, such
as the abilities to perform C4ISR in urban environments, to network new capa-
bilities with legacy systems, and to provide protection and redundancy against
attacks on responder assets.

DEFENSE TECHNOLOGIES FOR HOMELAND SECURITY

Chapter 4 focuses on the technologies currently being developed in the Army
or other DOD components in the area of C4ISR that may have application to the
homeland security mission and the needs of emergency responders. It begins with
a general discussion of the technical issues associated with C4ISR, primarily
from a broad systems perspective. Some broad-based programs and tools at the
integrated system level are identified that should be of interest to emergency
responders and the DHS.

The choice of “command, control, and computers” as a grouping was made
because of the integral nature of decision-making algorithms and software now
so prevalent in command-and-control systems, and in fact enabled by the vast
data capacity and fast processing made available by today’s computers. “Com-
munications” stands by itself as the backbone of any such system. The “intelli-
gence, surveillance, and reconnaissance” aspect of C4ISR is treated as a single
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entity because of the overlapping technologies underpinning the area. Finally,
other programs and activities within the DOD that, although outside the strict
C4ISR arena, offer real value to the emergency responder are discussed. For
example, the major investment and significant advantages available in the DOD
modeling and simulation arena are highlighted.

POTENTIAL FOR COLLABORATION BETWEEN THE ARMY AND
THE DEPARTMENT OF HOMELAND SECURITY

Chapter 5 discusses possible ways of bridging the gap between the Future
Force technologies and emergency responder requirements and suggests means
to facilitate collaboration between the DOD and the DHS to help specify and
meet those requirements. Substantial overlap exists in the capabilities required by
civilian emergency responders and by the Army. This overlap confirms the
potential for collaborative efforts by the DOD and the DHS and the resultant
establishment of a conduit for transferring technologies to state and local emer-
gency responders. Table ES-1 highlights examples of potential collaborative
efforts for certain technologies and programs that underpin C4ISR for the Army’s
Future Force.

Additionally, Chapter 5 explores six major opportunities for collaboration:

o Systems engineering: An integrated design approach to optimize the
synergistic performance of a C4ISR system or systems of systems, so that
its functions are executed in the most efficient and effective manner
possible;

o Technology transfer coordination: The concept of establishing a joint
Department of Homeland Security and Army collaboration forum for
sharing mutually beneficial technologies and services with emergency
responders;

o Experimentation, testing, and review: The extensive system of experi-
mentation, testing, and evaluation processes and assets that exist within
the DOD and that could be shared with the DHS where practical to avoid
cost and duplication of effort;

o Training programs: The ability of the Army to assist the DHS in the
development and execution of a multidisciplinary, multiechelon, and
multihazard training, simulation, and exercise program for emergency
responders;

e Network-centric operations: “See first, Understand first, and Act first”
are network-centric warfare principles that clearly apply to the domain of
the emergency responder. The Army might assist the DHS in the imple-
mentation of an integrated communications expressway that will facili-
tate NCO; and
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TABLE ES-1 Bridge Between Department of the Army/DOD Science and
Technology for the Future Force and Emergency Responder Requirements

Aspect of C4ISR

Future Force
Requirements

Leveraged Collaboration

Communications

Command,
Control, and
Computers

Intelligence,
Surveillance,
and
Reconnaissance

Networked
communications
and data systems

Act decisively

Know what the
network knows

Joint Tactical Radio System (JTRS)

(Army Acquisition)

JTRS Squad Level (Army S&T)

Warfighter Information Network-Tactical (WIN-T)
(Army Acquisition)

Adaptive joint C4ISR node (Army S&T)

Mobile network management (Army S&T)

Smart Sensor Web (DUSD S&T)

C3-on-the-move demonstration (Army S&T)
Future command post technologies (Army S&T)
Intelligent information technology (DARPA S&T)
C2 in complex and urban terrain (Army S&T)
Battle space terrain reasoning and awareness
(Army S&T)

Forecasting, planning, and resource allocation
(USN, USAF, Army S&T)

Geospatial information integration and generation
(Army S&T)

Agile Commander (Army S&T)

Decision support systems for C2 (USN S&T)
Homeland Security/DA ACTD (Army and DHS S&T)
Joint Force Blue Force Tracking ACTD
(OSD/DISA S&T)

Knowledge fusion (Army S&T)

FBCB2

Smart Sensor Web (DUSD S&T)

Land Warrior (Army Acquisition)

Objective Force Warrior (Army S&T)

Warfighter Physiological Monitoring System,

part of Objective Force Warrior (Army S&T)

Joint Intelligence, Surveillance, and Reconnaissance
ACTD (OSD S&T)

Network sensors for the Future Force (Army S&T)
Advanced night vision goggles (Army S&T)
Long-wave micro-IR sensors (Army S&T)

Urban reconnaissance ACTD (OSD and NGA S&T)
Network Embedded Systems Technology

(DARPA S&T)

UAVs/robotics

Fusion-based knowledge for the Future Force
Family of interoperable operational pictures
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Joint Development Emergency Responder
Collaboration Requirements

Joint interoperable communications between DOD and Networked communications
local responders and data systems

In-building communications and tracking global
information grid

Decision-support tools and algorithms Informed event management
Information aggregation, fusion, and sorting

Intelligence data dissemination to uncleared entities

(soldiers or local responders)

C4ISR interfaces for simulations

Joint development of chemical/biological/nuclear sensors Common operational picture
Smart sensor networks for urban environments

Low-cost, disposable, networked, multiphenomenology

sensors

Urban UAVs and robotics

Space, airborne, and terrestrial sensors

continued
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TABLE ES-1 Continued

Future Force

Aspect of C4ISR  Requirements Leveraged Collaboration
Other Other DOD Joint Virtual Battlespace (Army S&T)
assets Effects of Weapons Simulations (DTRA S&T)

Flexible Asymmetric Simulation Toolkit

(DMSO and USAF S&T)

Joint Conflict and Tactical Simulation-Laser Project

(DMSO S&T)

Dynamic mission readiness training

(Army and USAF S&T)

Chemical and biological hazard environment
prediction (USN S&T)

Portable and mobile power (Army S&T)

NOTES: S&T, science and technology; DUSD S&T, Deputy Undersecretary of Defense for Science
and Technology; C3, command, control, and computers; DA, Department of the Army; DARPA,
Defense Advanced Research Projects Agency; C2, command and control; USN, U.S. Navy; USAF,
U.S. Air Force; ACTD, Advanced Concept Technology Demonstration; OSD/DISA, Office of the
Secretary of Defense/Defense Information Systems Agency; FBCB2, Force XXI Battle Command
Brigade and Below; IR, infrared; NGA, National Geospatial-Intelligence Agency; UAVs, unmanned
aerial vehicles; DTRA, Defense Threat Reduction Agency; DMSO, Defense Modeling and Simula-
tion Office.

o Standardization efforts: The Army’s Mission Essential Task List training
model could be beneficial if adopted by emergency responders. It would
allow for definition of the capabilities required to respond to a terrorist
attack and would highlight equipment, technology, and training deficien-
cies. Additionally, common product standards and conformity testing
would ensure better interoperability between DOD and emergency
responder equipment.

The committee believes that significant opportunities exist for collaboration
between the Army and the DHS to secure the homeland more effectively. Several
elements of C4ISR could be used to establish a more formal paradigm to address
additional areas. The committee also recognizes that the DHS, because of its
relative newness, faces numerous organizational challenges. These challenges,
coupled with the current high operational tempo of the Army, make policy com-
mitment on behalf of both organizations possibly the biggest hurdle to overcome.
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Joint Development Emergency Responder
Collaboration Requirements

Virtual emergency exercises Other

Plume and fire simulators

However, the events of September 11 underscore why all obstacles to this col-
laborative process must be overcome.

The requirement for C4ISR is ubiquitous, whether for the Army’s Future
Force or for the future emergency responder. The committee is convinced that
quick action on the part of the Army can provide beneficial C4ISR solutions to
the Department of Homeland Security that will ensure a high level of inter-
operability between emergency responders and the Army should our nation be
forced again to respond to a catastrophic event on U.S. soil.
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Introduction

This report reflects the deliberations of the second of the three study commit-
tees to be convened in response to a request from the Department of the Army to
assist it in better preparing for its emerging responsibilities in the realm of home-
land security and homeland defense.! The first report, Science and Technology
for Army Homeland Security, was a broad survey of many different types of
relevant technologies with possible application for both the Army’s Future Force?
and emergency responders (NRC, 2003).

IThe terms “homeland security” and “homeland defense” are frequently used interchangeably,
but for the Army the terms have precise meanings. At the time these reports were requested of the
National Research Council, the term of choice was “homeland defense”; hence the name of the
committee. However, the Army now uses the more inclusive term “homeland security.” This new
terminology is reflected in the title of this report and throughout these chapters. The following
definitions were provided by Gregory J. Bozek, Army War Plans Division, Army Deputy Chief of
Staff, G3, in a briefing to the Committee on Army Science and Technology for Homeland Defense,
Warrenton, Va., May 15, 2002:

e Homeland security: The preparation for, prevention of, deterrence of, preemption of, defense
against, and response to threats and aggressions directed towards U.S. territory, sovereignty,
domestic population, and infrastructure; as well as crisis management, consequence manage-
ment, and other domestic civil support.

* Homeland defense: The protection of U.S. territory, sovereignty, domestic population, and
critical infrastructure against external threats and aggression.

» Civil support: Department of Defense support to U.S. civil authorities for domestic emergen-
cies and for designated law enforcement and other activities.

2“Future Force” is the current term for the Army of the future; it was previously called the

Objective Force. The Future Combat System (FCS) is envisioned as being one of several yet-to-be-
determined systems that will be part of the Future Force.

14
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This second report builds on the previous effort and focuses specifically on
capabilities in command, control, communications, computers, intelligence, sur-
veillance, and reconnaissance (C4ISR) being developed for the Future Force. The
report compares and contrasts these capabilities with the C4ISR capabilities
needed by civilian emergency responders for a catastrophic event. For this study
the committee evaluated those capabilities common to both the Future Force and
the emergency responder community and identified some of the most likely
enabling technologies for the latter. The committee acknowledges that this evalu-
ation was accomplished at a fairly high level of abstraction. It is possible that
different conclusions might be drawn should a highly detailed examination be
conducted. The report suggests areas in which the Army could develop collabora-
tive efforts with the emergency responder community through the federal Depart-
ment of Homeland Security (DHS) in order to accomplish the transfer of the most
promising Army technologies to that community.

This chapter provides a context for the rest of the report by describing the
government’s organization for homeland security, beginning with the DHS,
followed by the elements of the Department of Defense (DOD) that will play a
role in homeland security, and lastly, the community of civilian emergency
responders. A short section compares the ways in which the DOD and local
emergency responders acquire their equipment. The chapter closes with a descrip-
tion of a series of potential scenarios illustrating how complexities will mount as
additional events requiring emergency response take place.

BACKGROUND

The tragic events of September 11,2001, have been called a defining moment
in our history. Clearly, what happened that day dramatically changed this country
and how we as citizens live our daily lives. The words of Abraham Lincoln
describing another critical period in U.S. history come to mind: “The occasion is
piled high with great difficulty and we must rise with the occasion. As our case is
new, so must we think anew and act anew” (President Lincoln’s Second Annual
Message to Congress, December 1, 1862).

President George Bush declared war on global terrorism with a goal of
eradicating it from the face of the Earth. In declaring that objective, the president
launched the nation on a two-front campaign—overseas and at home. The over-
seas effort is spearheaded by the DOD, but it involves all elements of national
power—military, economic, diplomatic, and moral. The structure to prosecute
this campaign is in place. Much planning and training has gone into developing a
world-class military force, and the paradigm for conducting the overseas “home-
land defense” phase of this war is well understood.

However, at home the situation is much different. The last serious external
military threat to the continental United States was in 1812. As this report is
being written, despite the establishment of the DHS, no coherent planning para-

Copyright © National Academy of Sciences. All rights reserved.



Army Science and Technology for Homeland Security: Report 2 -- C4ISR
http://lwww.nap.edu/catalog/11053.html

16 ARMY SCIENCE AND TECHNOLOGY FOR HOMELAND SECURITY: C4ISR

BOX 1-1
Some U.S. Agencies and Organizations
Involved in Emergency Response

Government Agencies
Federal

e Department of Homeland Security (new)
—Directorate of Emergency Preparedness and Response
—U.S. Coast Guard

e Department of Defense
—Assistant Secretary of Defense for Homeland Defense (new)
—U.S. Northern Command (new)
—Departments of the Army, Navy, and Air Force

State
» State Offices of Emergency Preparedness
» State Police
* National Guard

Local (counties, cities, municipalities)
e Fire Departments
* Local Police
* Emergency Medical Services
e Public Health Departments

Nongovernmental Organizations, Private Sector
* American Red Cross
o Utilities
e Churches
e Private Ambulance Services

digm for homeland security yet exists, and although a national operational con-
cept for emergency response is being developed,® no approved comprehensive
framework exists to pull together the efforts of federal, state, and local responders.
While much has been done in homeland security, there is still more to accomplish.

The foundation of a national operational framework for emergency response
involves partnership—among federal, state, and local levels of government;
between the private and public sectors and between civilian emergency respond-
ers and the military. This partnership involves some agencies established as a
direct result of the events of September 11 and others with long experience in
responding to natural and man-made disasters. Some of these emergency response
agencies and organizations are listed in Box 1-1.

3See the discussion on the National Response Plan in the following section.
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ORGANIZING FOR HOMELAND SECURITY

To enhance understanding of the technologies described in subsequent chap-
ters, the committee describes in the next three subsections how the nation is
organized for homeland security and looks briefly at the structure of the U.S.
Army and the emergency responder community with which it will be working in
the event of a disaster.

Department of Homeland Security

Responsibility for homeland security has now been assigned to the Depart-
ment of Homeland Security, which was established by the Homeland Security
Act of 2002 (Public Law [P.L.] 107-296) and Executive Order 13284 of January 24,
2003. Figure 1-1 provides the department’s organizational chart (as of March 2003).

The public law establishing the DHS describes the department’s mission as
follows:

(1) IN GENERAL.—The primary mission of the Department is to—

(A) prevent terrorist attacks within the United States;

(B) reduce the vulnerability of the United States to terrorism;

(C) minimize the damage, and assist in the recovery, from terrorist attacks that
do occur within the United States;

(D) carry out all functions of entities transferred to the Department, including
by acting as a focal point regarding natural and manmade crises and emergency
planning;

(E) ensure that the functions of the agencies and subdivisions within the Depart-
ment that are not related directly to securing the homeland are not diminished or
neglected except by a specific explicit Act of Congress;

(F) ensure that the overall economic security of the United States is not dimin-
ished by efforts, activities, and programs aimed at securing the homeland; and
(G) monitor connections between illegal drug trafficking and terrorism, coordi-
nate efforts to sever such connections, and otherwise contribute to efforts to
interdict illegal drug trafficking. (P.L. 107-296, Sec. 101)

The DHS performs this mission by, among other things,

» Securing our borders, transportation sector, ports, and critical infrastructure;

» Synthesizing and analyzing homeland security intelligence from multiple
sources;

» Coordinating communications with state and local governments, private
industry, and the American people about threats and preparedness;

» Coordinating government efforts to protect the American people against
bioterrorism and other attacks with weapons of mass destruction;

» Helping to train and equip emergency responders; and
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FIGURE 1-1 Organizational chart of the Department of Homeland Security as of March 1,
2003.

* Managing federal emergency response activities.

Within the DHS, the Directorate of Emergency Preparedness and Response
(EPR) is of critical importance to the emergency responder community. The
newly organized EPR incorporates significant federal emergency responder ele-
ments, such as the Federal Emergency Management Agency (FEMA) and response
teams from the Department of Health and Human Services (DHHS)* and emer-
gency response teams from the Department of Energy. These latter elements
were placed under EPR/FEMA specifically to respond more efficiently to the
threat scenarios postulated by the DHS in the post-September 11 environment.

Initial National Response Plan

Under the Homeland Security Presidential Directive 5 (HSPD-5, February
28, 2003), the DHS is to prepare the National Response Plan (NRP) to replace the
existing Federal Response Plan (see NRC, 2003, p. 157). The NRP is intended to
provide an all-discipline, all-hazards approach to domestic incident management
and to help federal, state, and local governments work together. The initial NRP
was circulated in September 2003. The Secretary of DHS indicated that this
initial document implements, on an interim basis, the domestic incident manage-

4Most notably, those of the National Disaster Medical System (NDMS) and the Pharmaceutical
Stockpile.
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ment authorities, roles, and responsibilities of his office, as defined by HSPD-5,
until the full NRP becomes effective.’

National Incident Management System

HSPD-5 also required the development of a National Incident Management
System (NIMS) as part of the NRP. The NIMS will provide an operational
framework for implementing the NRP. A draft NIMS was produced in September
2003. A second draft was published March 1, 2004. Compliance with certain
aspects of the NIMS is now possible, while other aspects of the NIMS will
require further development and refinement.”

Department of Defense

The Department of Defense has a long history of providing military support
to civil authorities. However, since the terrorist attacks against the United States,
new emphasis is being placed on this mission. This focus has resulted in the
establishment of new offices and commands. However, many homeland security
issues remain unresolved for the DOD; currently the department is focusing on
the following matters:

e The evolution of a national vision of military support to civilian authorities,
» The role of the National Guard in homeland security,

» The role of the Coast Guard in homeland security,

* The role of the national laboratories in homeland security, and

» DOD direct support to the DHS.

Assistant Secretary of Defense for Homeland Defense

The National Defense Authorization Act for Fiscal Year 2003 (P.L. 107-314,
Sec. 902(a)) established the position of Assistant Secretary of Defense for Home-
land Defense with the following mission: “Overall supervision of the homeland
security activities of the Department of Defense.”

This mission includes the following tasks:

SMemorandum from Tom Ridge, Secretary of Homeland Security, to Cabinet Secretaries; Agency
Directors; Members of Congress; Governors; Mayors; County, Township and Parish Officials; State
Homeland Security Advisors; Homeland Security Advisory Council; and State, Territorial, Local
and Tribal First Responders; Subject: Initial Response Plan, September 20, 2003.

6Memorandum from Tom Ridge, Secretary of Homeland Security, to Cabinet Secretaries; Agency
Directors; Members of Congress; Governors; Mayors; County, Township and Parish Officials; State
Homeland Security Advisors; Homeland Security Advisory Council; and State, Territorial, Local
and Tribal First Responders; Subject: National Incident Management System, March 1, 2004.
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Overall supervision of the homeland defense activities of the Department of
Defense

Develop strategic planning guidance for DOD’s role in homeland security
Develop homeland defense force employment policy and guidance
Supervise DOD preparedness activities to support civil authorities in domestic
emergencies

Assist civil authorities in building and improving federal, state, and local
homeland security response capabilities

Plan, train, and perform DOD domestic incident management

Advocate homeland defense requirements within the Department’s resource
allocation process. (Cohen, 2003, p. 9)

Figure 1-2 provides the organizational chart for the Office of the Assistant

Secretary of Defense for Homeland Defense. An important new responsibility for
the assistant secretary is found in the current draft of the National Defense Autho-
rization Act for Fiscal Year 2003 (P.L. 107-314), in which his office is made
responsible for overseeing the future technology transfer from the DOD to the
DHS. This new responsibility will create a critical channel for the assistance
recommended in this report.

ASD (HD)
PDASD (HD)

Interagency DASD Civil DASD Force DASD Strategy,
Coordination Support Planning & Plans, &
[ Employment Resources
Military Assistance | [
Intergovernmental & to NORTHCOM Policy
Private Sector Civil Authorities Development &
Coordination [ PACOM/ Integration
[ Reserve SOUTHCOM / |
Readiness, Component STRATCOM Hemispheric
Training, & Issues [ Affairs
Exercises I Critical [
| Civil/Military Infrastructure Programs &
Preparedness i
Domestic P / Protection Resources
Incident
Technology
Management Transfer

FIGURE 1-2 Organizational chart for the Office of the Assistant Secretary of Defense
for Homeland Defense (ASD [HD]). SOURCE: From Homeland Defense, briefing to the
committee by Peter F. Verga, Principal Deputy Assistant Secretary of Defense (Home-
land Defense) (PDASD [HD]), July 17, 2003.
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U.S. Northern Command

The DOD established the U.S. Northern Command (NORTHCOM) effective
October 1, 2002. NORTHCOM’s mission is homeland security and civil support,
specifically:

»  Conduct operations to deter, prevent, and defeat threats and aggression aimed
at the United States, its territories, and interests within the assigned area of
responsibility; and

* Asdirected by the President or Secretary of Defense, provide military assis-
tance to civil authorities including consequence management operations.
(NORTHCOM, 2003a)

NORTHCOM’s area of responsibility is the United States, Canada, and
Mexico and the land, sea, and aerospace approaches to these countries. Figure 1-3
portrays NORTHCOM’s command-and-control relationships. The only forces
assigned directly to NORTHCOM are the Joint Force Headquarters for Homeland
Security in Norfolk, Virginia; the Joint Task Force—Civil Support (JTF-CS) at Fort
Monroe in Hampton, Virginia; and Joint Task Force-6 (JTF-6) at Biggs Army
Airfield, Fort Bliss, Texas. Other forces are assigned as needed (NORTHCOM,
2003b). The committee notes that NORTHCOM’s organization and missions are
in a formative and transitional stage and could be altered in the future.

The U.S. Army

The U.S. Army’s mission is to fight and win our nation’s wars by providing
prompt, sustained land dominance across the full range of military operations and
spectrum of conflict in support of combatant commanders. (See Appendix C for
information about the organizational structure of the Army.) It accomplishes this
mission by carrying out the following:

« Executing Title 10 and Title 327 United States Code directives, to include
organizing, equipping, and training forces for the conduct of prompt and
sustained combat operations on land.

*  Accomplishing missions assigned by the President, Secretary of Defense and
combatant commanders, and transforming for the future (U.S. Army, 2003).

The U.S. Army consists of three components—the active Army, the U.S.
Army Reserve, and the Army National Guard—each of which brings different

7Title 10 of the United States Code provides for the organization, training, and equipping of all the
U.S. Armed Forces, to include the Reserve Components. Title 32 of the United States Code provides
for the function of the National Guard while under the control of the state governor. At this point it is
not a federal force and is not governed by the Posse Comitatus Act (18 USC 1385). Missions in this
status can include crisis management, consequence management, and combatant commander support.
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FIGURE 1-3 NORTHCOM command-and-control relationships. NOTE: STRATCOM,
U.S. Strategic Command; TRANSCOM, U.S. Transportation Command; FORSCOM,
U.S. Forces Command; PACOM, U.S. Pacific Command; JFCOM, U.S. Joint Forces
Command; SOUTHCOM, U.S. Southern Command; SOCOM, U.S. Special Operations
Command; N-NC, NORAD-NORTHCOM; WO, Washington Office; OSD, Office of the
Secretary of Defense; JCS, Joint Chiefs of Staff; OGA, Other Government Agency; and
NGO, nongovernmental organization. SOURCE: Stover James, briefing to the NORAD
(North American Air Defense Command)/USNORTHCOM Joint and Interagency Coor-
dination Group, August 6, 2003.

strengths to the overall force. The active Army and the Army Reserve provide
support to civil authorities in a variety of ways but are generally constrained by
law from performing policing duties within the homeland (DHS, 2003). The
National Guard—the states’ militia—is not constrained by the Posse Comitatus
Act (10 USC 1385)8 as long as it is operating under control of the state governors
(Title 32, USC). The National Guard is local in nature and is widely dispersed
throughout the homeland. It can be quickly activated by the state governors and
can help local police and other emergency responders as required. One would
expect that in the aftermath of a large terrorist attack the National Guard would be
functioning alongside the local fire, police, and medical personnel. In making

8The Posse Comitatus Act of 1878 (18 USC 1385), as a general matter, prevents the Army and
the Air Force from directly engaging in law enforcement activities such as search, seizure, arrest, and
similar actions.
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BOX 1-2
Findings from Report 1 Relevant to the Current Report

Finding 1-1. Homeland security is an important extension of the Army’s historical
role of providing military support to civilian authorities. The Army will be called on
to assist the lead federal agency, the Department of Homeland Security, in meet-
ing a wide range of demands for consequence management and recovery of pub-
lic order and critical services.

Finding 1-2. The Army National Guard, given its historical mission and flexibility,
geographic dispersion, dual-mission capabilities, and frequent association with lo-
cal agencies, is the key Army asset to meet homeland security demands and can
be augmented as necessary with special capabilities from the Army Reserve and
the active Army.

Finding 1-3. There are many similarities between military operations involving
allied or coalition forces and operations involving civilian emergency responders.

SOURCE: NRC (2003), pp. 24, 29, and 31.

technology packages available to emergency responders, the Army must consider
the National Guard as well. The National Guard has anticipated this role. Among
several forward-looking steps, it has reorganized its state headquarters into multi-
service entities and established Civil Support Teams to respond to the possible
use of weapons of mass destruction.

Military support must be capable of smoothly, quickly, and efficiently aug-
menting the emergency responders in a crisis situation. This kind of assistance
implies not only compatible equipment but also commonly understood doctrine
and standards as well as joint” training to refine operating procedures. Three
findings presented in the first report in this series are also relevant to the present
discussion (see Box 1-2).

A corollary of the first report’s Finding 1-3 concerning the many similarities
between military operations involving allied or coalition forces and operations
involving civilian emergency responders would indicate that these similarities
make it advantageous to consider technologies appropriate to both groups. Indeed,
the underpinnings of the network-centric warfare capability envisioned for the
Army’s Future Force (discussed in Chapter 2 of this report)—"See first, Under-
stand first, Act first, and Finish decisively”—correspond directly to the emer-

9Joint in this application means between civilian and military.
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gency responder’s need to see, understand, and act in order to save lives and
mitigate damage caused by man-made or natural disasters.

Emergency Responders

The Homeland Security Act of 2002 defines emergency response providers
as including “federal, state, and local public safety, law enforcement, emergency
response, emergency medical (including hospital emergency facilities), and related
personnel, agencies, and authorities” (P.L. 107-296, Sec. 2(6)). These responders
include hazardous materials response teams, urban search and rescue assets, com-
munity emergency response teams, antiterrorism units, special weapons and
tactics teams, bomb squads, emergency management officials, and municipal
agencies and private organizations responsible for transportation, communica-
tions, medical services, public health, disaster assistance, public works, and
construction. Key responders also include emergency management personnel and
political leaders at all levels who make crucial decisions and assessments during
a crisis.

While the emergency response needs of fire, police, and emergency medical
personnel are receiving considerable attention and increased funding, the critical
requirements of other support groups are not as well understood (Jackson et al.,
2002). For example, both public health systems and national urban search and
rescue assets are widely regarded as essential to emergency response, yet both
lack sufficient capabilities to respond to large national emergencies, and little
attention has been given to how additional C4ISR capabilities might be used to
expand their capacity or improve their efficiency (CFR, 2003).

The needs of responders in the private sector have received even less attention.
For example, in the wake of the September 11 attacks, the World Trade Center
site required about 10,000 skilled support personnel (heavy equipment operators,
truck drivers, iron workers, carpenters, and laborers) per day during the initial
search and cleanup period (CFR, 2003). Their operations were essential to the
response and entailed significant health and safety risks that could have been
mitigated by better C4ISR capabilities at the incident site (Lippy and Murray, 2002).

Another category of resources frequently overlooked in needs assessments is
that of the response assets required to deal with agricultural emergencies that
either threaten the U.S. food supply or are potential sources of human infectious
disease. Animal diseases, for example, can present a serious risk to humans.
Many diseases can infect multiple hosts. Three-quarters of emerging human
pathogens are zoonotic (i.e., they can be readily transmitted back and forth
between humans, domesticated animals, and wildlife). Whether or not they infect
humans, animal diseases can have fearful economic impact. For example, Great
Britain’s response to the 2001 outbreak of foot-and-mouth disease, including lost
productivity, amounted to $11.6 billion (Matthews and Buzby, 2001).

While infectious disease is an ever-present danger in a globalized world, the
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possibility of terrorists intentionally introducing vectors or bacteria or viruses
into a population to foster the spread of disease introduces an added dimension to
the danger. Thus, agricultural response assets could well be an important compo-
nent of the consequence management system required to meet the threat of terror-
ist attacks, and these response assets could have significant C4ISR needs. The
Federal Emergency Management Agency has identified this area as being in need
of improvement (FEMA, 1997).

Finally, in addition to the state and local assets already mentioned, such as
the Army National Guard Civil Support Teams,!? and private sector assistance,
emergency responses could involve a range of federal capabilities. These would
include the active forces from the Army, Air Force, Marine Corps, and Navy, the
Reserve forces from all services, as well as a range of federal response teams such
as Domestic Emergency Support Teams, Disaster Medical Assistance Teams,
Coast Guard National Strike Teams, and Nuclear Incident Response Teams.!!
The needs of these various groups and their capacities to integrate into the overall
national response system also require consideration.

Finding 1-1. Although a number of informal mechanisms exist, no coherent
planning paradigm for the interface between the military and the emergency
responders currently exists, and although a national operational concept for
emergency response is being developed, it is not yet a comprehensive frame-
work that pulls together the efforts of federal, state, and local responders.

Indeed, the committee conducting the first study in this series reached the
conclusion shown in Box 1-3.

COMPARISON OF ACQUISITION IN THE ARMY AND IN THE
EMERGENCY RESPONDER COMMUNITY

The ways in which the Army and emergency responder community acquire
technologies in the form of new products, processes, and procedures differ widely.
The DOD has a very well developed process for acquisition, with formal proce-
dures and top-to-bottom management. Emergency responders acquire new tech-
nology through local city and town purchasing agents. The DOD process is
controlled by standards of practice and rigorous testing and certification, while
the emergency responder community has far fewer formal procedures and some-
times none at all.

10National Guard Civil Support Teams are not exclusively state and local assets. These organiza-
tions could be brought into active federal service under Title 10 of the United States Code. In that
status, they could be employed as part of NORTHCOM or any other military command structure as
deemed appropriate to meeting the DOD requirement for homeland security.

Michael Lowder, Department of Homeland Security, Federal Emergency Management Agency,
Response Division, briefing to the committee, Washington, D.C., August 25, 2003.
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BOX 1-3
Conclusion and Recommendation from Report 1
Relevant to the Current Report

Conclusion 4-1. A new national emergency response command, control, and
communications system for homeland security must be developed and fielded to
meet the demands of the emerging threats, particularly to integrate the response
to chemical, biological, high explosive, radiological, and nuclear weapons. This
system must be compatible with developments in the new Department of Home-
land Security, the U.S. Northern Command, and state and local entities. Current
Army science and technology thrusts and programs that are integral to the Objec-
tive Force can be adapted for the new national system.

Recommendation 4-1. To facilitate the development and fielding of an integrated
command-and-control system for homeland security, the Army should initiate or
continue research that permits the earliest possible fielding of deployable com-
munications packages equipped with universal multiplexer capability to facilitate
command and control across the vast, and disparate, array of agencies that will
respond to incidents and events.

NOTE: Universal multiplexer capability refers to the broad capability for handling several differ-
ent types of datastreams at an interface where they can be periodically sampled.

SOURCE: NRC (2003), p. 97.

The military acquisition process is designed to minimize failure and the
attendant loss of life on the battlefield; however, because it is so methodical, it
can be too slow for the purposes of many programs. Various ways have been
devised to circumvent this problem. Spiral development, for example, is a pro-
cess developed and refined by the Army to improve current capabilities through
technology insertion. It involves fielding these new capabilities with a test unit,
testing by that unit, and using the test results for fielding to the entire force. It is
particularly suited for enhancing such capabilities as C4ISR. If it is interested in
this process, the DHS might consider spiral development as part of a menu from
which to choose options that would work for emergency responders.

The Army acquisition process (see Appendix D for details) begins with the
definition of needed capabilities, which are spelled out in a requirements docu-
ment. The Army science and technology (S&T) arm, consisting of laboratories,'?
engineering centers, and grants-in-aid and contracting offices, responds to the
requirements document with technical programs that move through a series of
prescribed stages until technologies transition to demonstration and validation
efforts and eventually to prototype systems. In this process, the Army S&T
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community is increasingly using formal cooperative alliances with private sector
entities—universities and industry laboratories—to make use of the best exper-
tise available, wherever it may be found. Once a technology is successfully
demonstrated through developmental testing, mature products are transitioned to
acquisition program managers for integration into systems or system-of-systems
procurement efforts. Testing occurs during the development phase and opera-
tional testing is done in the early fielding stages, the latter with troops using the
technology in simulated missions. The spiral development process greatly reduces
the time associated with technology insertion and has great promise for resolving
the challenges faced by emergency responders, particularly in the area of C4ISR.

In contrast, there is little of this type of formal process available to emer-
gency responders. They have not had a dedicated research, development, testing,
and evaluation (RDT&E) system at their disposal, and many are concerned by the
lack of standardization and certification of items that they must purchase. There
are, however, several efforts under way on behalf of emergency responders: the
Technical Support Working Group (TSWG) coordinates the federal research
programs designed to help responders, and the Interagency Board for Equipment
Standardization and Interoperability (IAB) is in the process of developing agreed-
upon standards for emergency responders.!3 As the DHS continues to mature, the
development of a more formal RDT&E system for emergency responders will be
required.

Within the DHS, the Undersecretary for Science and Technology (US&T)
has budget authority, but exact procedures for coordinating federal research ef-
forts by the US&T are still being developed.!* One aspect of particular concern to
emergency responders is the testing and certification of new technologies and
equipment.

The Army possesses many and varied testing facilities that, with proper

12The Army laboratories perform a broad spectrum of research and development (R&D) activi-
ties, including basic and applied research as well as advanced development. Testing is conducted by
the laboratories as needed, sometimes in their own facilities, and sometimes in other military facili-
ties or in collaboration with other entities such as universities, industry, and other government labo-
ratories.

13 Additional information about the TSWG is available online at <WWWw.tswg.gov/tswg/about/
about.htm and about the IAB at www.iab.gov/page_manager.asp.>

141 the DOD, the term “S&T” refers to a program. It is used in that sense in this report. In the
DOD, S&T is understood to be the longer-range part of R&D. It consists of three parts, each of
which is identified by its own budget category, as follows: (1) basic research, budget category 6.1;
(2) applied research, budget category 6.2; and (3) advanced development, budget category 6.3.
Together these categories make up the DOD S&T program. Thus, “S&T” in DOD parlance does not
include shorter-range R&D in higher budget categories, from 6.4 on up. By contrast, in the DHS the
S&T directorate, a distinct part of the DHS established and so identified in the legislation that created
the department, funds both short-term and long-term R&D. In the DHS S&T is thus more akin in
character and content to what the DOD calls R&D than to what the DOD defines as S&T.

Copyright © National Academy of Sciences. All rights reserved.



Army Science and Technology for Homeland Security: Report 2 -- C4ISR
http://lwww.nap.edu/catalog/11053.html

28 ARMY SCIENCE AND TECHNOLOGY FOR HOMELAND SECURITY: C4ISR

coordination, might be made available to other agencies. For example, the Army
has many long-term cooperative arrangements such as that with the permanent
groups of engineers at NASA (National Aeronautics and Space Administration)
Langley and NASA Glenn using NASA'’s investment in wind tunnels and other
airframe and propulsion testing facilities. If procedures for sharing these facilities
with the DHS were put in place, it would greatly assist emergency responders and
as a secondary benefit would allow the Army to preserve some underutilized
facilities. The committee believes that there are considerable opportunities for
collaboration between the Army and the DHS to provide emergency responders
with enhanced capabilities and new technology, given the right policy guidance.

SCENARIOS

Scenarios are invaluable tools in helping to determine what capabilities might
be required and what types of equipment might satisfy particular requirements.
At the present time, national-level scenarios for use in such efforts are not avail-
able from the DHS.

To better understand the technology needs of emergency responders, the
committee developed four example scenarios that could provide a “mark on the
wall” against which to measure C4ISR needs. It emphasizes that these scenarios
are intentionally very general, lack significant detail, and should not be inter-
preted as approved Army, DOD, or DHS scenarios. They are intended merely to
illustrate the range of situations against which potential C4ISR needs for emer-
gency responders might be identified. The four scenarios are described below in
order of increasing complexity.

Scenario 1: Single Event, Single Location

The first scenario could involve a single event occurring at a specific time at
a single location. Examples are the 1995 bombing of the Alfred P. Murrah Fed-
eral Building in Oklahoma City or the World Trade Center bombing in 1993.
This scenario might also include natural disasters such as the San Francisco
earthquake of 1989 or man-made disasters such as the overturning of a truck
containing 40,000 pounds of explosive fireworks powder on the National Capitol
Region Beltway at the Springfield interchange in Northern Virginia in 1999. The
latter incident required closing the intersection of Interstates 95, 395, and 495 for
a whole day, resulting in the delay of hundreds of thousands of commuters and
the evacuation of nearby residents. With each event such as the truck accident,
the potential exists for significant destruction, loss of life, and/or disruption of
day-to-day activities, although the event is localized with no follow-on attack or
natural disaster.
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Scenario 2: Multiple Events, Single Location

The second scenario assumes multiple events occurring over a period of time
at a single location. This type of disaster could take the form of an initial terrorist
attack followed by terrorist attacks on responders. It could also be an initial
terrorist attack followed by some other disaster—for example, the 2001 terrorist
attack on the World Trade Center followed by the collapse of the Twin Towers.
An example of a natural disaster in this scenario would be the San Francisco
earthquake of 1906 that first devastated much of the city with seismic shocks, and
then triggered fires that could not be controlled because of building rubble block-
ing the streets and broken water mains.

Scenario 3: Single Type of Event, Multiple Locations

The third scenario could involve a single type of event occurring over a
period of time over multiple locations. Such a disaster could take the form of a
natural catastrophe such as Hurricane Isabel, which hit several states on the East
Coast in 2003. Or it could include events such as the San Diego wildfires in 2003
that apparently began as a small fire and then, fueled by dry scrub and timber and
spread by high Santa Ana winds, developed into multiple, devastating firestorms.
These firestorms forced the evacuation of 40,000 residents and required 10,000
firefighters. An example involving a terrorist attack could be the use of a biologi-
cal weapon at a convention that creates casualties in multiple cities days later.

Scenario 4: Multiple Events, Multiple Locations

The fourth scenario might involve coordinated multiple attacks at multiple
locations. An example would be a disaster such as the attacks of September 11,
2001, but with five planes on both coasts. Such a disaster could also take the form
of multiple tanker trucks with radioactive debris simultaneously exploding in
several places around the nation, destroying government buildings, tunnels,
bridges, other infrastructure, and so on. Additionally, the number of locations
could increase, as changing winds might carry airborne radioactive debris to
other sites.

RELATIONSHIP TO C4ISR CAPABILITIES

In Report 1, the committee found that C4ISR is an important capability
cutting across all scenarios. Regardless of the nature or motivation of an attack, it
is crucial that command and control, communications, and all aspects of data
gathering and analysis be thoroughly coordinated and effective if disaster sites
are to be managed properly. In short, emergency responders, just like the mili-
tary, must see, understand, and act.
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In general, the C4ISR requirements for dealing with all disasters are similar,
with exceptions for the scope of different events and allowances for the likely
incubation periods that may occur in a biological attack. The larger the scope of
an event the more complex the C4ISR requirements will be. These needs are
difficult enough with a local event handled by local authorities (that is, coordi-
nated among the police, fire, and medical personnel of a single jurisdiction).
However, an event drawing in responders from surrounding areas makes C4ISR
even more problematic as different techniques, policies, and operational vocabu-
laries are encountered. When higher levels of government such as the military are
assisting, the potential for problems is even greater. In Report 1, the committee
found such a situation to be very much like the situation in coalition warfighting
when the military had to communicate with different forces.

The role of computers in disaster scenarios is ubiquitous. Communications
are increasingly computer-based. Command and control will rely on computer-
stored data and computer-generated situational displays. Computers play a domi-
nant role in data management. Responders should have detailed building plans
and information about the activities conducted in buildings, maps of underground
utilities, and locations of shut-off valves and switches available to them in real
time. Computers will be necessary in disasters for the surveillance of hospital
admissions and other medical records to detect any outbreak of unusual disease
patterns that may signify a terrorist attack.

The ISR portion of C4ISR is all of those activities that collect and analyze
information about an incident and present ingredients for a common operating
picture to decision makers. For emergency responders, the first indication of a
serious problem may come from a sensor on a patrol car or from a network of
sensors on the city streets or in subway tunnels. The use of multiple sensors and
fusion of the sensor data can alert the various responders to the details of the
incident. The challenge is to fuse this information into a common operational
picture that policy makers can act on. Once the event scene has been established,
the incident commander will need as complete a picture of the event as possible.
As the crisis management progresses, knowledge of the position, physical condi-
tion, and actions of individual emergency responders will be necessary in order to
aid in the command-and-control process and to keep the emergency responders
away from particularly hazardous locations.

Given technology’s increasing capability to provide the incident commander
with ever-growing volumes of data, the problems resulting from information
overload cannot be overstated. Equally there is the danger that critical informa-
tion may not reach the proper decision levels where it can be acted on in a timely
way. Worse, both phenomena, overload and failure to receive critical items of
information, may occur simultaneously. This challenge applies to both Army
decision makers and incident commanders and represents another area for col-
laboration between the Army and civilian emergency responders.

The reasons for seeking new technologies transcend the obvious desire
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simply to give emergency responders better equipment. The technologies dis-
cussed in Chapter 4 of this report allow entirely new capabilities to emerge, such
as real-time decision-making ability by the on-scene command team at the crisis
site. Such capabilities will enable and strengthen multidisciplinary efforts between
and among the various emergency responder groups working on crisis manage-
ment. These motivations are the very same ones that underlie the Army’s trans-
formation program for the Future Force.

Finding 1-2. The Army has developed a number of capabilities that could be
used by emergency responders:

* Relevant technologies from the Army science and technology base;

» C4ISR systems that have been developed and deployed by the Army;

e An acquisition system, similar to the Army’s spiral development process,
that encompasses identifying needs, funding the required technology,
and developing fieldable products;

» A testing and certification process for new equipment;

e Training programs;

e A network-centric operations approach;

» Exercises (and supporting facilities);

e Modeling and simulation capabilities; and

* A process for the development and assessment of doctrine.
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Capabilities for the Army’s Future Force

This chapter describes the Army’s Future Force, including the Future Combat
Systems Program and the Future Force Warrior Program. These two programs
are the current focus of the Army’s science and technology efforts.

The Army anticipates that the Future Force will be equipped in such a way
that it can exploit the benefits of a network-centric warfare (NCW)! mode of
military operations (U.S. Army, 2003). A brief discussion of the concept and
implications of NCW is provided later in the chapter. The command, control,
communications, computers, intelligence, surveillance, and reconnaissance (C4ISR)
capabilities of the various system components are critical to achieving NCW
operations. Appendix E provides specifics on C4ISR capabilities for the Future
Force.

WHAT IS THE FUTURE FORCE?

The Army’s Future Force concept is the strategy intended to transform the
Army’s forces, beginning with platforms and weapons and extending from senior
commanders down to individual soldiers. The term “transformational” is used

IThe committee has employed the term “network-centric” in two separate but related contexts:
namely, (1) in warfare, and (2) in homeland security. Thus, the former (network-centric warfare,
NCW) is used in Chapter 2, while the latter (network-centric operations, NCO) is used in Chapter 3
and elsewhere when it concerns homeland security. Suffice it to say that in both contexts the term
“network-centric” refers to making possible cooperative actions by exploiting latent resources made
available only when all participants share information gathered by any one of them. The main goal is
to use C4ISR to achieve connectivity to accomplish the mission.

33
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intentionally by the Army in this context to describe innovation on a grand scale,
undertaken to address major changes in the character of conflict, to exploit new
technologies—particularly information technology (IT) emerging from the com-
mercial world—and to adapt to shifts in geostrategic competition.?

For the past 20 years, the Army has been engaged in a transition process to
leverage increasingly available innovative technologies, particularly in the area
of C4ISR. The strategy calls for developing new kinds of units, modeled on an
“Objective Force” that would operate and be organized and equipped differently
from today’s combat commands (U.S. Army, 2002). In August 2003, the Army
Chief of Staff, General Peter J. Schoomaker, redesignated the Objective Force
concept as the “Future Force.” Army plans for developing the Future Force
include a range of leader development, acquisition, training, sustainment, and
institutional initiatives. The Army’s goal is to field the first fully operational
Future Force unit in 2009 (U.S. Army, 2003). Several relevant Future Force
C4ISR technologies are already available or are well along in the developmental
process. Table 2-1 describes the operational benefits of the Future Force.

CAPABILITIES ENVISIONED FOR THE FUTURE FORCE

The primary capabilities required for the Future Force overall are these:3

e Trained soldiers and leaders who understand how to use the power of
information and the network to maximize combat effectiveness;

o Situational awareness of all forces—blue (friendly), red (enemy), joint,
and neutral;

e A “smart knowledge management system” that knows the user, what the
user does, and what he or she needs and that pushes knowledge to the
user as well as pulling it from the network when needed;

» Ubiquitous assured access to the network and sensors; and

* The ability to remain relevant to national defense with the maturation of
technologies in the commercial world—timely spiral technology insertions.

In broad terms, the Future Force units of action (brigade-size and smaller)
will possess the characteristics of responsiveness, deployability, agility, versatil-
ity, lethality, survivability, and sustainability. Each of the characteristics described
in the following subsections is critically dependent on C4ISR capabilities (U.S.

2There is no single commonly accepted metric or framework that distinguishes among concepts
that are transformational and those that are not. See Roxbourough (2002).

3LTG John M. Riggs, Director, Future Force Task Force, “Transformation to the Objective
Force: C4ISR Enablers for Homeland Security,” briefing to the committee, Washington, D.C., Au-
gust 25, 2003.
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TABLE 2-1 Expected Operational Benefits of the Army’s Future Force
Concept for the Conduct of Joint Operations

From Past Capabilities To Projected Capabilities

Stove-piped, staff-centric command- Joint-integrated, network-centric battle command;

and-control. enables decision superiority and self-synchronization.

Fight after force buildup at major Immediate employment of forces arriving rapidly

air/seaports. Time-consuming force through multiple austere entry points.

projection.

Sequential, contiguous, linear Simultaneous operations, distributed throughout

operations. joint operations area, within a nonlinear framework.

Attrition-based campaign with Direct attack of centers of gravity with precision

massed formations. effects; defeat through disintegration.

Gaps in situational understanding; Global, robust, near-real-time joint intelligence;

uncertainty; intelligence by contact sensor networks integrated from space-to-mud;

and direct observation. improved situational understanding.

Large logistics structure with large Reduced logistics structure and small footprint

forward footprint. through reach-back and distribution-based
sustainment.

Effective combined arms operations.  Greater synergy of integrated joint operations.

SOURCE: U.S. Army (2003).

Army, 2001a, 2001b). The characteristics of the Army’s Future Force concepts
are summarized in Figure 2-1.

Responsiveness

Commanders and staffs will team collaboratively (and virtually) with other
elements through the Global Battle Command Network. The development of
accurate situational awareness and of a complete understanding of the opera-
tional situation and mission begins well before departure from the home station.
Awareness and understanding continue to develop while en route to and through-
out operations, with updates and adaptations as the situation evolves.

Deployability

The unit of action will be capable of quickly and rapidly concentrating
combat power and conducting distributed and continuous combined arms and
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FIGURE 2-1 Characteristics of the Army’s Future Force. Courtesy of LTG John M.
Riggs, Director, Future Force Task Force, U.S. Army.

full-spectrum operations upon arrival in the area of operations. Prior to departure,
training and mission rehearsal can be conducted on the platforms, with embedded
virtual training designed to develop individual, crew, and small-unit functional
capabilities. Refinements based on intelligence updates can be made while en
route.

Agility

The unit of action must be able to make quick transitions to accommodate
changes in its task, purpose, and mission. It must be able to maneuver into and out
of contact with enemy forces without losing operational momentum. Agility
applies to both the mental and the physical qualities needed to meet rapidly
evolving battlefield situations.

Versatility

Units must be able to generate formations that can achieve sustained land
dominance at any point in the spectrum of warfare, from low-level conflict to
full-theater operations. They must be able to do so in all environments, in any
kind of weather and by day or night.
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Lethality

Lethality requires a triad of sensor effects, force capabilities, and battle
command that enables the dynamic application of lethal and nonlethal destructive
and suppressive effects to achieve the commander’s intent. Networked firepower
is fully integrated from theater to platform, with dynamical rerouting of targeting
data and missions via flexible, sensor-to-shooter linkages.

Survivability

The unit of action provides maximum possible protection to mounted and
dismounted soldiers. Tactics and operations combined with passive and active
survival capabilities enable platforms and soldiers to detect and identify potential
targets at a distance before being detected themselves, to achieve a kill with the
first round fired, and to survive enemy fire if detected and fired upon.

Sustainability

Sustainability requirements will entail the continuous, uninterrupted provi-
sion of logistical support to Army forces. This support will be capable of “just in
time” rather than “just in case” sustainment, allowing commanders to reduce
stockpiles in theater while relying on technology to provide sustained support and
real-time tracking of supplies and equipment. Embedded sensors on each plat-
form provide an accurate picture of the sustainment status of the vehicle, weap-
ons systems, and soldier support systems.

NETWORK-CENTRIC WARFARE AND THE FUTURE FORCE

The basic characteristics and capabilities of the Future Force are founded on
the concept of network-centric warfare. This concept emerged from the notion of
the transition of warfare from the 20th-century Industrial Age to the 21st-century
Information Age, as discussed in War and Anti-War (Toffler and Toffler, 1993).
NCW is a logical extension of previous Army efforts in areas such as the All
Source Analysis Center enhanced by the rapid advancement of information
technology particularly in the area of C4ISR. The Army intends to use C4ISR
technology advancements to connect all weapons systems and sensors and to give
U.S. soldiers and commanders the advantage of being able to follow the principles
“See first, Understand first, Act first, and Finish decisively” during operations.

NCW represents a major conceptual transformation from the traditional
Industrial Age approach to warfare, commonly referred to as platform-centric.
NCW involves a new and entirely different approach to decision making and
operations on the battlefield, affecting everyone from the senior commanders to
the individual soldiers. NCW has three overarching characteristics:
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e The shift in focus from platforms to networks,

» The shift from viewing actors as independent agents to viewing ensembles
of continuously adapting “ecosystems,” and

» The importance of making strategic choices to adapt or even survive in a
changing ecoenvironment.*

Finding 2-1. The network-centric concept is the foundation of the Army’s
Future Force.

THE FUTURE COMBAT SYSTEMS PROGRAM

The Future Combat Systems (FCS) Program is the Army’s top-priority sci-
ence and technology (S&T) effort. The FCS will constitute the core components
of the Army’s Future Force. It is a multifunctional, multimission, reconfigurable
system of systems that networks soldiers with their commanders, as well as with
manned and unmanned air and ground vehicles. By integrating mission capabili-
ties, including direct and indirect weapon use, reconnaissance, troop transport,
countermobility, nonlethal effects, secure and reliable communications, and joint
interoperability, the FCS coupled with the Future Force Warrior Program will
enable soldiers to operate as a coordinated part of a distributed, networked force.
The FCS will enable soldiers in the Future Force to perform a wide range of
military activities and operations, from small-scale contingencies to stability and
support operations, to major theater warfare. The basic elements of the FCS are
depicted in Figure 2-2.

THE FUTURE FORCE WARRIOR PROGRAM

The Future Force Warrior (FFW) Program complements the FCS while
focusing on the soldier as a system. It is intended to employ open architectures
and cutting-edge technologies to develop a revolutionary warfighting system
integrated with multifunctional sensors, weapons, physiological status monitor-
ing, and embedded training capabilities to support the individual soldier. This
FFW system of systems will evolve to form adaptive, distributed sensor net-
works for warfighter situational awareness. The soldier systems and subsystems
will be integrated into a comprehensive modular fighting package that can be
tailored to different mission profiles. Box 2-1 lists the elements of the FFW.

4LTG John M. Riggs, Director, Future Force Task Force, “Transformation to the Objective
Force: C4ISR Enablers for Homeland Security,” briefing to the committee, Washington, D.C., Au-
gust 25, 2003.
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FIGURE 2-2 Basic elements of integrated Future Combat Systems (FCS). Courtesy of
LTG John M. Riggs, Director, Future Force Task Force, U.S. Army.

C4ISR CAPABILITIES FOR THE FUTURE FORCE

The C4ISR capabilities required for the FCS are derived from multiple
sources (U.S. Army, 2001a, 2001c, 2003).5 These capabilities (fully portrayed in
Appendix E) have been recast using the C4ISR taxonomy of this study: C3
(command, control, and computers) required for timely understanding and informed
decision making by commanders and warfighters conducting operations; C (com-
munications) to provide essential networking connectivity to deliver timely infor-
mation to each warfighting decision maker; and ISR (intelligence, surveillance,
and reconnaissance) to supply the platforms, systems, and sensors that collect,
fuse, analyze, and interpret the battlefield situation.

Conclusion 2-1. The U.S. Army possesses a large and varied number of
Future Force science and technology programs that, with proper coordina-
tion, could be made available to the Department of Homeland Security;
however, there is currently no planning process to identify which could be
shared or how to do so.

SLTG John M. Riggs, Director, Future Force Task Force, “Transformation to the Objective
Force: C4ISR Enablers for Homeland Security,” briefing to the committee, Washington, D.C.,
August 25, 2003.
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BOX 2-1
Future Force Warrior Elements

Lethality. Direct and indirect engagement; less than lethal engagement; target
detection and recognition; synchronization of fires; target handoff; ID friendly/
enemy/noncombatant; target designation.

C4I. Situational understanding; information management; communications;
enhanced vision and senses; detect and avoid hazardous areas; area denial; mark
items of interest; intelligence collection and dissemination; mission planning and
rehearsal.

Power Sources. High-density, lightweight, efficient, safe, reliable power (includes
hybrids and rechargeables).

Analysis and Assessment. Modeling tools to enable optimal system development
and assessment; virtual prototyping; individual and force on force modeling.

System Engineering and Integration. Integrate all areas into comprehensive,
integrated system of systems. Weight, power, and cost treated as independent
variables.

Survivability. Full spectrum individual protection; signature management; thermal
management; physiological status monitoring.

Mobility. Horizontal, vertical mobility; reduce and offload equipment carriage;
identify, reduce, and defeat obstacles; position/location/tracking.

Sustainability. Delivery of tactical resupply; water purification and generation; water
management.

Training. Individual, small unit, leader training concepts; embedded training, novel
training, tactics, and procedures to exploit Future Force Warrior capabilities.

Human Performance. Sustain and enhance individual and team performance;
optimize system and team fightability; optimize human endurance, cognitive, and
physical capabilities.

SOURCE: Adapted from Carol Fitzgerald. 2003. Future Force Warrior. Presentation by Pro-
gram Manager for Future Force Warrior Technology at the Future Force Warrior Fightability
Workshop, Framingham, Mass., August 18.
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Recommendation 2-1. The U.S. Army, through the Department of Defense,
should work with the Department of Homeland Security to analyze and
determine, among other items, appropriate planning processes necessary to
determine which Future Force science and technology programs should be
shared and how best to go about doing this.

SUMMARY

To “See first, Understand first, Act first, and Finish decisively” in support of
joint and combined operations requires a multifunctional, multimission, recon-
figurable system of systems that networks soldiers with their commanders as well
as with manned and unmanned air and ground vehicles. The underlying theme of
the Army’s transformation is the focus on marrying capabilities driven by new
technologies, including new ideas in economics, information technologies, and
business practices, to the evolving systems. For maximum impact, rapid decision
making requires attention to responsiveness, deployability, agility, versatility,
lethality, survivability, and sustainability.

Many of the same capabilities that contribute to network-centric warfare for
the Army may be adaptable as capabilities for homeland security. The capabilities
needed for emergency responders are the subject of the next chapter.
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Capabilities for Emergency Responders

The purpose of this chapter is to identify the command, control, communica-
tions, computers, intelligence, surveillance, and reconnaissance (C4ISR) require-
ments for emergency responders. It addresses currently lacking capabilities as
well as emerging future requirements. This chapter describes the scope of the
emergency responder community considered, the tasks that this community could
be required to perform, the conditions under which these activities might occur,
the characteristics and functionality of the C4ISR technologies that responders
would need in order to deal with the consequences of a disaster or a terrorist
incident, and the training and exercise opportunities that currently exist. Lastly, it
describes Project Responder, an independent effort focusing on the status of
equipment for emergency responders. Appendix F provides specifics on C4ISR
capabilities needed by civilian emergency responders.

ABILITY TO RESPOND TO MANY THREATS

The committee examined the requirements of emergency responders—that
is, the personnel and services constituting the national response capabilities that
could be called on to deal with a disaster or a terrorist attack. The committee
acknowledges that this evaluation was accomplished at a fairly high level of
abstraction. It is possible that different conclusions might be drawn should a
highly detailed examination be conducted. A term in common usage, “first
responders,” usually refers to law enforcement, firefighting, and emergency
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medical personnel.! These responders, however, are not the only assets that may
be required in the aftermath of an attack on the homeland. In contrast, the term
“emergency responder” encompasses all personnel within a community who
could be needed in the event of a natural or man-made disaster or a terrorist
incident (LaTourrette et al., 2003). As indicated in Chapter 1, the Homeland
Security Act of 2002 defines emergency response providers as including “federal,
state, and local public safety, law enforcement, emergency response, emergency
medical (including hospital emergency facilities), and related personnel, agencies,
and authorities” (P.L. 107-296, Sec. 2(6)).

In addition, commercial assets such as communications industries and pri-
vate, nonprofit, nongovernmental organizations (NGOs) such as the Red Cross or
the Salvation Army can also play an important role in emergency response.
However, there is no national effort to leverage the supporting technological
capabilities of these organizations for an effective response to a disaster or a
terrorist attack.

While it is believed that about 2.3 million firefighters, police, and emergency
medical personnel could be considered emergency responders, these numbers do
not suggest the full scope of the national response force (LaTourrette et al.,
2003). Some have estimated that the broader public emergency response commu-
nity could be as numerous as 9 million to 10 million.? In addition to professional
responders and volunteers, there is, for example, a pool of about 6.5 million
skilled construction workers in the United States who could potentially be called
up to respond in the wake of disasters. All of these assets could benefit from the
enhanced use of C4ISR technologies. The sheer number of responders speaks to
the immediate need for a compatible C4ISR architecture and standards set to
coordinate and prioritize the activities of multiple response entities. Consider-
ation should be given to identifying a simple but executable and expandable
architecture as a start. The vast number of responders also suggests that signifi-
cant economies of scale could possibly be achieved in terms of reducing unit
costs for purchasing and maintaining emergency responder support systems and
equipment.

Conclusion 3-1. Once fully established, the national requirements for com-
mand, control, communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR) technologies to support emergency responders will
be substantial and sustainable and could create a significant market.

1See, for example, U.S. Congress (2002). There is, however, no common definition of “first
responder.” For example, the “National Strategy for Homeland Security” refers to first responders as
police, firefighters, emergency medical providers, public works personnel, and emergency manage-
ment officials. See OHS (2002).

2See, for example, Collins (2000).
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Communications equipment and capabilities vary widely. The larger cities
of the nation appear to be reasonably well equipped for meeting disasters, but
more rural and smaller jurisdictions receive little or no help in obtaining what
they may need. Washington, D.C., for example, is perceived to be a high-value
target and therefore receives much support. The nation’s capital has a sophisti-
cated communications capability, including two-way pagers for senior leader-
ship, appropriately scrubbed intelligence information provided to the responders
who need it, satellite phones, an 800-megahertz (MHz) communications system,
and full broadband multimedia capability. The city also has two Emergency
Operations Centers and several mobile command posts, the newest with full
multimedia broadband capability.? This is not the case in rural and small jurisdic-
tions. Federal grants are passed through states, and in the past some of those
resources have been “skimmed off” to meet valid state requirements. Most recent
federal grants have been given with restrictions concerning the amount that states
can retain (e.g., 20 percent). Local municipalities generally have a list of short-
ages in needed equipment and capabilities by functional area but have often done
little or nothing to prioritize the list on the basis of a multifunctional, all-hazards
approach to mitigating damage. The net result is an uneven national approach to
the funding and fielding of the technologies that would be needed if there were a
prioritized approach to a common operational framework.

Considering the scope of the emergency responder requirements, there may
be significant advantages to be gained by employing C4ISR technologies that
would link responders into a system of systems similar to the Army’s vision for
linking the capabilities of its ground forces and integrating them with the capa-
bilities of the other military services and coalition partners. As suggested in
Chapter 2, the military’s network-centric approach to operations could serve
emergency responders equally well. Such a system could produce significant
efficiencies in terms of shared skills, knowledge, and scarce, high-value assets.
Such an approach would build capacity and redundancy in the national emer-
gency response system as well as gaining the synergy of providing a common
operating picture to all responders and allowing them to share information readily.
Network-centric systems could be particularly valuable for responding to large-
scale attacks or those involving multiple weapons of mass destruction (WMD). In
such situations, responders would have to surge capacity quickly, adapt to diffi-
cult and chaotic conditions, and respond to unforeseen requirements.*

In short, the committee believes that emergency responder needs suggest that
the national emergency response system develop and adopt a network-centric

3Michael Sellitto, Deputy Chief for Special Operations, Washington, D.C., “C4ISR for the
Washington DC Fire Department,” briefing to the committee, Washington D.C., July 21, 2003.

4For the scope of assets that could be required to respond to a WMD incident, see Larson and
Peters (2001).
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operations (NCO) approach. The committee defines “network-centric operations”
as an information-enabled concept of operations that generates increased opera-
tional effectiveness by networking sensors, decision makers, and emergency
responders to accurately see, understand, and act on the situations facing them. In
essence, NCO translates information superiority into operational power, effec-
tively linking knowledgeable entities in the response to emergencies from the
local to the national level.

Conclusion 3-2. Individual emergency responder C4ISR systems need to be
linked and integrated into a national operational framework.

Recommendation 3-2. The U.S. Army, through the Department of Defense,
should offer to assist the Department of Homeland Security in developing a
concept of operations for a national operational framework, to include the
appropriate architectures and enabling technologies for C4ISR.

ABILITY TO CARRY OUT A WIDE RANGE OF TASKS

A wide range of emergency responder tasks could be facilitated by C4ISR
technologies. The National Strategy for Homeland Security defines six critical
mission areas: (1) intelligence and early warning, (2) border and transportation
security, (3) domestic counterterrorism, (4) protecting critical infrastructure and
key assets, (5) defending against catastrophic threats (i.e., research and develop-
ment for the other five critical mission areas), and (6) emergency preparedness
and response. This report is focused on C4ISR needs in support of the sixth
function, emergency preparedness and response,’ which includes the preparation
for, response to, and recovery from a disaster or terrorist attack. The assessment
presented in this chapter includes C4ISR needs for planning, logistical support,
maintenance and diagnostics, training, and management, as well as C4ISR needs
for supporting the actual activities at a disaster site and for addressing post-
recovery lessons learned. It should also be emphasized that this study considered
C4ISR support for all emergency response functions that take place during an
incident, not just that of setting up integrated command and control for incident
commanders. In particular, the committee’s assessment found that there could
well be significant intelligence, surveillance, and reconnaissance (ISR) functions
associated with a response, creating a common operating picture to help respond-
ers avoid threats or ensuring that they are equipped “just in time” to address
threats.

S5The first report in this series (NRC, 2003) talked about “recovery and consequence management
technologies”; emergency preparedness and response terminology is adopted in this second report to
conform to the National Strategy for Homeland Security (OHS, 2002) and to highlight the important
pre- and post-event requirements of emergency response.
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Emergency Preparedness and Response Tasks

The following list of emergency preparedness and response tasks is adapted
and modified from the list in Report 1 (NRC, 2003, pp. 93-94). The tasks outlined
below are generic. They are not intended to refer to a particular type of emer-
gency responder or level of response. In addition, the tasks outlined here may not
be accomplished in distinct phases or may be limited to only one phase of an
emergency operation.

Throughout Event

* Gather information; and
» Provide continuous public information.

Pre-Response

e Evaluate lessons learned from previous incidents;

* Conduct vulnerability and risk assessments of response activities and
response support infrastructure;

e Plan a response;

e Establish communications protocols;

e Train for disaster or terrorist attack response;

» Coordinate with other agencies, levels of government, and private sector
assets;

o Establish procedures, including the use of sensors and other means to
monitor critical support infrastructure, as required;

e Maintain information on critical infrastructure and geospatial data on
areas of interest;

» Provide acquisition and logistical support;

e Perform maintenance, testing, and diagnostics; and

» Provide continuous public information.

Initial Response

* Deploy responders;

e Protect responders;

e Establish an information clearinghouse;

e Monitor location and status of responders;

e Identify the incident commander;

o Establish an interoperable C4ISR system with existing assets;

e Assess in real time the extent of the physical damage, casualties, and the
enduring level of contamination and risk of disease transmission;

» Establish quarantine zones, safe areas, and perimeter control of movements;
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e Triage and treat the injured;
» Conduct crime scene management; and
» Provide continuous public information.

Containment

» Expand area of control and model and/or predict hazardous areas;

» Isolate secondary threats (ruptured gas mains, interrupted electrical ser-
vice, instability of damaged infrastructures and buildings);

» Restore or replace infrastructure critical to containment;

» Restore and maintain C4ISR systems with restored or replaced infra-
structure;

e Perform environmental monitoring;

» Conduct a site survey, determine additional needs, and provide reinforce-
ments;

* Provide continuous public information; and

* Maintain C4ISR interoperability.

Near-Term Recovery

» Provide continuous public information;

» Eliminate and/or control the ongoing immediate threat (e.g., contain the
effects of weapons of mass destruction);

» Expand the treatment of casualties (begin stress management, including
that for responders) and evacuate the injured;

» Rescue, protect, evacuate, and track civilians;

* Manage the identification, tracking, and reunification of missing persons;

» Conduct mortuary operations;

e Assure food and water safety;

» Provide food, shelter, and support for personnel in the affected area;

* Determine, marshal, and deploy assets required for long-term operations;

* Conduct additional training for emergency responders for site-specific
threats;

e Manage volunteer resources;

» Provide additional geospatial resources;

* Provide emergency veterinary services and support for animal and plant
control and disposal; and

» Establish a sustainment base.

Post-Event Recovery

» Disengage responder assets;
» Consolidate and redeploy assets;
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e Provide maintenance and logistical support;

» Conduct an after-action study and maintain a record of lessons learned;
* Reconstitute assets;

» Update plans;

e Retrain assets; and

o Identify new organizational or material requirements.

Restoration of Normalcy

e Provide decontamination support;

» Provide financial management for responder resources and manage con-
tractual support;

* Provide post-event counseling;

» Restore public order and essential services;

» Assess casualties, damage, and environmental impact;

e Treat mass casualties;

» Restore the physical infrastructure; and

» Provide continuous public information.

ABILITY TO FUNCTION EFFECTIVELY IN A DANGEROUS AND/OR
CHAOTIC ENVIRONMENT

In determining the technological needs of emergency responders, the condi-
tions under which operations occur must also be considered. For example, emer-
gency response operations may be conducted under the same chaotic conditions
characteristic of a battlefield, particularly in an urban environment. As with
combat forces, emergency responders in crisis situations may find it difficult to
communicate with and determine the location of their organizations. Many current
communication and locator systems, for example, are dependent on line-of-sight
technologies that are easily disrupted by tall buildings and underground infra-
structure. In addition, in an urban environment both responder and combat forces
face the challenges of a limited area of observation, restricted span of control, and
canalized movement. These restrictions have significant implications for the
speed, size, and efficiency of operations. Complex terrain (buildings, elevated
highways, and so on) as well as the physical destruction resulting from combat or
a disaster or terrorist attack will force dispersion of forces or responders, non-
linear operations, and decentralized control, limiting the ability of assets to coor-
dinate, reinforce, or support one another.

In fact, the emergency responder environment suggests that advanced C4ISR
capabilities prized on the battlefield could also be essential to improving national
emergency response capabilities. In addition to the direct benefits of C4ISR,
these capabilities can have significant indirect benefits for other aspects of opera-
tions. For example, on the battlefield, the knowledge gained from advanced
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C4ISR can be used to reduce materiel requirements. Soldiers use battlefield
knowledge to avoid threats and decrease requirements for munitions and armor
protection, and responders can use information systems to reduce needs and
improve on the capabilities of personal protective equipment. One relevant con-
cept is “just in time” logistics—that is, the ability to ensure that support arrives at
the scene precisely when it is needed rather than having resources stockpiled or
requiring responders to carry equipment with them all the time.

Another feature common to battlefield and emergency responder environ-
ments is the utility of situational awareness. The military expects that maintain-
ing a common operational picture will allow its troops to avoid threats, and
emergency responders may likewise rely on early warning to minimize their
exposure to risks and decrease requirements for personal protective equipment
and other support assets. Additionally, emergency responders could benefit from
C4ISR capabilities similar to those needed by high-tech warriors: for example,
reduced weight and power-generation requirements, non-line-of-sight systems,
hands-free controls, and heads-up displays. Finally, C4ISR capabilities that are
backward-compatible to older systems and technologies are essential to ensure
the viability of the high-low technology mix.

C4ISR CAPABILITIES FOR EMERGENCY RESPONDERS

Given the personnel, tasks, and conditions outlined above, the committee
identified shortfalls in the capabilities required by emergency responders in the
area of C4ISR.6 This section identifies characteristics and functionalities of C4ISR
technologies needed by emergency responders.

Command, Control, and Computer Capabilities

As to specific shortfalls in the areas of command and control, the greatest
emergency response needs are in the capacity to scale responses to events that can
range from local disasters to terrorist attacks involving catastrophic WMD attacks.
Key elements in managing the scope of the response are as follows: to be better
prepared before an emergency with better intelligence and training; to be able to
assess a situation rapidly; and to be able to share this information with other
authorities, which would include being able to hand over control to other authori-
ties, if necessary. Needed capabilities include the following:

e To be able to see first. There is need for rapid and accurate situation
assessment and the ability to produce a continually updated common
operational picture. The common operational picture not only must have

OThis effort was complicated by the lack of uniform national standards that define the regional,
state, and local capacities needed to respond to a terrorist attack. See Canada (2003).
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the appropriate information for decision making but also must be pre-
sented in a way that highlights the most-time-critical information. The
common operational picture should be able to display the nature and
number of one’s own forces, the risks they face, and the facilities and
services, including communications, at their disposal.

» To be able to understand first. There is a need for access to information—
not only intelligence, but also background information that may be critical
to handling the crisis. This could include information about infrastructure,
facilities, and resources: for example, knowing the locations of hazardous
materials, having floor plans of structures, and being aware of key per-
sonnel with critical knowledge. It is necessary to be able to provide
information on the location and status of responders within the disaster
area and of reinforcing responders from other jurisdictions. Tools for
collaboration among responders are needed.

e To be able to act first. There is need for decision-making aids that can
access, query, evaluate, and make recommendations employing large
amounts of information maintained in different databases and transmitted
by various communications systems.

Significantly, many elements of the command-and-control programs for
managing military operations for the Future Force call for capabilities similar to
those listed above. Much as the military envisions using its future command-and-
control systems as a linchpin for conducting network-centric warfare, the com-
mittee believes that emergency responder command-and-control systems could
provide the basis for emergency responders to benefit from the effectiveness of
network-centric operations.

Many of the command-and-control capabilities for emergency responders
should be based on published standards in order to facilitate broad cooperation
and coordination among state, local, and federal response assets as well as with
capabilities from the private sector. In addition, the committee concluded that
command-and-control systems also require a degree of assurance and redundancy
and that they must be resilient against critical infrastructure failures, particularly
the loss of access to the Internet and wireless networks.

Additionally, there is an important need to address significant shortfalls in
command-and-control functions related to responding to large-scale WMD
attacks. A common concern of responders is the need for effective perimeter
control at the scene of an event in order to provide for management of movement
within the site to facilitate operations and avoid hazards, and the need for control
of traffic to accomplish evacuation away from the site. Significant unresolved
problems in site management for catastrophic events or terrorist attacks also
include those of processing patients, accounting for missing persons, and manag-
ing the volunteer support and the housing needs of displaced persons. The need
for pre-disaster training, including realistic, high-quality exercises that cover
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multiple jurisdictions and levels of government (including the employment of
defense assets under the control of the U.S. Northern Command) are also cited by
responders as an urgent requirement. Finally, command-and-control systems
require means of support and sustainment to ensure a high degree of operational
readiness. The ability to sustain a robust response to large-scale terrorist attacks
will likely depend on logistical capabilities (Jackson et al., 2002).

Computer and software support for emergency response is also inadequate at
the present time to deal with large-scale disasters or terrorist strikes. Computer
systems for emergency responders are envisioned as providing the incident com-
manders with an integrated view of information relevant to a disaster scene.
Global Information System (GIS) databases are expected to play an important
role in presenting a combination of static information (such as building layouts,
floor plans, connections to utilities) and dynamic information (such as locations
of emergency responders, fire conditions, and so on) (Beakley;’ Cashin et al.,
2003). GIS systems are developed for the overlaying of static information and
may be updated weekly or monthly. The DHS’s Directorate of Emergency Pre-
paredness and Response (EPR)/Federal Emergency Management Agency (FEMA)
has a close working relationship with the National Geospatial-Intelligence Agency
for remote sensing/GIS support. The available capabilities include many state-of-
the-art and ongoing research and development (R&D) efforts in the remote
sensing/GIS arena. However, they are not currently at the point of overlaying
dynamic information that is continually updated as an event unfolds.

Setting the standards for the necessary databases will be an important part of
developing computer systems used by emergency responders. Another aspect
will be the method by which emergency responders and utility workers can
update the information in the databases as a result of routine inspections. For
example, firefighters make handwritten notes on conditions inside buildings dur-
ing inspections. These notes are not standardized and may not even be legible to
others in times of emergency. Instead, one can imagine the use of a voice-
activated personal digital assistant (PDA) to make entries in a standard format
that can be downloaded into an appropriate database.

While a wide range of computing hardware is readily available today at
affordable prices, the challenge is to integrate the hardware and software into an
interoperable system of systems. Particular challenges that emergency responders
face include these:

o Interoperability—probably the greatest challenge. In this area, following
commercial standards makes the most sense. Proprietary protocols and
systems should be avoided.

TGuy Beakley, Hicks and Associates, Inc., “C4ISR Requirements for the Nation’s First Respond-
ers from Project Responder,” briefing to the committee, Washington, D.C., July 22, 2003.
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» Processes for scaling up as the magnitude of a crisis builds. This require-
ment relates to the need to know who is in charge and how to transition
authority.

o Exercises to determine whether the systems work as anticipated.

o Ability to protect sufficient command-and-control infrastructure and ca-
pabilities during emergencies.

Communications Capabilities

Many reports have cited emergency responders’ needs for secure voice,
video, and data communications that are interoperable among agencies and gov-
ernmental affiliations as well as scalable with the size of the event (Cummings;?
Cashin et al., 2003; NI1J, 2003; Schwabe et al., 2001). At a response scene, police,
emergency medical services, and firefighters often use incompatible radio systems
(LaTourrette et al., 2003; ISTS, 2001). Because millions of emergency responders
are spread over thousands of state and local agencies and departments, they lack
the organization necessary to produce a vision of future needs and possibilities
(N1J, 2003, p. 10).

As aresult of the heightened interest in homeland security resulting from the
tragic events of September 11, emergency responder departments in the nation’s
largest cities are now developing such a vision (Cashin et al., 2003). The princi-
pal strategy for addressing the need for interoperability has been to push for the
implementation of a uniform, digital, 800-MHz backbone system. These systems,
however, have not proven to be a “silver bullet.” While they have many advan-
tages over traditional analog radio systems, concerns include their high costs,
their inability to communicate effectively in complex urban terrain, and their
inability to prioritize voice traffic (LaTourrette et al., 2003).

Emergency responder communications systems are currently trapped by the
history of their development into narrowband channels that are “inadequate and
scattered widely in 10 discrete bands across the spectrum, making it difficult for
different agencies and jurisdictions to communicate” (NIJ, 2003, p. 10). In any
activity, emergency responders need the ability to communicate among them-
selves in the manner that best serves the functioning of the individual units. In
major events it will be necessary for local emergency responders to coordinate
with neighboring units, utility workers, state agencies, the National Guard,

8John C. Cummings, Department of Homeland Security, Science and Technology, “An Overview
of the Department of Homeland Security,” briefing to the committee, Washington, D.C., August 26,
2003; Guy Beakley, Hicks and Associates, Inc., “C4ISR Requirements for the Nation’s First Re-
sponders from Project Responder,” briefing to the committee, Washington, D.C., July 22, 2003;
Donald C. Mertz, Director of Command and Control, Communications, and Computers Systems,
Joint Task Force—Civil Support, “Communications Interoperability Between Military and Civilian
Agencies,” provided to the committee for the August 25-26, 2003, meeting.
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FEMA, and others. For example, the members of a small group of firefighters
have to communicate among themselves, while their incident commander may
need to communicate with the operations center, police, other fire departments,
and others.

Current communications systems frequently do not work well in providing
assured communications among emergency responders in environments such as
tunnels, basements, and high-rise buildings. The installation of infrastructure
equipment, such as repeaters, can overcome many of these difficulties. However,
dependence on such infrastructure may leave the communications system vulner-
able to failure in the event of neglected servicing, power outages, and accidental
or malicious damage. Thus, the communications system must have the robust-
ness to withstand the failure of individual nodes and to provide coverage in
difficult environments.

Video and data communications have been implemented for limited applica-
tion by emergency responders, but far greater applications are already envi-
sioned. Some but not all emergency responders have access to video data from
helicopters flying over disaster scenes. It is easy to foresee the use of unmanned
vehicles, both terrestrial and airborne, to provide incident commanders with video
images of disaster scenes from vantage points that would be dangerous or diffi-
cult for humans to access. In addition, it may be useful for incident commanders
to obtain video images of the conditions faced by emergency responders trans-
mitted from helmet-mounted cameras carried by the responders.

Data communications to police cruisers are now widespread, allowing police
to access criminal activity databases in their motor vehicles, and emergency
medical service workers now have the capability of sending information about
patients needing treatment ahead to hospitals. However, many firefighters lack
any data communications capability in their vehicles. For all emergency responders,
it is easy to imagine more far-reaching types of data communications (Cashin et
al., 2003)—for example, GIS information about roads, buildings, utilities, and
other infrastructure needed at a disaster scene.

Data from many databases need to be communicated and presented in a
comprehensible way to emergency responders. For example, situational aware-
ness information needs to be transmitted to the incident commander, with reach-
back to other command centers and unit headquarters.® Another example of the
need for data communication involves the transmission of information about the
health and equipment status of individual emergency responders to the incident
commander and unit headquarters and the return to the emergency responder of
warning signals, such as evacuation orders.

Communications with sensor networks may also play an important role in
the activities of emergency responders. In the case of police, such networks may

gGuy Beakley, Hicks and Associates, Inc., “C4ISR Requirements for the Nation’s First Respond-
ers from Project Responder,” briefing to the committee, Washington, D.C., July 22, 2003.
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be used to detect unauthorized intrusion into an area. For firefighters, smoke and
heat sensors distributed throughout a building may give information on fire con-
ditions. In a major event, emergency medical services may use patient sensors to
monitor the locations and conditions of injured people who are awaiting treat-
ment. Technologies for locating emergency responders at the scene of a disaster
may also make use of sensor networks.

Sensor networks that are permanently installed, as in a building, may be
linked together by cable. However, for economic reasons (e.g., when covering
larger areas), it may be desirable to use radio links. For any system, its link to the
incident commander may best be made via wireless communications. In the case
of intrusion detection and locating of emergency responders, the detection process
may involve radio technology at the sensor. Sensor networks that are established
at the time of an incident will most likely be linked using radio technology.!”

During emergency conditions, some emergency responders may be fitted
with devices to monitor medical conditions, equipment status, and environmental
conditions, to provide warning alarms, and to display location information and
evacuation routes.!'! These capabilities will require hands-free voice recognition,
noise cancellation, and so on. Providing these functions and connecting the
devices to a radio for transmission will require a specially adapted computer,
worn by the individual. Most importantly, national emergency responder com-
munications systems require an overarching enterprise architecture. This system
must have the resiliency and redundancy to enable continued operations even if
the network is directly targeted and attacked by terrorists. It must be capable of
establishing priority communications links and addressing the “overload”
demands that could occur during a crisis response. It must be open architecture,
such as the one proposed by the DOD’s C4ISR Advanced Concept Technology
Demonstration.

Intelligence, Surveillance, and Reconnaissance Capabilities

While enhanced command, control, computers, and communications are
essential to developing the shared common operational picture needed to enhance
the capability of federal, state, and local emergency responders across the nation,
the capabilities that support this picture are equally essential and indispensable.
They are founded on the integration and analysis of the products of multiple ISR
sensors and the firsthand reports of emergency responders and observers.

10A recent issue of Proceedings of the Institute of Electrical and Electronics Engineers (Volume
91, Issue 8, August 2003) is devoted entirely to sensor networks and applications. Nearly all of the
work reported was supported by the DOD, some of it by the Army.

Guy Beakley, Hicks and Associates, Inc., “C4ISR Requirements for the Nation’s First Re-
sponders from Project Responder,” briefing to the committee, Washington, D.C., July 22, 2003.
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The ISR system of systems for homeland security emergency responders can
contribute to a shared common picture by helping to meet several basic require-
ments, including the following:

» [Establish databases under normal conditions to serve as a template for
comparison,

» Facilitate common situational understanding,

*  Monitor critical assets required for response,

* Provide event assessment, and

» Conduct course-of-action development and situation management.

Technologies that help meet these fundamental purposes are essential to develop-
ing a truly effective national emergency response capability.

Fielding an ISR family of systems along with the requisite displays and
analytical tools may be well beyond the initial capacity of state and local agen-
cies. However, it is possible and desirable to build a national capability based on
broadband communications drawing on information from selected assessment
centers.

Even before an event, ISR systems should ideally provide the intelligence
needed by emergency responders to prepare for operations and the ability to
identify the agency and/or the officials responsible for collecting and analyzing
different types of intelligence. Intelligence collection will require implementing
tools, training, and processes to support intelligence activities beforehand. In
addition, well before a crisis C4ISR should provide the capacity for the early
detection, identification, assessment, and tracking of, for example, exposure to
biological agents through epidemiological and veterinary surveillance.

Determining the extent of the physical damage from an attack or disaster
involves comparing the resultant damage to the original status of facilities in the
area. Databases that describe the design of facilities and their location are impor-
tant in establishing the baseline condition. In the future, it is possible that struc-
tures will have embedded sensors that measure stresses occurring as the result of
both natural and terrorist events. Overhead imagery can be used to systematically
describe the effects of an event. Additionally, local terrestrial sensors can be
placed in an affected area to provide focused readings of the effects. Unmanned
robotic vehicles may enhance the common operational picture of natural or ter-
rorist events. The ability to fuse the measurements from overhead imagery and
focused sensor reports from embedded sensors can enable emergency responders
to rapidly build an understanding of the magnitude of an event.

One of the most critical tasks following a WMD event would be to assess the
extent and spread of the chemical, biological, or nuclear contamination. The
development of the courses of action for containment, remediation, and decontami-
nation are highly dependent on the current and projected status of the contamina-
tion. The characterization of the contamination is developed from knowledge of
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the location of the event, environmental factors, and the results of multiple sensor
readings. It is plausible that plume models could be employed to provide real-
time and projected contamination contours. These contours would then be dis-
played on digital maps to create a common operational picture of a WMD event.
A shared picture of this kind can greatly enhance the process of developing
courses of action for containment, remediation, and decontamination.

Unfortunately, there are few sensors distributed around the nation for chemi-
cal or biological events (however, a fixed infrastructure of nuclear sensors is
distributed across the nation). The U.S. Northern Command (NORTHCOM)
would probably be called upon to provide and disperse sensors to characterize a
WMD event. Overhead imagery could be useful in the process. It is feasible that
in the future a family of unmanned aerial vehicles could be employed to plant a
family of sensors in a contaminated area to continually update and assess the
situation. And in some cases, emergency personnel in protective suits might
insert terrestrial sensors to characterize the situation.

Another aspect of the assessment process is the determination of the status of
casualties. In a chemical, biological, radiological, nuclear, or high-explosive
event, emergency responders will need to know the status and location of the
many potential casualties. Much of this picture will be generated from databases
and estimates of similar events, but as happened when the World Trade Center’s
Twin Towers, parts of the Pentagon, and the Murrah Federal Building were
destroyed, there can be an urgent need to locate casualties buried in rubble.
Although this situation also occurs with earthquakes, the task of locating and
rescuing people is far more complex if an area is contaminated as a result of a
WMD event. In the Army’s science and technology (S&T) program for the
Future Force and for urban combat, new sensors are being developed to “see”
inside structures, and robotics equipped with sensors are being developed to go
inside structures and under rubble and debris.

The benefits of blue force tracking and in-transit visibility, which allow
participants to know where personnel are located, have been clearly demon-
strated in recent conflicts. These systems can also contribute to the development
of a common operational picture for emergency responders. In planning a course
of action for emergency responders, it would be very useful to know where
emergency responder vehicles, food stocks, medical supplies, and safe facilities
are located and what their status is. Accounting for the location of responders at
the incident scene is considered a significant challenge. Many firefighters, for
example, are injured and do not receive prompt treatment because of confusion
over the location and activities of individuals on the scene. Another concern is the
possibility of physical assault. Responders focused on providing aid to victims
and managing an on-scene response believe that they could be particularly vul-
nerable to surprise attacks and other violent acts (LaTourrette et al., 2003).

Fire alarm systems in large buildings offer an example of a limited ISR
system that is already used by emergency responders. Improving this system to
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provide firefighters with information on temperature, smoke, and other aspects of
a situation can be financed by building owners as a building code requirement.
Easy interpretation of this information would require the additional development
of graphical displays and integration with GIS databases. The National Institute
of Standards and Technology foresees the integration of fire prediction models
with building and fire information to predict the advance of fires as a firefighting
tool, much as plume models might be used to deal with WMD events.

OPPORTUNITIES FOR TRAINING AND EXERCISES

Training

Emergency responders receive the majority of their training opportunities in
their own communities. However, the DHS, through the Office of Domestic
Preparedness (ODP) and the Federal Emergency Management Agency, provides
direct training and technical assistance to state and local jurisdictions to enhance
their capacity and readiness to respond to domestic incidents as part of the State
and Local Domestic Preparedness Training and Technical Assistance Program.
Based on National Fire Protection Association standards, the training provides
emergency responders with comprehensive instruction in the areas of WMD
awareness, technical support, operations, and terrorist incident command.

All courses are reviewed rigorously by federal, state, and local subject matter
experts who examine the course materials to ensure their accuracy and compli-
ance with accepted policies and procedures. ODP staff have established regular
and recurring meetings with representatives from the Federal Bureau of Investi-
gation, the Centers for Disease Control and Prevention, the Public Health Ser-
vice/Office of Emergency Preparedness, and the National Fire Academy to dis-
cuss and coordinate the development of training for responding to WMD attacks
and the delivery of such training courses. Additionally, ODP has on-site repre-
sentation from the National Guard Bureau to coordinate program efforts and
provide technical assistance and guidance.

Of note, the Institute of Medicine’s Preparing for Terrorism—Tools for
Evaluating the Metropolitan Medical Response System Program (I0M, 2002)
provides an excellent description of programs of training for medical-emergency
first responders, as well as an evaluation of the effectiveness of that training and
other elements of preparation in relation to response scenarios. These efforts go
well beyond training of individual medical personnel within the framework of
their individual responsibilities.

Exercises

Experience and data show that exercises are a practical and efficient way to
prepare for crises. They test critical resistance, identify procedural difficulties,
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and provide a plan for corrective actions to improve crisis and consequence
management response capabilities without the penalties that might be incurred in
a real crisis. Exercises also provide a unique learning opportunity to synchronize
and integrate cross-functional and intergovernmental crisis and consequence
management response. ODP’s national exercises and state and local domestic
preparedness programs of exercises build on the office’s training, technical assis-
tance, and equipment program activities, and incorporate the tremendous instruc-
tional value of exercises into its Domestic Preparedness Program.

The National Exercise Program began in May 2000, when at the direction of
the Congress, ODP conducted the TOPOFF (Top Officials) exercise, the largest
federal, state, and local exercise of its kind, involving three separate locations and
a multitude of federal, state, and local agencies. TOPOFF simulated simultaneous
chemical, biological, and radiological attacks around the country and provided
valuable lessons for the nation’s federal, state, and local emergency response
communities.

PROJECT RESPONDER

In determining the capabilities that emergency responders require, the com-
mittee examined in some detail the results of a national effort aimed at improving
local, state, and federal emergency responders’ capabilities to respond to the
effects of terrorism-related weapons of mass destruction. Beginning in April
2001, well before the September 11 attacks, the National Memorial Institute for
the Prevention of Terrorism in Oklahoma City, working initially with the Depart-
ment of Justice and later with the DHS, contracted for a study to identify emer-
gency responders’ required capabilities and capability gaps. The study leveraged
work conducted by the Interagency Board for Equipment Standardization and
Interoperability (IAB) and worked with representatives of the first-responder
community to identify requirements needed by the emergency responder commu-
nity to mitigate the damage from a terrorist attack. The ultimate goals of this
effort are to produce a national technology plan to help better focus research on
the technological requirements of the responder community and to develop a
Web-based, user friendly “responder knowledge base” of current and emerging
systems for response to terrorism. This effort is called Project Responder.

The committee received a briefing!? from the vice president of C4ISR for
Hicks and Associates, Inc., one of the collaborators on Project Responder, and
had access to the various reports developed by the project. This information
enabled the committee to validate independently developed information against
the Project Responder database. Tables 3-1 through 3-4 present information from

12Guy Beakley, Hicks and Associates, Inc., “C4ISR Requirements for the Nation’s First Re-
sponders from Project Responder,” briefing to the committee, Washington, D.C., July 22, 2003.
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BOX 3-1
National Terrorism Response Objectives

Personal Protection

Detection, Identification, and Assessment

Unified Incident Command Decision Support and Interoperable Communications
Response and Recovery

Emergency Management Preparation and Planning
Crisis Evaluation and Management

All-Source Situational Understanding

Medical Response

Public Health Readiness for Biological Agent Events
Logistics Support

Criminal Investigation and Attribution

Agricultural Mitigation and Restoration

NOTE: Objectives in bold type relate to some aspect of C4ISR. SOURCE: Pollard et al. (2003).

Project Responder depicting some of the capability shortfalls as measured against
several of the National Terrorism Response Objectives (see Box 3-1).

Detection, Identification, and Assessment

In the area of detection, identification, and assessment of WMD threats, the
following specific C4ISR capabilities needed by emergency responders are
identified:

*  On-scene detection: Initial detection and characterization of danger to
self and others; inclusion of detection before an event or onset of symp-
toms and characterization of suspicious objects;

* Remote and standoff detection: 1dentification and assessment of threat
from outside the hot zone; remote sensors (e.g., lidar or directional/
imaging detectors), and/or point sensors mounted on robotic ground and
air vehicles;

» Detector arrays and networks: Sensor arrays that can be networked to
provide alerts, identification, and localization of chemical, biological,
radiological, nuclear, and explosive threats; linkage to command data
centers; provision of environmental monitoring in urban centers, building
interiors;

» Epidemiological surveillance and information systems: Initial detection
and characterization of a WMD event through public health and veterinary
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surveillance; data-mining tools to detect abnormal levels of illness; linkage
to suggested tactics, techniques, and procedures specific to the detected
threat; and

Remote detection of deception/intent: Noninvasive, noncontact detection
of human deception and hostile intent at security checkpoints.

Table 3-1 presents the Project Responder capability assessment for the

detection, identification, and assessment of WMD threats.

Unified Incident Command Decision Support and
Interoperable Communications

In the area of unified incident command decision support and interoperable

communications, the following specific C4ISR capabilities needed by emergency
responders are identified:

Point location and identification: The ability to know and visualize at all
times the location and identity of individual responders, regardless of
their position or movement;

Seamless connectivity and integration: Communications systems that are
able to seamlessly and dynamically interconnect multiple interagency
users (with multiple functions) and information and communications tech-
nology systems;

Information assurance: Guarantees of the availability, confidentiality,
security, and integrity of information and information systems, including
redundant systems;

Incident command information management and dissemination: The ability
to provide decision support, situation and resource status management,
communications system management, and mission and task tracking; and
Multimedia-supported telepresence: Provision of a multimedia telepresence
between incident commanders, response personnel, technical specialists,
and off-site facilities.

Table 3-2 presents the Project Responder capability assessment for unified

incident command decision support and interoperable communications.

Emergency Management Preparation and Planning

In the area of emergency management preparation and planning for WMD

scenarios, the following specific C4ISR capabilities needed by emergency
responders are identified:
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Risk awareness and assessment: Assessment and analysis of threat, vul-
nerability, and criticality of events, venues, and systems (including key
assets and infrastructures);

High-value target identification and monitoring: Retention of the iden-
tity of high-value targets, use of appropriate monitoring techniques, com-
munication of status whenever needed, and addressing of transitional
threats; and

Disseminating threat and situation advisories: Timely dissemination of
vetted, evaluated, and actionable intelligence; audience-specific informa-
tion; inclusion of local through national-level threat advisories.

Table 3-3 presents the Project Responder capability assessment for emer-
gency management preparation and planning for WMD scenarios.

Crisis Evaluation and Management

In the area of crisis evaluation and management for WMD scenarios, the
following specific C4ISR capabilities required for emergency responders are
identified:

Threat assessment data collection and analysis: The ability to collect
specific and potential threat-related information, analyze the data, and
validate and assess the threat for purposes of identifying the threat
credibility;

Threat-relevant data dissemination: The ability to identify what kinds of
threat related information needs to be disseminated, identify who needs
to receive what information, and deliver the right information to the right
people; and

Tactical threat assessment: The ability to assess threats inside buildings
(i.e., “seeing” through walls), awareness of perpetrators’ actions and of
position and status of devices and weapons; risk, hazard, and situational
size-up (quick assessment); and identification of individuals and objects
that are at risk.

Table 3-4 depicts the Project Responder capability assessment for crisis
evaluation and management for WMD scenarios.

Summary of Project Responder Capability Assessment

From the number of “red” entries (signifying “high risk; capability not cur-
rently available, fundamental science and technology work needed”) in Tables 3-
1 through 3-4, it is clear that many capabilities for emergency responders have
not yet been met.
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TABLE 3-1 Capability Shortfalls for Emergency Responders in the Detection,
Identification, and Assessment of Weapons of Mass Destruction Threats

High-Explosive/

Capability Chemical Biological Radiological ~ Nuclear Incendiary
On-scene detection Yellow Red Yellow Red Yellow
Remote and standoff  Red Red Red Red Yellow
detection
Detector arrays Red Red Red Red Red
and networks
Epidemiological Yellow Yellow Yellow N/A N/A

surveillance and
information systems

Remote detection of Red Red Red Red Red
deception/intent

NOTES: Red = High risk; capability not currently available, fundamental science and technology
work needed. Yellow = Medium risk; technology exists but needs significant development. Green =
Low risk; technology exists and simply needs maturation (none in this category in Table 3-1). N/A =
Not applicable. SOURCE: Adapted from Guy Beakley, Hicks and Associates, Inc., “C4ISR Require-
ments for the Nation’s First Responders from Project Responder,” briefing to the committee, Wash-
ington, D.C., July 22, 2003.

TABLE 3-2 Capability Shortfalls for Emergency Responders in Unified
Incident Command Decision Support and Interoperable Communications

Information
Assessment and
Information Course-of-Action  Decision
Capability Acquisition Development Making Direction
Point location and Yellow Red Red N/A
identification
Seamless connectivity and Red Red Red Red
integration
Information assurance Red Red Red Red
Incident command information Yellow Red Red Red
management and dissemination
Multimedia-supported Yellow Yellow Yellow Yellow
telepresence

NOTES: Red = High risk; capability not currently available, fundamental science and technology
work needed; Yellow = Medium risk; technology exists but needs significant development; Green =
Low risk; technology exists and simply needs maturation (none in this category in Table 3-2); N/A =
Not applicable. SOURCE: Adapted from Guy Beakley, Hicks and Associates, Inc., “C4ISR Require-
ments for the Nation’s First Responders from Project Responder,” briefing to the committee, Wash-
ington, D.C., July 22, 2003.
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TABLE 3-3 Capability Shortfalls for Emergency Responders in Emergency
Management Preparation and Planning for Weapons of Mass Destruction

Scenarios
High-Explosive/
Capability Chemical Biological Radiological ~ Nuclear Incendiary
Risk awareness and Yellow Yellow Yellow Yellow  Yellow
assessment
High-value target Red Red Red Red Red
identification and
monitoring
Disseminating Yellow Red Yellow Yellow  Yellow
threat and

situation advisories

NOTES: Red = High risk; capability not currently available, fundamental science and technology
work needed; Yellow = Medium risk; technology exists but needs significant development; Green =
Low risk; technology exists and simply needs maturation (none in this category in Table 3-3); N/A =
Not applicable. SOURCE: Adapted from Guy Beakley, Hicks and Associates, Inc., “C4ISR Require-
ments for the Nation’s First Responders from Project Responder,” briefing to the committee, Wash-
ington, D.C., July 22, 2003.

TABLE 3-4 Capability Shortfalls for Emergency Responders in Crisis
Evaluation and Management for Weapons of Mass Destruction Scenarios

High-Explosive/

Capability Chemical Biological Radiological ~ Nuclear Incendiary
Threat assessment Red Red Red Red Red
data collection and
analysis
Threat-relevant data Red Red Red Red Red
dissemination
Tactical threat Yellow Red Yellow Yellow  Yellow
assessment

NOTES: Red = High risk; capability not currently available, fundamental science and technology
work needed; Yellow = Medium risk; technology exists but needs significant development; Green =
Low risk; technology exists and simply needs maturation (none in this category in Table 3-4); N/A =
Not applicable. SOURCE: Adapted from Guy Beakley, Hicks and Associates, Inc., “C4ISR Require-
ments for the Nation’s First Responders from Project Responder,” briefing to the committee, Wash-
ington, D.C., July 22, 2003.
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4

Defense Technologies for
Homeland Security

INTRODUCTION

Overview and Scope

This chapter focuses on the technologies that are currently being developed
in the Army or other components of the Department of Defense (DOD) in the
area of command, control, communications, computers, intelligence, surveillance,
and reconnaissance (C4ISR) and which the committee believes may have poten-
tial application to the homeland security mission and emergency responders.
Much of the information contained in the chapter is derived from Army and DOD
documentation, from briefings presented to the panel, and from first-hand knowl-
edge of the study committee members. No attempt is made to offer a comprehen-
sive presentation with respect to these technologies, because of both space and
study schedule limitations. Rather, it is the committee’s intent to present to the
Army and the homeland security community those technologies that the commit-
tee believes may have relevance for emergency responders and which could
prompt further interaction between the Army and the emergency responder
community.

Very little discussion of commercial programs is presented here, as the com-
mittee believed that to do a credible and comprehensive job in such an endeavor
would far exceed the scope of the present report; also, it was reluctant to highlight
a particular commercial product without reviewing other similar available products.
Nevertheless, there certainly are products being developed in the commercial
world that would be of great benefit to the emergency responder. A major contri-
bution has been made by commercial industry in the development of software
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tools, particularly decision-making tools, that can easily be adapted to military
and/or emergency responder use. Likewise, commercial standards such as those
established by the Institute of Electrical and Electronics Engineers and current
and evolving Internet protocols can be very helpful in achieving interoperability
across the plethora of agencies involved in homeland security, and the committee
believes that these standards ought to be categorized and incorporated into any
equipment development programs by the Department of Homeland Security (DHS).

Conclusion 4-1. The U.S. Army has developed a significant number of
C4ISR technologies for the Future Force that appear to have direct applica-
bility to the emergency responder community.

Recommendation 4-1. The U.S. Army and the Department of Homeland
Security should evaluate the systems described in Chapter 4 of this report for
their potential to support interagency collaboration.

Organization of This Chapter

Following the methodology adopted in Chapters 2 and 3, the committee
divided the C4ISR elements as follows: command, control, and computers (C3);
communications (C); and intelligence, surveillance, and reconnaissance (ISR).
As explained previously, the choice of command, control, and computers as a
grouping was made because of the integral nature of decision-making algorithms
and software now so prevalent in command-and-control systems, and in fact
enabled by the vast data capacity and fast processing made available by today’s
computers. “Communications” stands by itself as the backbone of any such
system. The ISR aspect of C4ISR is treated as a single entity because of the
overlapping technologies underpinning the area.

This chapter begins with a general discussion of the technical issues associ-
ated with C4ISR, primarily from a broad system perspective. The committee
identifies some broad-based programs and tools, at the integrated system level,
that may be of interest to emergency responders and to the DHS. After a general
technical discussion of C4ISR, attention is turned to the component-level areas
(C3, C, and ISR). Finally, after a discussion of the technologies, the committee
identifies some of the programs believed to be relevant, perhaps with modifica-
tions, to the emergency responder community and the DHS. Tables throughout
this chapter (Tables 4-1 through 4-5) summarize the technologies relevant to each
major aspect of C4ISR.

Finally, the committee offers some comments on other programs and activi-
ties within the DOD that, although outside the strict C4ISR arena, offer real value
to the emergency responder. For example, attention is given to the major invest-
ment and significant advantages available in the DOD modeling and simulation
arena.
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C4ISR Technical Description

General Description

Science and technology (S&T) in the area of C4ISR is designed to enable
comprehensive situational awareness for network-centric operations (U.S. Army,
2003). As such, it has several technical components: the generation of sensor
data; the processing required to turn these sensor data into information; the move-
ment of the data or information through a communications system to another
location; the integration of the information from various sources, both internal
and external, to turn it into intelligence; the presentation of the intelligence to a
user or a decision-support software program in a comprehensible fashion; and the
dissemination of the decisions (commands) and selected information to subordi-
nate elements. Each activity described here has its own unique—and sometimes
complex—technology.

Integrated System Issues

There are several issues associated with an effective C4ISR system that must
be addressed in any technical solution. Many of these issues are being addressed
in current Army and DOD programs. One such issue is whether or not the system
will rely on commercial infrastructures, particularly power and fixed communi-
cations lines, or will be entirely self-reliant. Another key issue is mobility—that
is, whether the system is fixed at one or more locations or is mobile. Of impor-
tance are the power and bandwidth issues, particularly those involving high-
bandwidth video imagery, associated with the sensors and the movement of raw
or processed data. A key parameter is information latency, tied closely to com-
puter processing time and communication bandwidth. Another sometimes-re-
lated parameter involves the uncertainty associated with the generation of infor-
mation and how the information will be used in the decision-making process.
Another major systems issue is cost, particularly life-cycle cost. A brief discus-
sion of some aspects of these key parameters follows.

Reliance on existing infrastructure versus a completely independent system
as the backbone or even a component of a C4ISR system is probably the key
design issue for the entire system, particularly with respect to the sensor system
and the communications system. The design of a sensor system may be entirely
different if it is a mobile, deployable system relying on battery power and a
limited communications system—such as the Army’s legacy Single Channel
Ground and Airborne Radio System—instead of being at a fixed site, utilizing
infrastructure power and communication lines. In the latter case, power and band-
width issues are not as constraining as in the former case, and even in the event of
a power failure, there is usually a redundancy in power that will keep the system
up and running for a period of time. However, in a catastrophic event, emergency
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responders may not be able to rely on fixed infrastructure, and so the capability of
an independent system, at least on a temporary basis, would be prudent.

Mobility issues are related to but not identical to fixed-infrastructure issues.
A mobile system can still rely heavily on the use of commercial power or com-
munication lines as part of its technical solution. A completely independent mo-
bile system using its own power and communications infrastructure is probably
the ideal case—although, owing to power and bandwidth constraints, there may
be limitations on system performance. The Army’s Warfighter Information Net-
work-Tactical (WIN-T) and C3'-on-the-Move Demonstration are addressing both
the independent infrastructure and the mobility issues.

Data latency (i.e., how much and how fast data or information can be trans-
mitted across a network) is very important. In some cases, particularly if an
emergency responder’s life may be at risk, late information or direction may be
useless or even detrimental if the responder was relying on it. Latency is associ-
ated with processing power (how fast sensor data can be converted to informa-
tion) and communication bandwidth availability (how fast the information can be
provided to the appropriate decision maker or user). Closely related to this issue
are the generation and transport of video imagery across the network. Video
imagery requires considerable bandwidth, raising the question of what is good
enough. Are two or three frames sufficient, or does the military or incident
commander need full video? If the latter, what frame rates are sufficient—say, 10
frames per second or 30 frames per second? Is a sensor processor declaration that
an object is a T-72 tank sufficient, or must the analyst see an image of it to be
sure? The Army’s Network Sensors for the Future Force Program is addressing
the generation and transport of video imagery across the network.

The uncertainty in information and the conversion of information to intelli-
gence are also key issues, not independent of the latency and amount of informa-
tion transferred. Uncertainty is generated in different ways. It could arise when a
sensor, using automatic target recognition software, identifies a T-72 tank with a
90 percent confidence interval. It could also result from a human looking at an
image and making a best guess at identifying it. Using aggregated information
and trying to infer enemy composition and intent involve an inherent uncertainty
that must be understood when courses of action are developed. The Army’s
Knowledge Fusion Program is looking at some of these issues.

Finally, there is the difficulty of delivering information to the end user as it is
needed and in a form that supports the task at hand, whether the user is a civilian
incident commander, an infantry squad leader, or an individual soldier. Excess
information, causing information overload, can be as detrimental as too little
information. The concept of “push-pull” has been used in this area, with “push”
meaning that certain information deemed to be important to a certain user is

n this case, C3 retains the conventional meaning of command, control, and communications.
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automatically sent to him or her based on some pre-selected criteria, and “pull”
meaning that information is sent only when it is asked for. How the information
is presented, whether on a computer display, in an audio message, by a vibration,
and so on, is also important.

Additionally, the problem of cost is associated with some of the Army’s
high-performance sensors, particularly high-resolution, platform-based infrared
imaging sensors. No matter how good they are, if the sensors cost too much, the
system can become unaffordable for the Army. Cost may also be important to
emergency responders because much equipment is procured through local budgets
or grants. If emergency responder acquisitions cannot be bundled to achieve the
economies of scale seen in military procurements, costs may be prohibitive at the
local level.

Relevant Integrated Systems Technology Programs

Several programs attempt to look at the C4ISR system as a whole and to deal
with the full complexity of systems integration. Three of these programs are
noted here, with one, the C3-on-the-Move Demonstration, looking at providing
integrated information to the rapidly moving platforms associated with Future
Force and Future Combat Systems (FCS), and the other two, Land Warrior and
Future Force Warrior, focusing more at the lower-echelon, infantry-level plat-
form, the soldier. The committee believes that these programs are of particular
importance for their applicability to emergency responders. The relevant inte-
grated systems technology programs are shown in Table 4-1.

C4ISR COMPONENT TECHNOLOGIES AND PROGRAMS

Command, Control, and Computer Technologies

As discussed above, C3 technologies can support emergency responders’
need for informed event management. The following is a general discussion of
technical issues and a follow-on discussion of applicable DOD programs. Table 4-2
presents information on the relevant C3 technologies, including a brief descrip-
tion or statement of purpose and an availability assessment.

General Discussion of Technical Issues

The general technical issues associated with command and control are pri-
marily focused on the aggregation of different information from various sources
to support the incident commander’s decision-making process. The ability to fuse
information from different sources into a coherent picture of the battlespace or
disaster scene and the use of decision-support tools are the key technical aspects.
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TABLE 4-1 Integrated Systems Technology Programs Relevant to Emergency

Responders

Program

Description

Auvailability”

Command,
Control and
Communications
on-the-Move
Demonstration
(Army S&T)

Land Warrior
(LW) Program
(Army
Acquisition)

Future Combat
Systems (FCS)
C4ISR

Future Force
Warrior (FFW)

Demonstration of an integrated C3 on-the-move capability
utilizing intelligence, surveillance, and reconnaissance
assets and networked firepower,b which will show that the
information from these sensors can be moved to a
command-and-control location, on the move, digested, and
disseminated by a command-and-control system quickly
and effectively (Fillian;¢ U.S. Army, 2003). Technologies
from this effort can assist responders in developing more
efficient mobile command centers.

Program designed to significantly improve the capability
of the individual soldier and to implement the soldier-as-a-
system concept. One of its key elements will be improved
CA4ISR. It integrates many commercial and government
off-the-shelf technologies into the soldier platform. It
combines computers, lasers, geolocation, and radios with
the soldier’s current mission package, giving him or her a
significant increase in C4ISR capability. The program is
structured in three phases: (1) LW-IC, or initial capability
in FY 2004; (2) LW-SI, or Stryker Interoperable, providing
recharge on the move and expanded situational awareness;
and (3) LW-AC, or advanced capability, incorporating
several improvements from the Army’s Future Force
Warrior program: specifically, weight reduction and
extended mission duration (U.S. Army, 2003).
Technologies from this program will enhance the
capabilities of individual responders. For example, a
firefighter in a large, smoke-filled building would have
better awareness of his or her own location and that of
fellow responders, as well as access to critical information.
The firefighter would also have better communications
with his or her team and leaders.

Secure C4ISR system to harness advances in the
distribution and effective use of information power
(U.S. Army, 2003). The FCS C4ISR programs are a
component of the FCS program currently managed via a
Lead System Integrator contractor.

Effort to allow the individual to interface with external
platforms and sources of information, including unmanned

Advanced aerial vehicles, unmanned ground vehicles, and the Future
Technology For