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Letter to the Editor

n 1995, while one of a handful of Black students at the National War College (NWC) at Fort Lesley J. McNair in
Washington, DC, I requested to attend the Million Man March, which was being held in Washington on Friday,
October 16, 1995. As a young man from Louisville, Kentucky, who came to the Marine Corps via Annapolis,
I had wanted to attend this historical event and to join my brother, Rodney K. Dunn, who was traveling in from
Columbus, Ohio. The Million Man March has proved to be a historical, iconic event for our entire country.

NWC had a scheduled field trip to the Gettysburg Battlefield for that day. I had visited there four times prior to this
trip and had taught the battle sequence while an instructor at the Marine Corps’ Amphibious Warfare School (now the
Expeditionary Warfare School) from 1984 to 1986. My request was turned down. I recall traveling on the bus going
north that Friday morning and the cascade of buses coming south, heading to the National Mall. The contrasts of that
Friday morning have stayed with me over the years.

Clearly, professional military education (PME) core instruction and teaching do not appear to have kept pace with
racial diversity within the Services. In 1995, it was not even a consideration to allow me to attend that march. A reason
may have been because the NWC faculty was not a diverse faculty and had no appreciation for the Million Man March,
so my request did not stand a chance.

Fast-forward to 2020. Most PME institutions are taught by majority white faculty members still, with some staffed
completely by white men and women. Without a diverse faculty, course content will reflect the same lack of diversity.
But now the Services have the window of opportunity to change this woeful situation.

The impact of PME cannot be overstated. All future generals, admirals, and many Senior Executive Service members
attend these prestigious institutions. I attended NWC, then after graduation taught across the campus at the Industrial
College of the Armed Forces (ICAF), now the Eisenhower School. In effect, I had the best of both: national security
strategy at NWC and national resources strategy at ICAF. Both were serious academic powerhouses, with one distinct dif-
ference outside of their mission statements: NWC was taught by an all-white, mostly male faculty, while ICAF was taught
by a racially diverse faculty with women filling significant faculty positions. ICAF had a solid emphasis on ensuring that
the rich history of our military’s diversity was taught to all students. I was a member of that prestigious faculty for 2 years.

This past year, one of the more significant initiatives that former Secretary of the Navy, Thomas Modly, had intro-
duced was his “Vector” series of changes. Vector 13 was a wholesale change in PME taught by the Navy and Marine
Corps. Secretary Modly called for the implementation of a Naval Community College and other initiatives that would
require hiring more faculty, teaching, and administrative positions. I saw this as an opportunity to finally change PME
by hiring diverse faculty members and enhancing curricula throughout these schoolhouses to reflect the rich cultural
history of our Services and organizations. His resignation may have stalled this initiative. I hope not.

Ensuring all our military students are taught subjects that include an acknowledgment of the rich diversity that ex-
ists in our military and the cultures of foreign militaries means that we are operating in a more realistic world.

It is time for a thorough review of our PME taught by all the Services with the thought of improving the academic
and practical approaches to winning the next battle. I reccommend that NWC and all war colleges be required to take a
time out to consider what is happening zow and be compelled to write a way ahead that will improve race relations in
our Services and society. Unless they do, the foundation of our national security will erode precipitously.

I was a student 25 years ago. PME has not kept abreast with the national security imperative to eliminate the toxic-
ity of institutional bias and discrimination. JFQ

Kenneth D. Dunn, Ed.D.

Colonel, USMC (Ret.)

U.S. Naval Academy, 1974

NWC, 1996

Military Professor, ICAF, 1996-1998
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Executive Summary

n a rainy spring day here on the
O Potomac, the war in Ukraine
rages on, and what can be
done is being done. Ukrainians are

showing the world what real courage
is as Russia wages a brutal war against

them. While Thomas Hobbes told

us that life is “solitary, poor, nasty,
brutish, and short,” war is certainly

all those things and more. The pain of
war spreads out widely in the obvious
ruins of lives lost, cities leveled, homes
and businesses destroyed, and futures

4  Forum / Executive Summary

denied. Russia’s invasion of Ukraine,
on February 24, 2022, will be remem-
bered by millions of people, like some
of us remember 9/11 or December 7,
or the fateful early July days of 1863,
at Gettysburg, Pennsylvania.

After the end of the Civil War, the
names of Confederate leaders eventually
graced 10 Army installations, which until
recently was not really questioned. The
rationale was both political and a part of
where we were as a society. But today, after
nearly 160 years, attitudes are changing.

Medal of Honor recipient
Army Captain Humbert
Roque “Rocky” Versace
(U.S. Army)

I see an obvious issue that is soon to be
resolved by the Department of Defense
(DOD), which will likely be disputed
despite the diligent and careful work that
has been done to make a positive change:
renaming military bases. By law, these
bases must have new names by January 1,
2024. While some say vestiges of our Civil
War are heritage that should be respected,
DOD has already settled that part of the
issue, and these bases will be renamed.

If you study our country’s history,
you gain perspective, and that viewpoint

JFQ 105, 2 Quarter 2022




is not always validating to your beliefs.
Hopefully, you see the need to do better
as a citizen. Those once seen as heroes
were only men who sought to achieve
what they wanted to hold on to, includ-
ing other humans whom they did not
see as equals.

One of the 87 names recommended
by the Naming Commission (a con-
gressional commission that “has the
important role of reccommending names
that exemplify . . . U.S. military and
national values”) caught my eye: Captain
Humbert Roque “Rocky” Versace, the
son of an Army officer and West Point
graduate, himself'a 1959 West Point
graduate, who eventually served as a
special operations intelligence advisor
in the early days of the Vietnam War. As
a POW, he took command in a hidden
jungle prison of cages exposed to the
elements and did all he could to resist, a
truly awe-inspiring example of courage
as he dealt with unspeakable acts of tor-
ture. His body was never recovered but
was announced as being executed by his
Vietnamese captors.

He was awarded the Silver Star but
deserved the Medal of Honor, which
was eventually awarded posthumously by
President George W. Bush in 2002. His
fellow POWs who witnessed his courage,
bravery, and faith returned home and
established the first Survival, Evasion,
Resistance, and Escape (SERE) training
organization to help others deal with
similar situations in future combat. His
friends also erected a permanent memo-
rial to Captain Versace near Old Town
Alexandria, Virginia. You should know
his story. He was the first Army POW in
Vietnam so awarded a Medal of Honor.

If you know Rocky’s story of courage
and the stories of the other people on
the list, and you know why these bases
were named such, can you honestly say
an officer who took up arms against the
United States deserves such an honor?
Especially now, as we see others fighting
for the same freedoms that we often take
for granted. Our Civil War must end, lest
we continue to repeat the mistakes of
the past. We do not want to end up like
Russia, with an “alternative history” that
just leads to more bloodshed.

The Forum brings a wide range of
ideas, from the future of the Internet
to security cooperation training to deal-
ing with China’s navigation satellites.
Looking at the Internet in the years
ahead, Lubjana Beshaj, Samuel Crislip,
and Travis Russell describe how the
quantum Internet is arriving, what that
means, and what DOD should do to
prepare. As the U.S. military has found
itself engaged in many conflicts short
of war in a conventional sense, Patrick
Paterson discusses how the joint force,
which tends to follow the Law of Armed
Contlict, can best assist our partners who
are likely using procedures in line with
criminal and human rights laws. After
launching BeiDou, China now has its
own GPS-like satellite constellation, and
David Millner, Stephen Maksim, and
Marissa Huhmann discuss the impact on
the global use of such systems.

Often the stuft of blockbuster
movie plots that tend to overdramatize
the intense and focused missions of
special forces, we bring you a Special
Feature focusing on today’s U.S. Special
Operations Command (USSOCOM).
In my interview with General Richard
D. Clarke, USA, the 12 commander
of USSOCOM, we discuss where this
unique combatant command is today and
where it is headed. A key part of the com-
mand’s mission is training and education,
which General Clarke has focused on in
a reset of the Joint Special Operations
University (JSOU). The new president of
JSOU, Isaiah (Ike) Wilson III, and coau-
thor Anthony Pfaft of the U.S. Army War
College, offer a perspective on the im-
portance of today’s special operations as
a part of our nation’s defense. While the
Services contribute forces to USSOCOM
to perform its missions, Dr. Wilson and
Dr. Pfaff describe how individuals in
these special operations forces should
consider such work as a profession within
the profession of arms. Unique within
the combatant commands, USSOCOM
has an educational institution that is
transitioning from primarily being a short-
course training mission to becoming a
member of the U.S. joint professional mil-
itary education institutions. David Dudas,

Bethany Fidermutz, and Amie Lonas take
us inside JSOU for a closer look.

As each issue of JFQ is developed
months in advance of publication,
events sometimes outpace what our
authors write about, as is the case
with the Russian war in Ukraine. In
Features, we have an important article
on the Chinese budget and two pieces
from the European theater that still
hold up as important reads. There
is an old saying—that to understand
a nation’s intent, simply look at its
budget—and Frederico Bartels helps
us see the difficulty in doing so with
China’s defense spending. Two ex-
perts from U.S. European Command,
Jon-Paul Depreo and Scott Raymond,
help us see that infrastructure planning
within the command is aligned with
European Allies and other partners. As
we are seeing play out, these efforts are
showing value as the North Atlantic
Treaty Organization (NATO) defends
against Russia. The title of Andrew
Underwood, Andrew Emery, Paul
Haynsworth, and Jennifer Barnes’s
article that discusses how NATO would
defend against Russia might seem off a
bit, but from a warfighting perspective
the Alliance is holding its own.

Recall and Joint Doctrine respectively
bookend the past and the future of U.S.
joint warfighting. In Recall, Nathan
Jennings examines the Mexican-American
War and provides a pre-historic view of
joint operations, one I would offer that
then Captain U.S. Grant, who was in that
campaign, would have in mind during
the Western Campaign of 1862-1863
culminating in the victory at Vicksburg,
a very joint affair. Andrew Crabb next
ofters his critique of Joint Publication
5-0, Joint Planning, in terms of oper-
ational design. We close this issue with
three valuable book reviews and our Joint
Doctrine Update.

In these difficult times, I hope each
of us can see new ways to work together
to seek a better world, both at home and
around the world. JFQ

—William T. Eliason,
Editor in Chief

JFQ 105, 2" Quarter 2022
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The Quantum Internet
How DQOD Can Prepare

By Lubjana Beshaj, Samuel Crislip, and Travis Russell

n the 1980s, Richard Feynman

famously posed the idea of a computer

that harnessed the power of quantum
mechanics to carry out calculations.!
Feynman observed that the computers
of his day had a difficult time mod-
cling complex molecular systems. He
observed that if the computer harnessed
the laws of quantum mechanics, it could
casily model such molecular systems.

By the mid-1990s, the concept of a
quantum computer was well established
in academia, and at that time mathema-
tician Peter Shor discovered a polyno-
mial-time algorithm for factoring large
integers on one.? It was soon observed
that such an algorithm, by quickly com-
puting keys for decryption, would break
many widely used encryption schemes
previously considered secure.

Dr. Lubjana Beshaj is a Cyber Fellow of Mathematics in the Army Cyber Institute and an Assistant
Professor in the Department of Mathematical Sciences at the United States Military Academy
(USMA). Command Sergeant Major Samuel Crislip, USA, is Command Sergeant Major at the 782™
Military Intelligence Battalion Command in Fort Gordon, Georgia. Dr. Travis Russell is a Research
Scientist in the Army Cyber Institute and an Assistant Professor in the Department of Mathematical

Sciences at the USMA.

Recent advances in quantum tech-
nology made by state and private actors
transformed the quantum computer from
an idea to working prototype. Although
a computer capable of carrying out
Shor’s algorithm is likely still years away,
stakeholders in government and industry
have largely accepted the need to prepare
for a quantum future. The most obvious
feature of this preparation is the race by
the National Institute of Standards and
Technology and others to produce secure
postquantum cryptographic schemes
that are unlikely to be impacted when
full-scale quantum computing comes to
fruition.? Less attention has been paid,

6 Forum/The Quantum Internet
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however, to the infrastructure that will
need to be in place to support a network
of active quantum computers. Such a
network is commonly referred to as the
quantum Internet.

In this article, we discuss how the
quantum Internet is likely to develop,
according to experts. Following the
model proposed by Stephanie Wehner,
David Elkouss, and Ronald Hanson, we
break this development into six stages.*
Each stage introduces a new technology
that makes the Internet “more quantum”
than it was at the previous stage. As we
discuss each development, we draw the
reader’s attention to technologies and
trends of interest to the Department of
Defense (DOD). We argue that increas-
ing DOD focus on quantum technology
and a viable quantum Internet may lead
to innovations in the areas of secure com-
munications, quantum sensing, and clock
synchronization, as well as other yet-to-
be-discovered technologies.

We wish to emphasize that this ar-
ticle elaborates on the model proposed
by Wehner, Elkouss, and Hanson but
does not propose an alternative version,
though other models may well exist,
and the actual way in which a quantum
Internet may develop is entirely un-
known. The six stages we describe are
such that, at each stage, a new technology
is introduced that addresses a vulnerabil-
ity of the previous stage. In this article
we do not address the potential costs or
returns on investments in these technol-
ogies; we describe the technologies only
qualitatively. We also do not speculate
when these technologies will be widely
available, as there is ample conjecture on
this question in the literature.

The future viability of (and accessibil-
ity to) a quantum Internet could shape
the strategic environment for U.S. mili-
tary forces. This environment comprises
the critical operational areas in which
DOD finds itself during competition,
contlict, or combat. These operations are
known, sometimes interchangeably, as
multidomain or all-domain operations
(MDO/ADO). Joint doctrine currently
recognizes land, sea, air, space, and
cyber as the warfighting domains within
MDO/ADO.® A quantum Internet is

especially applicable to the cyber domain,
as it requires many of the current physical
components of the Internet—while ne-
cessitating an expansion of many of those
assets and an inclusion of new technolo-
gies. As DOD and the U.S. Government
invest in developing a quantum Internet
or securing their access to it, they will
witness a growth in their cyber domain
capabilities, which, due to the interwoven
nature of MDO /ADO, will translate to
gains in the other warfighting domains.

Quantum Technology and

the Quantum Internet

For our purposes, the term gquantum
Internet refers to any network of com-
puter systems or communication devices
that employ technologies that are inher-
ently quantum. It does not necessarily
refer to a new Internet separate from the
current one; rather, the term refers to
an emerging infrastructure that will be
intertwined with the existing Internet.
A quantum Internet would likely be
necessary to carry out communication
between fully operational quantum com-
puters once that technology has devel-
oped; however, we see that a quantum
Internet would enable much more than
the integration of quantum computers,
which might not be realized for many
years. A quantum Internet, or even the
addition of quantum components to the
existing Internet, allows for the future
integration of quantum computers into
the existing Internet and makes possible
the transfer and storage of an entirely
new kind of information, known collo-
quially as quantum information. Whereas
classical information is encrypted and
stored as sequences of bits—that is,
strings of Os and 1s—quantum informa-
tion is encoded in the state of a system of
quantum bits, or qubits. A single qubit
is the quantum state of a particle in a
superposition of a pair of possible states,
which is often regarded as a mixture of
0 and 1. In practice, qubits are often
encoded as the polarization of a photon
or the spin of an electron, though other
possibilities have been studied. With
access to multiple qubits, the entire
system could become “entangled” so
that the state of one qubit is closely cor-

related with the state of another (poten-
tially remote) qubit. In this way, com-
putations carried out on separate qubits
in distant locations may instantaneously
interfere and affect one another.®

The laws of quantum mechanics
endow quantum information with
many properties that distinguish it
from classical information and make
new applications possible. For example,
the no-cloning theorem of quantum
mechanics makes it impossible to design
an apparatus that takes as input a qubit
and produces as output two copies of
the same qubit. In other words, an
cavesdropper who intercepts a qubit
in transit cannot copy the qubit and
send the original to its destination un-
detected. Moreover, the measurement
principle of quantum mechanics implies
that if an eavesdropper measures any
property of a qubit in transit, the state
of the qubit will change. Such change
could be detected on receipt so that
manipulated qubits could be discarded.
Entanglement makes possible many
other applications, such as new clock
synchronization protocols and taking ad-
vantage of existing correlations between
remote entangled qubits.” In summary,
a quantum Internet has the potential
to alter not only the infrastructure of
the cyber domain but also the nature of
the information stored and transmitted
within that infrastructure.

Although the exact process by which
the existing Internet will evolve into a
quantum Internet is unknown, experts
have recently weighed in on what the
process might entail.® In the following
pages, we describe six stages of devel-
opment that are predicted to occur as
the quantum Internet emerges. At each
stage a new technology is introduced that
enables significantly more functionality
to the quantum Internet. In addition
to a summary of these stages, we offer
commentary concerning how new tech-
nologies introduced at each stage could
affect the interests of DOD and what
steps the department might consider tak-
ing to implement these technologies. We
also note which technologies already exist
and how different private and govern-
ment actors have invested in them.

JFQ 105, 2" Quarter 2022
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Trusted Repeater Stage

At the first stage of the development
of the quantum Internet, the Internet
continues to transmit only classical
information; however, it could do

so more securely by incorporating
quantum repeaters into the existing
infrastructure. At this stage, a pair of
quantum repeaters requires only the
ability to perform a single quantum
protocol, namely quantum key dis-
tribution (QKDj see figure 1). This
protocol allows for the generation of a
secret key that is securely distributed to
adjacent quantum repeaters.” A classi-
cal message could then be encoded at
one repeater, securely transmitted to
the next repeater, and finally decoded.
This process could be carried out
between each pair of consecutive
repeaters, cach generating a new secret
key, ensuring the transmission of the
classical message from source to desti-
nation by chaining together multiple
repeaters. The term trusted repeater
stems from the requirement that the
message be decodable at each repeater.
Hence, secure transmissions rely on
the trustworthiness of the sequence of
repeaters. The advantage of sending
information this way is that the security
of the message is guaranteed between
repeaters, even in the presence of an
cavesdropper. The message could not
be decoded without the secret key, and
the security of the distribution of the
secret key between repeaters is guaran-
teed by the laws of quantum mechanics
rather than the computational difficulty
of the decryption process. In other
words, an intercepted message could

not be decoded except by guessing the
key, now or in the future, even with
the aid of a powerful computer or even
a quantum computer.'?

Investment in the trusted repeater
stage is critical for DOD as it promotes
secure communications that overcome
traditional adversarial interception tech-
niques. Military application of this stage
would enable geographically separated
commanders and subordinates to com-
municate operational details without
concern of interception. This state pro-
vides an increase in battlefield overmatch
capacity and might also promote a defeat
in traditional direction-finding, a method
of intercepting communication paths to
track the originator’s location or signal in-
tercept techniques. This stage would also
alert those in the communication chain
of attempts to access those secure trans-
missions, thus “sounding an alarm” so
appropriate action can be taken to prevent
further interception efforts. Ultimately,
increasing security, defeating interception,
and reducing or eliminating transmitter
detection allow a commander and his or
her forces a more secure environment and
offer a greater chance of success.

If DOD focuses on increasing capac-
ity for trusted repeaters, it might also
promote more secure intelligence trans-
mission in deployed environments rather
than rely on traditional intelligence
networks. Traditional intelligence trans-
mission techniques depend on complex
secure networks that can be arduous in
combat operations. Although an option
to communicate intelligence through
traditional means exists, such methods
often require encryption, dedicated

Figure 1. Quantum Key Distribution

Alice

Public channel

Encoded message

transmission channels, and consider-
ations for the use of coded words or
values—all of which delay receipt of
intelligence. This impediment could be
detrimental to a commander’s decision-
making cycle, upsetting the efficacy of
intelligence while potentially forcing de-
cisions without essential information. A
quantum Internet with trusted repeaters,
however, could provide the necessary
expeditious and secure intelligence trans-
mission environment that commanders
would need in a combat environment.

Prepare-and-Measure Stage

At the second stage of the quantum
Internet, the Internet can prepare a
single qubit at an initial node and trans-
mit it to a final node where it could be
measured. This is the first stage at which
the Internet could truly be considered
quantum, in the sense that it is now able
to transmit information in the form of
qubits. It is important to note that suc-
cessful qubit transmission is not likely at
this stage. Because of the potential for a
qubit to be lost, the receiver must detect
whether the qubit has been received
before measuring it; hence, all measure-
ments are “postselected” on the knowl-
edge that the qubit was successfully
transmitted. The requirement to detect
successful transmission implies some
limitations on the set of protocols that
could be performed, as any measure-
ment of the qubit necessarily perturbs
its state.!! Nonetheless, even the ability
to transmit qubits in this imperfect way
makes possible important protocols,
such as end-to-end QKD, without reli-
ance on trusted quantum repeaters.'?

Bob

Decryption

|:> Message

—— > Random secretkey ——

Quantum key distribution channel
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Colonel Timothy Lawrence, director of Air Force Research Laboratory (AFRL)'s Information Directorate, speaks during virtual Million Dollar International
Quantum U Tech Accelerator event, September 1-3, 2020, in Rome, New York, where AFRLs Air Force Office of Scientific Research later awarded 17

quantum information science grants (U.S. Air Force)

The prepare-and-measure stage
requires DOD to realize the limita-
tions of quantum transmission and
the investment necessary to ensure a
secure quantum Internet. The United
States is falling behind China in efforts
to capitalize on quantum technology,
placing China on a path to achieve ini-
tial success in the realm of a quantum
Internet, quantum communications,
and quantum sensing. China is investing
in its quantum military efforts, already
claiming success in qubit transmission
among Shanghai, Beijing, and other cit-
ies, via a land network of approximately
750 miles.'® Although this achievement
does not specifically indicate a suc-
cessful demonstration of a quantum
Internet, it does highlight that China is
making gains while DOD and the U.S.
Government are focusing primarily on
quantum computing developments that

do not fully advance the infrastructure
necessary for a quantum Internet.

This second stage further establishes
the principles of quantum sensing and its
utility on the battlefield, as tactical surprise
can set the stage for success in military
operations. The concept of quantum sens-
ing in this stage is possible when assessing
perturbations in the quantum state. A
quantum radar, such as the one Jonathan
Baugh is developing at the University of
Waterloo, in Canada, measures quantum
states in a microwave beam and looks for
anomalies in those states.'* In military
usage, the precision in quantum measure-
ments would allow immediate and specific
detection of combat assets, including
problematic examples such as a stealth
fighter or a submarine. The first military
to develop such a radar will increase the
effectiveness of its early-warning and
target acquisition; therefore, the United

States must reach quantum supremacy
before its adversaries do.

Entanglement Generation Stage
At the third stage of development, the
Internet can generate a pair of maxi-
mally entangled qubits and distribute
them—one to node A and another to
node B. This process must succeed

with nearly unit probability. This stage
bypasses the postselection requirement
of the previous stage and enables a
greater variety of protocols to be carried
out between node A and node B. This
stage could be implemented using true
quantum repeaters, which function by
receiving a qubit, entangling it with
another, and passing the second qubit
along (see figure 2). This “daisy chain”
of entangled qubits results in the dis-
tribution of entanglement between the
initial and final nodes of the chain.'®
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Figure 2. Distribution of Entanglements

Successfully distributed entangled
qubits allow nodes to transmit qubits
securely using a process called guantum
teleportation. In addition, new and
more secure forms of QKD could now
be carried out between the end nodes,
and the security of these new QKD
protocols would no longer require end
users to trust even their own measure-
ment devices,'® increasing their security.
At this stage, DOD could start to
realize instantaneous communication
regardless of the capacity of data flow, a
critical component to promote military
superiority via a more coordinated and
immediate information environment.
Dominance in the operational envi-
ronment centers on forces, weapons,
and systems that can maneuver, react,
defend, and destroy at the time and
space of a commander’s choosing—and
the surety of communications systems.
At the entanglement generation stage,
commanders have access to end nodes
that allow secure and nearly instant
transmissions, providing an edge to
their forces with immediate synchroni-
zation of effort; this is especially true
when simultaneous nonkinetic and
kinetic effects are required to achieve a
particular objective, as timing becomes
critical through exercising instanta-
neous, uninterrupted communication.
These issues showcase the urgency of

investment and research in achieving a
capable quantum Internet.

Quantum-Memory Stage
The next stage is crucial for a large
quantum network to be possible.
The main difference between this
stage and the previous one is that
at this newer stage multiple qubits
can move from one network node to
another. Quantum memory allows for
a network to be established one state
at a time, storing the quantum states
as they are received from the network.
This approach makes sending larger
quantum states by quantum telepor-
tation possible, which increases the
volume of quantum information that
can be transmitted. Moreover, at this
stage, quantum clock synchronization
and quantum anonymous transmission
become feasible via a multiparty entan-
glement system.!” Entanglement and
quantum communication ensure that
time signatures across multiple parties
are authentic, improving the security of
communication transmissions.'®

The military would benefit from
an advancement at this stage through
more precision in clock synchronization,
maximizing its ability to further achieve si-
multaneous operations during large-scale
conflicts beyond what is accessible with
the previous stage’s communication gains.

Clock synchronization translates into ex-
actness in both time alignment and GPS
fidelity—crucial components for achieving
military objectives in both time and space.
The Defense Advanced Research Projects
Agency notes the potential for improve-
ment with quantum synchronization,
which could increase efficiency from a
billionth to a trillionth of a second.”

This gain may seem inconsequential, but
any increase in accuracy could mean the
difference between success and defeat

on the battlefield. Major Matthew Myer
highlights this point well from an infantry
perspective. As ground troops rely on air
platforms to defeat the enemy in close
missions—missions that may create inci-
dents of fratricide due to the proximity of
enemy and friendly forces—pilots must
often change tactics and weapons systems
to accommodate.?® Every individual
relying on lifesaving measures or the avail-
ability of a weapons system appreciates
any increase in accuracy and timeliness.

Few-Qubit Fault-Tolerant Stage
A fault-tolerant design enables a system
to continue its intended operations,
possibly at a reduced level, rather than
failing completely when only some part
of a system breaks. The term few qubits
here refers to the fact that the number
of qubits available is still small enough
that the end nodes themselves could

10 Forum/The Quantum Internet
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be simulated on a classical computer.?!
Nevertheless, a classical computer
may be unable to simulate the entire
network. Reliable qubits are diffcult to
engineer, but standard fault-tolerance
schemes exist that use seven or more
physical qubits to encode each logical
qubit, with still more qubits required
for error correction.?? The large over-
head makes testing fault-tolerance
schemes with multiple encoded qubits
difficult. Access to fault-tolerant gates
makes possible more accurate clock
synchronization as well as distributed

quantum computing—that is, a network
of quantum computers interconnected
by quantum and classical channels.
Because quantum computers are
interconnected by quantum channels,
users could leverage the entanglement
required to obtain an increase of com-
putational power. Moreover, small
quantum computers linked by quantum
connections could be a stepping-stone
to future large-scale quantum com-
puters. Even in this limited scenario, it
might be feasible for users to perform
computations at speeds not currently

possible with quantum computers,
as researchers working on Google’s
machines recently demonstrated.?

A fault-tolerant design could provide
DOD with a viable quantum network on
which it could rely in a satellite-denied
environment, so that forces could con-
tinue to execute operations despite any
adversary’s effort to defeat the military’s
satellite connectivity. The Pentagon
realizes this scenario as a realistic vul-
nerability and understands the benefits
that quantum provides in overcoming it;
however, DOD’s investment in maturing

Marine with Charlie Company, 8" Communication Battalion, conducts radio communication check during Exercise Cyber Fury 21, at Camp Lejeune, North
Carolina, July 26, 2021 (U.S. Marine Corps/Armando Elizalde)
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this technology is only a fraction of the
budget China, another quantum giant,
has dedicated to quantum development.?*
Therefore, to realize this stage and
achieve a fault-tolerant design durable
enough to survive the brutal conditions
on the front lines of combat, DOD

must continue to promote expertise in
quantum computing and networking
through initiatives such as the Million
Dollar International Quantum U Tech
Accelerator, a Navy and Air Force event
that reviews pitches from experts com-
peting for contracts to develop future
quantum capabilities for DOD, while also
promoting collaboration, innovation, and
training in these technologies.?

Quantum Computing Stage

This ultimate stage allows for the reali-
zation of all protocols. These protocols,
among many others, would deliver
secure communication, secure login net-
works, quantum-enhanced GPS, secure
voting, quantum digital signature, grav-
itational wave detection, and so forth.
But having a full-fledged quantum com-
puter at the end of each node has both
advantages and risks. One of the main
risks is the breaking of cryptography

as it currently exists. Shor’s algorithm
solves the discrete logarithm problem by
using a quantum computer to factor a
large integer.? With the advent of such
quantum algorithms, as well as quantum

computers, and a quantum Internet,

an adversary could efficiently break the
universally adopted public key crypto-
system schemes (for example, RSA, DSA
[digital signature algorithm], and ECC
[elliptic-curve cryptography]) that rely
on the computational difficulty of such
factoring problems.

If DOD achieves the quantum com-
puting stage first, it could take advantage
of each of the previous stages while also
having access to a system of quantum
computers that could provide the level
of analysis commanders need to suc-
ceed in any operational environment. A
full-fledged quantum Internet means im-
mediate access to quantum systems across

U.S. Cyber Command Cyber National Mission Force members participate in training and readiness exercise at Fort George G. Meade, Maryland, May 24,

2021 (U.S. Army/Josef Cole)

12 Forum/The Quantum Internet

JFQ 105, 2" Quarter 2022



the Internet, thus offering immense com-
puting power to analyze all possible data
points that commanders have available
to aid in the decision cycle. A quantum
computer could pinpoint the best possi-
ble solution faster than could any classic
computer. Moreover, the potential prob-
lem sets quantum computers can solve
are still unfathomable, which means the
power of these computers to aid on the
battlefield, in real time, could change the
character of war in ways we still do not
understand. However, the success of the
U.S. Armed Forces in the quantum envi-
ronment is possible only if DOD elects to
invest in the quantum Internet now.
DOD and other stakeholders should
regard the development of the quantum
Internet as a process that will occur over
several stages, rather than as a single entity
that will appear once quantum computing
becomes feasible. By tracking and analyz-
ing how the quantum Internet develops
stage by stage, DOD could remain in
step with technological advances of state
and private actors and thus be better
prepared for the eventual emergence of
quantum computing. Conversely, ignor-
ing this development and only countering
the eventual emergence of a quantum
computer, by investing in postquantum
technologies, would put DOD at a dis-
advantage compared with other state and
private actors. JFQ
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Soldiers assigned to 15t Squadron, 152" Cavalry
Regiment, 76" Infantry Brigade Combat Team,
38t Infantry Division, Indiana Army National
Guard, engage in Military Operations in Urban
Terrain drill at Lest military training center,
Slovakia, November 10, 2019 (U.S. Air National
Guard/Jonathan W. Padish)

Fog of Warfare
Broadening U.S. Military Use-of-Force
Training for Security Cooperation

By Patrick Paterson

he United States uses its Armed

Forces almost exclusively over-

seas, normally as part of a coali-
tion operation but also for noncombat
operations such as disaster relief and

Dr. Patrick Paterson is a Professor in the
William J. Perry Center at the National Defense
University. His most recent book, The Blurred
Battlefield (JSOU Press, 2021), addresses the
need for hybrid doctrines on the use of force for
Latin American militaries combating violent
crime groups.

security assistance. In overseas opera-
tions where an armed conflict is occur-
ring, use-of-force rules are governed
by the Geneva Conventions and other
law of armed conflict (LOAC) treaties.
However, in over 80 percent of coun-
tries in the world today, violence is
being caused not by conventional state-
on-state armed conflicts but rather

by criminal activity—which is often

as intense and violent as conventional
conflicts between nations.! In these

conditions, LOAC does not apply;
there is no armed conflict per the legal
definition of the term. However, these
low-intensity conflicts can be so violent
that the militaries in many countries
have been called to support police
efforts. When U.S. military forces
provide security assistance to partner
nations in these circumstances, they are
operating in a gray area that requires
legal and operational knowledge of
both military and police tactics.
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This dichotomy—U.S. forces ad-
hering to LOAC while international
partners follow criminal law and human
rights law—creates operational and legal
difficulties during U.S. security assistance
efforts, a multibillion-dollar program to
train and equip U.S. military partners.
Hence, when U.S. forces conduct train-
ing with other military forces, American
forces might be working oft one legal
framework while partners are governed
by another set of rules, ones that are
much more restrictive regarding the use
of force. Moreover, if U.S. personnel train
allied forces on the laws of war in lieu of
more restrictive criminal law techniques,
those forces might then use inappropriate
tactics, which could result in instances of
excessive force or human rights violations.

This article examines the nature of
contemporary conflicts from two per-
spectives: the legal references that guide
operations and the rules on the use of
force. It describes the key differences
between military and police tactics on
the use of force. These contrasts are par-
ticularly important for security assistance
efforts that U.S. forces conduct with doz-
ens of partner nations each year. For legal
and operational alignment with its part-
ners, the United States should broaden its
doctrine and revise its policy on the use of
force during security cooperation activi-
ties to include police tactics governed by
criminal and human rights law.

Contemporary Warfare:

Drifting Away from
Conventional Conflict

Since the end of the Cold War, the
nature of conflicts has changed dramati-
cally. State-on-state wars are rare.? As of
mid-2020, fewer than a dozen countries
(out of nearly 200 worldwide) were in

a conflict with another nation. In about
two dozen other countries, government
security forces are combating organized
armed groups.® In these cases, the levels
of intensity and organization of these
groups have crossed an operational
threshold and permit government forces
to use military firepower against them,
according to international humanitarian
law in the 1948 Geneva Conventions
and 1977 Additional Protocols.

However, most countries have
contemporary security challenges that
fall below the threshold of an armed
conflict and into the category of internal
disturbances. The confrontations might
be riots, violent crime waves, or gang
and cartel violence that occur within the
country’s borders. Fighting internal to
a state—such as violent drug cartels in
Mexico, election violence in Kenya, dan-
gerous gangs in El Salvador, or terrorists
in France—could involve the military
because of the number, violence, and
armament of the adversary.* But these
disputes do not reach a level of violence
and organization common in armed con-
flicts and, therefore, are guided by law
enforcement rules and human rights law,
not the laws of war. Military forces con-
ducting law enforcement are expected to
use police tactics and procedures.

The Western Hemisphere is a good
example of how security forces have had
to adjust their use-of-force doctrine for
contemporary conflicts. Of the nearly
three dozen nations that make up Latin
America and the Caribbean (to include
Mexico), only one—Colombia—is fight-
ing an armed conflict. Nearly all the other
nations in the region, though, have had
to deploy their militaries internally to
support—or, in some cases, supplant—
their police forces because of high levels
of violence and crime.

Using military forces against armed
criminal elements represents the gray zone
of contemporary conflict, a blurred battle-
field with significant operational and legal
challenges. Under these circumstances,
modern warfare is more like police work
than encounters between military forces.®
The opponents often consist of irregular
forces that blend into the population rather
than a conventional force that is easily dis-
tinguishable from civilians, such as wearing
identifying insignia and openly carrying
arms.® In many cases, the adversary is a
group of well-armed criminals who use
violence to profit from their illicit activities.
Frequently, individuals in the community
participate in the criminal economy to
make money (as lookouts, informants,
drug lab workers, and drivers, for example)
but are not armed and should not be con-
sidered a direct threat to security forces.

At the same time, because of the
proliferation of small arms in many
countries, legitimate members of the
community might be armed for self-pro-
tection or as part of a neighborhood
watch organization or a local militia.

In other words, an individual with a
weapon should not automatically be
considered a threat. In these cases,

it is difficult to determine who is an
armed criminal and who is a member of
local law enforcement. Additionally, in
contemporary low-intensity conflicts,
the frontlines of the battlefield are
constantly shifting and often indistin-
guishable, blurring the lines between
the combatants and noncombatants. In
urban settings, military firepower (such
as artillery, mortars, heavy weapons, and
air support) presents serious risk to the
civilian population, and its use might be
restricted by military leaders, elevating
the danger for security forces. For these
reasons, contemporary security opera-
tions require a mix of law enforcement
skills very different from conventional
military training. Domestic law enforce-
ment operations require a vast amount
of discretion, diplomacy, and discipline.
Lethal force should be considered the
recourse of last resort.”

Differences Between
Military and Police Doctrine
on the Use of Force
LOAC and criminal law share several
similarities. The right to life is par-
amount in both cases. Civilians are
expected to be protected, property
damage should be minimized, torture
or cruel treatment is prohibited, pris-
oners and detainees have certain rights,
and medical aid should be rendered to
victims immediately. Fundamentally,
both fields of law protect the rights of
human beings and their property.
There are also significant differ-
ences between LOAC and criminal law.
Militaries use overwhelming firepower
to crush the fighting spirit or warf-
ighting capacity of an opposing force.
LOAC rules are much more permissive
regarding the use of force. One scholar
describes LOAC as a “predilection for
violence.”® Or, as the International
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Committee of the Red Cross puts it, the
“conduct of hostilities paradigm tolerates
more incidental loss of life than the law
enforcement paradigm.” In contrast,
under criminal law, use-of-force rules are
much more restrictive.

Under LOAC rules, once an oppo-
nent is declared an enemy combatant,
he or she could be targeted immediately
until considered hors de combar.’® There
is no requirement to capture or arrest,
neither is there a requirement for escala-
tion of force tactics. Lethal force could
be used as a first resort. Captured or
disabled enemies, however, are entitled
to certain protections and rights. They
must be treated humanely, given medical

attention if required, and held in safe
and sanitary conditions, among other re-
quirements. But they are not necessarily
entitled to due process, a speedy trial, or
legal representation. They are normally
detained until the end of the conflict,
when they are repatriated.

In contrast, under criminal law, the
suspect could be targeted only if he or
she is posing a significant threat of death
or serious injury. Lethal force should
be considered the last resort, and only
a “clear and imminent threat” justifies
deadly force. Law enforcement officers
are required to attempt to detain the
suspect before using lethal force—that
is, capture, not kill. If circumstances

permit, police officers are obliged to
give a clear warning of their intent to
use force with sufficient time for the
warning to be observed before resort-
ing to lethal force. Police should also
use escalation of force tactics and crisis
intervention techniques before resorting
to more aggressive actions. According
to criminal and human rights law, de-
tained suspects are entitled to certain
civil and political rights: due process, to
be informed of their rights, the right to
counsel or a lawyer, the right to a fair
trial, and presumption of innocence,
among others. They cannot be held
arbitrarily or for an excessive amount of
time without trial.'!

Romanian and Ukrainian special forces and U.S. Army Green Berets conduct close quarters battle training during U.S. Special Operations Command
Europe’s annual exercise Trojan Footprint 21, in Romania, May 6, 2021 (Courtesy Roxana Davidovits)
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Table 1. Typology of Conflicts Worldwide (2018)

Type International Armed Conflict Non-International Armed Conflict | Other Situations of Violence
Description State on State conflict Statevs. Organized Armed Group, aform | Internal disturbance that does not rise
of internal conflict to the level of armed conflict
o . . . "
Currently Active? 7 involving 11 countries plus coalition of 51in 23 countries

14 nations fighting vs. Syria

Approximately 165 countries

Percentage of All

Countries 5%

~12%

~83%

Sources: Annyssa Bellal, The War Report: Armed Conflicts in 2018 (Geneva: Geneva Academy of International Humanitarian Law and Human Rights, 2019); Stock-

holm International Peace Research Institute (SIPRI), SIPRI Yearbook: Armaments, Disarmament and International Security (Stockholm: SIPRI, 2019).

However, few militaries understand
the differences between the two fields of
law or how to distinguish between them
operationally. One senior U.S. military
legal expert describes partner-nation legal
knowledge as “woetully inadequate.”!?
As a result, most foreign military forces
are unprepared for the new nature of
contemporary warfare. And since nearly
all the military forces of U.S. foreign
partners are operating internally to their
country, they are required to apply human
rights standards to protect the citizens
of that country. It is critical that U.S.
Servicemembers who frequently train and
interact with U.S. allies understand the
legal and tactical differences between the
types of contemporary conflict.

Many countries may prefer that
their armed forces use LOAC tactics to
combat violent criminal groups. The
military firepower provides an immense
advantage to their security forces.
However, the legal parameters require
them to fight within the law enforcement
paradigm. Combining the two fields of
law as a hybrid doctrine is complicated.
Governments in many countries have
struggled to retrain their militaries and
find a balance between military firepower
and discretionary police tactics.

U.S. Government Policy on

the LOAC and Human Rights
The U.S. military operates in a funda-
mentally different way than most other
countries. U.S. Armed Forces are legally
prohibited from operating internally to
the United States, except in extraordi-
nary crises. U.S. military forces nearly
always operate on foreign soil and prefer
to rely nearly exclusively on LOAC

rules. At the same time, alliances and
security cooperation efforts with partner
nations are national priorities, ones that
provide strategic advantages over poten-
tial adversaries. Three interrelated legal
ideas account for how the U.S. military
operates: complementarity, lex specialis,
and extraterritoriality.

Complementarity. The first legal
concept that explains U.S. use-of-force
rules is complementarity. This term refers
to the redundancy of protections for
civilians that exists in both the LOAC and
human rights law. Current U.S. policy
contends that LOAC provides adequate
human rights protection, so there is no
need to apply both. According to U.S.
policy, “compliance with the law of
armed conflict will ensure compliance
with human rights law.”'* To some de-
gree, that is accurate. A few prohibited
actions exist within both LOAC and
human rights law: torture, slavery, rape,
depriving right to life, and discrimination,
for example. However, the two fields of
law also have significant differences, for
example regarding targeting, use of lethal
force, escalation of force tactics, and
detention operations, that are much more
restrictive under the law enforcement par-
adigm compared with under the armed
conflict paradigm.

Lex Specialis. The second legal con-
cept to understand is lex specialis: “the
more specific rule overrides the more
general rule.”* The Geneva Conventions
and Additional Protocols contain an
immense number of safeguards—nearly
400 provisions—for the protection of
combatants, noncombatants, prisoners,
and the wounded, among many other
subjects. Under this concept and closely

related to extraterritoriality, the United
States considers that any foreign military
operations outside of its own territory in-
volve only LOAC, not human rights law.
While there are some areas of overlap, the
LOAC and human rights law are separate
and distinct bodies of law, according

to U.S. military doctrine; one wholly
replaces the other.' In fact, Department
of Defense (DOD) policy states that “all
members of the DOD comply with the
law of war during all armed conflicts,
however such conflicts are characterized,
and in all other military operations.”*¢
Applying the laws of armed conflict
during combat makes sense, but why
would the same laws be applied, as
DOD policy states, in “all other mili-
tary operations,” if an armed conflict
does not exist and the tensions can be
resolved using police tactics??” Addition-
ally, if armed Soldiers are forbidden on
the streets of the United States because
such actions represent an undue threat
to civil and political liberties (per the
Posse Comitatus Act), why would
similar behavior be considered accept-
able in other countries?

Until recently, lex specialis has been a
widely accepted legal practice. However,
with the evolution of conflict, the idea that
LOAC could provide sufficient protection
for human rights has come into ques-
tion.!® As several senior LOAC scholars
acknowledge, “there is increasing overlap
of human rights law and the law of armed
conflict, particularly in non-international
armed conflict.”" Under conditions
on today’s blurred battlefields in which
civilians and combatants blend, LOAC
and human rights laws can no longer be
distinctly and effectively separated.
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U.S. Marine Raiders land outside small village during Military Operations in Urban Terrain rehearsals at Bright Star 21, September 11, 2021, in Mohamed
Naguib Military Base, Egypt (U.S. Army/Dean Gannon)

Recent U.S. policy decisions on these
issues indicate that changes are afoot.
Several new legal precedents contend
that human rights treaties continue to
apply during armed conflicts and that,
consequently, U.S. forces should consider
both LOAC and human rights consider-
ations simultancously. The 2018 Judge
Advocate General Operational Law
Handbook states that “where LOAC is
silent or its guidance inadequate, specific
provisions of applicable human rights law
may supplement or possibly even displace
... the LOAC in a particular situation.”?
In addition, the new Commander’s
Handbook on the Law of Land Warfare,
which was published jointly by the U.S.

Army and Marine Corps in August 2019
to replace the outdated 1956 Law of
Land Warfare Manual, acknowledges
that human rights continue to apply
during armed conflict and that /ex specia-
Jis may have limits in its applicability. The
Handbook states, “a situation of armed
conflict does not automatically suspend
nor does LOAC automatically displace
the application of all international human
rights obligations.”*!
Extratervitoviality. The third legal
component of U.S. doctrine refers to
the idea that military forces operating in
other countries have obligations under
human rights law in the territory that
they occupy and in which they have

assumed de facto control of basic gov-
ernment functions. Human rights are
the protections citizens of o country have
against their own government. In that
sense, according to U.S. policy, human
rights are the responsibility of the local
government, not of U.S. forces working
overseas—unless the United States has
explicitly assumed responsibility for the
civil and political rights of that country.?
The U.S. position on extraterritoriality
differs from that of the United Nations
and many other countries that have rati-
fied the International Covenant on Civil
and Political Rights (ICCPR). The United
States contends that the ICCPR does
not oblige it to provide civil and political
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Table 2. Principal Differences Between LOAC and Human Rights Law

Issue Law of Armed Conflict Human Rights Law
Applies in international conflicts between nations or L '
sy . ) . ; ) . Applies in times of war or peace. Addresses the universal
Applicability non-international internal conflicts against organized

armed groups.

rights of citizens in their countries.

Participants®

Combatants, belligerents, insurgents, noncombatants,
and civilians.

Fighters, criminals, and civilians.

Principal References

Geneva Conventions I-1V (1949) and Additional
Protocols (1977).

Universal Declaration of Human Rights (1948); International
Covenant on Civil and Political Rights; and International
Covenant on Economic, Social and Cultural Rights.

Institutional Oversight and

International Committee of the Red Cross.

United Nations, particularly the Office of the High

Management Commissioner of Human Rights.
Rights of combatants, noncombatants, wounded, Political and economic rights, rights of women, children and
Main Issues prisoners, etc. More recent treaties include the use of | people with disabilities, slavery, forced labor, racism, torture,

chemicals, mines, biological, and laser weapons.

and enforced disappearances.

Principles Regarding the
Use of Force

Discrimination, humanity, necessity, proportionality,
and precaution.

Legality, accountability, necessity, and proportionality.

Gross violations of LOAC are “war crimes.” “Crimes

Violations

during war.

against humanity” and genocide can also occur

Gross violations of human rights are “crimes against
humanity” and can occur during times of war or peace.

* In non-international armed conflicts, members of organized armed groups are not considered combatants and do not have combatant privileges.

guarantees to the citizens of an occupied
nation because a state’s obligations under
the ICCPR extend only to persons within
its territory and subject to its jurisdiction.

If, for the sake of academic discus-
sion, LOAC does not provide sufficient
protections of individuals” human rights,
then a military force operating in another
country should be obliged to ensure its
forces understand the distinctions be-
tween the laws of war and human rights
law. In many ways, this makes sense. As
one scholar put it, human rights laws can-
not be dismissed so casually “as to allow
a State party to perpetrate violations of
[human rights] on the territory of an-
other State, which it could not perpetrate
on its own territory.”?* The U.S. per-
spective on extraterritoriality is beginning
to change. In 2014, the United States
acknowledged that the Convention on
Torture—one of the principal human
rights treaties—continued to apply in
times of armed conflict and could not be
superseded by LOAC.%

Rules on the Use of Force for
U.S. Noncombat Operations
Broadening U.S. military training to
include police tactics and operation-
alizing human rights would also have
benefits for U.S. forces on noncombat
assignments.? In addition to the overseas

deployments for combat operations, the
United States frequently deploys forces
for a variety of other military missions,
including natural disaster responses and
security cooperation efforts with partner
nations.?” Since 2001, an estimated 36
percent of U.S. deployments have been
for noncombat events such as humanitar-
ian assistance and disaster relief (HADR),
noncombatant evacuation operations
(NEO), or peacekeeping operations.?
Under these conditions, sometimes
called military operations other than war,
there is no armed contflict; therefore, by
definition, LOAC does not apply.?’

For example, the United States
conducted HADR missions in the south-
castern Philippines in December 2012
following Typhoon Bopha; in Ukraine in
August 2013 to assist with the investiga-
tion of downed Malaysian airliner MH17;
again in the Philippines in November
2013 following Typhoon Haiyan, in
Senegal and Liberia in 2014 in response
to the Ebola crisis, in Haiti in October
2017 in the aftermath of Hurricane
Matthew, in Peru in March 2017 in
the wake of devastating floods, and in
Dominica in September 2017 to evacuate
American citizens after Hurricane Maria
nearly completely destroyed the island.*

Since 2001, the United States has
also conducted NEO to extract U.S.

Embassy personnel and their families from
danger—in Cote d’Ivorie in September
2002, from Liberia and Mauritania in June
2003, from Haiti in February 2004, from
Lebanon in 2006, and from South Sudan
in 2016.*" In addition to HADR and NEO
deployments, U.S. forces have conducted
a number of other noncombat missions,
such as anti-poacher assistance to the
Tanzanian Wildlife Management Authority
in May 2018, water well construction
in Caribbean nations, airlift assistance to
Burundi, and a search-and-rescue mission
to Uruguay. Hundreds of U.S. forces also
deployed for training and to build partner
capacity to Poland, Latvia, Romania,
Ukraine, and other Eastern European na-
tions as part of Operation Atlantic Resolve,
designed to reassure Northern Atlantic
Treaty Organization members considering
Russian interferences.®

None of these operations involved
an armed conflict, but little guidance on
police tactics or criminal law was provided
to deploying U.S. forces. In the absence
of forcewide guidance, some military
units developed their own internal doc-
trine to guide their forces. The rules on
the use of force in these cases fall into
criminal law as guided by human rights
law. U.S. forces should be trained on po-
lice tactics and discretionary use-of-force
rules rather than the “firepower-friendly”
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U.S. Army paratroopers with 15t Battalion, 503 Parachute Infantry Regiment, 173 Airborne Brigade Combat Team, prepare to load onto C-130 Hercules
aircraft at Lviv International Airport prior to multinational airborne jump alongside Polish paratroopers and Ukrainian paratroopers from 15t Battalion,
95™ Air Assault Brigade, as part of Rapid Trident 2021, at International Peacekeeping Security Centre near Yavoriv, Ukraine, September 25, 2021 (U.S.

Army/Hayden Hallman)

doctrine that applies during a conven-
tional armed conflict. Sending U.S. forces
into operations prepared for violent
encounters when none exists could set
dangerous expectations.

Conclusion

The U.S. military is well trained in the
law of armed conflict; however, most
forces—particularly those assigned to
security cooperation efforts with foreign
partners—have little to no formal
training in criminal law enforcement or
human rights law. Military police and
National Guard units are the excep-
tions. However, DOD regulations and
manuals provide little guidance on crim-
inal law or human rights law for most
U.S. military general purpose forces.®
As a result, few in the Armed Forces
understand the differences among

LOAC, criminal, and human rights law
or how to operationalize human rights
for contemporary conflicts. When train-
ing and advising partner-nation forces,
these legal gray areas place U.S. military
units in a tenuous position; they may be
tactically unprepared to advise partners
on operations that fall below conven-
tional armed conflicts.?*

In partner nations that have assigned
military personnel to law enforcement
duties, Soldiers need extensive retraining
to learn to fight an enemy that is mixed
among the civilian population—situations
that require a large amount of discipline,
discretion, and caution. Soldiers without
the proper training or education may
commit operational errors that jeopardize
their legitimacy among this population.
For military forces unprepared for these
types of operations and not equipped

with nonlethal weapons, there are few
options between shouting and shooting.
A young Soldier handed a rifle without
training on escalation of force tactics or
deescalation techniques may resort to
lethal force too quickly when other effec-
tive nonlethal tactics are viable options.
As General H.R. McMaster writes,
“Soldiers trained exclusively for con-
ventional combat operations may be
predisposed toward responding with all
available firepower upon contact with
the enemy. Such a reaction might result
in the unnecessary loss of innocent life
and run counter to the overall aim of
operations.”® The Soldiers” weaponry
may also be inappropriate for the cir-
cumstances; a military rifle fires a higher
velocity round, has much more energy,
and can cause much more harm to civil-
ians compared with standard police arms.
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For these reasons, U.S. Servicemembers
who frequently deploy to provide tac-
tical training to military forces in other
countries must understand the evolving
nature of conflict and the rules on the
use of force in contemporary warfare.
DOD should reexamine its doctrine
considering the changing nature of
contflict, the increased prevalence of
noninternational armed conflicts, and
the need to be legally and doctrinally
aligned with its allies and partner nations.
From the perspective of U.S. security
cooperation programs, the requirement
for an updated use-of-force doctrine is
even more urgent because the United
States frequently provides training and
equipment to partners who operate in
the law enforcement paradigm, not the
conduct-of-hostilities paradigm. JFQ
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BeiDou

China's GPS Challenger Takes Its Place on the

World Stage

By David H. Millner, Stephen Maksim, and Marissa Huhmann

lobal navigation satellite systems

(GNSS) provide a service many

people take for granted. The
GNSS applications people use fall into
five major categories: location (deter-
mining a position), navigation (getting
from one location to another), tracking

(monitoring movement of people or
objects), mapping (creating maps of the
world), and timing (calculating time).
Generally, a GNSS has a constellation
of at least 24 satellites in medium-Earth
orbit (about 12,550 miles high) spread
out around the world to deliver global

Commander David H. Millner, USN, is the Senior U.S. Defense Official/Defense Attaché in

Albania. Major Stephen Maksim, USSF, is Chief of the Engineering Liaison Office at the Air Force
Nuclear Weapons Center. Lieutenant Commander Marissa Huhmann, USN, is currently serving as a
Joint Expeditionary Public Affairs Officer in the Joint Planning Support Element under Joint Enabling

Capabilities Command.

service.! Such GNSS capabilities are
considered so essential that countries
and alliances are simply unwilling to
rely on each other for a system that
is now considered indispensable to
sovereignty. GNSS supports millions
of applications that track and analyze
our everyday lives—from farming, to
finance, to reliable Internet. Simply put,
it has become a vital service.

GNSS were created almost 50 years
ago when U.S. scientists pioneered
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Marines with 15 Battalion, 25" Marine Regiment, navigate using Defense Advanced GPS Receiver while on patrol during exercise Northern Viper on
Yausubetsu Training Area, Hokkaido, Japan, January 29, 2020 (U.S. Marine Corps/Jackson Dukes)

a global positioning system (GDS).
Today, four countries operate GNSS:
the United States has GPS, Russia has
GLObal NAvigation Satellite System
(GLONASS), the European Union (EU)
has Galileo, and China has the BeiDou
Navigation Satellite System, usually re-
ferred to as “BeiDou.” Japan and India
have regional systems, and even the
United Kingdom is planning for its own
constellation since leaving the EU.?
With the launch of its final satellite
to reach full system capability, China
completed BeiDou in June 2020, and
much has been made of the system
and its features thus far.?> But BeiDou
is only the latest GNSS to come online
since the United States developed GPS.
Although much speculation and debate
exist, it remains unclear if BeiDou will
matter to the United States and other
Western powers. An examination of the
various types of GNSS reveals differences

in their development and military use/
adoption as well as in international re-
sponse to them. This closer look sheds
light on the likely impact of BeiDou, as

it considers the system’s integration with
China’s Belt and Road Initiative (BRI),
the relationship with Russia and the EU,
security concerns, and relative accuracy.
A careful analysis of BeiDou and the
multi-GNSS environment reveals that,
although BeiDou does not represent a
technological coup for the Chinese, it
does constitute an incremental erosion of
American technical prestige by presenting
a viable alternative to GPS in an import-
ant sector that billions of people around
the world use every day.

GPS

GPS is the first and still predominant
GNSS—so much so that using satellite
navigation is synonymous with the
initialism GPS. GPS was created in the

carly 1970s, when the Department of
Defense (DOD) wanted to guarantee

a stable, accessible satellite navigation
system for military use. DOD launched
its first Navigation System with Timing
and Ranging satellite in 1978; the
24-satellite system reached fully oper-
ational capability (FOC) in 1993.*
DOD is constantly working to improve
its satellites and the system; the latest
block of GPS satellites, GPS 111 /111F,
launched in 2018. These improvements
help maintain GPS as the gold standard
of GNSS.% As of June 2021, a total of
31 operational satellites were in orbit,
including old and new satellites and
on-orbit spares.® GPS currently delivers
two levels of service: Standard Position-
ing Service, which is available to all users
on a continuous, worldwide basis, free
of any direct user charges; and Precise
Positioning Service, whose access is
restricted to the U.S. Armed Forces,
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U.S. Federal agencies, and selected allied
armed forces and governments.”

In the 1980s, President Ronald
Reagan promised civilians they could
gain access to GPS, but a feature
called Selective Availability deliberately
degraded location accuracy. This inten-
tional degradation of GPS signals was
meant to aid national security, as the
feature allowed only “U.S. military and
allies to access the second GPS signal for
better accuracy.”® However, the Selective
Awailability policy increased the error for
civil and commercial users by a consider-
able amount: 50 meters horizontally and
100 vertically.” Users became wary of
U.S. intentions and ownership of GPS.
In May 2000, President Bill Clinton
signed a law discontinuing Selective
Availability. Then, in 2007, DOD stated
it would buy future satellites without the
feature, and it has done so with the GPS
II1/1IIF satellites. Although this shift
from Selective Availability has increased
civil reliance on GPS, other countries
nonetheless have moved forward with
developing their own GNSS so as not to
rely on the U.S. system.

GPS was developed by the U.S.
military; however, the system boasts
availability to users worldwide. The
2010 National Space Policy encouraged
GPS- and GNSS-related international
cooperation.'® The policy directed the
United States to “engage with foreign
GNSS providers to encourage com-
patibility and interoperability, promote
transparency in civil service provision,
and enable market access for U.S.
industry.”!! The policy also states that
the United States may use “foreign po-
sitioning, navigation, and timing (PNT)
services . . . to augment and strengthen
the resiliency of GPS.”12

GLONASS

In keeping with its pattern of imitating
U.S. technology, the Soviet Union
decided to field its own GNSS. Devel-
opment of GLONASS began in 1976,
only 3 years after the United States
started work on GPS."* GLONASS
provides “real-time positioning and
speed data for surface, sea, and airborne
objects around the world.”!*

The first generation of the GLONASS
constellation was fully populated in 1996,
but there was a gap in service between
Kremlin governments: Only 7 of 24 satel-
lites were still in operation in 2002, which
hurt the system’s credibility.’® Eager to
regain its previous glory, the Russian
Federation fully populated GLONASS,
reaching FOC on December 8, 2011.
The current generation once again
features a constellation of 24 satellites.
Active satellites boast longer design life,
superior electronics, more capable radios,
and sturdier hardware.'® As in the case of
GPS, military use and applications, such
as precision-guided munitions, drove
GLONASS requirements. GLONASS
is an unabashedly military system, oper-
ated by the Russian Aerospace Defense
Forces.'” Because the system is global, the
Russian military uses GLONASS in oper-
ations worldwide, such as recent actions in
Syria.!® Adoption of GLONASS was slow,
even inside the Soviet Union and Russia.*”
However, Russia pushed international
adoption around the time GLONASS
regained full operational capability.

An agreement in 2000 allowed China
not only to use GLONASS for basic
navigation but also to field GLONASS-
guided munitions.?’ Multiple sweeping
agreements with China in 2019 include
both the use of GLONASS (discussion
of a previous GLONASS-BeiDou agree-
ment follows later in this article) and
interoperation with ground radar stations
built to support BeiDou.?! In 2008,
Brazil signed up to use and help develop
GLONASS as part of two major agree-
ments on military technology.?? In 2010,
Russia signed an agreement to share the
GLONASS high-precision signal with
India.?® Also in 2010, Ukraine signed an
agreement with Russia to help develop
GLONASS, after having agreed to help
the EU establish Galileo just 5 years be-
fore.?* Then, in 2013, Russia and Belarus
signed a sweeping military and regulatory
agreement that included GLONASS.?®
On the consumer front, Garmin and
many cellphone manufacturers began
supporting both GPS and GLONASS in
2011. These combined GPS/GLONASS
multi-GNSS chipsets for cellphones and
car navigation systems established the

design paradigm used by receivers in
common use today that support GPS,
GLONASS, Galileo, and BeiDou.?

Galileo

Galileo is the European GNSS. The
European Commission and European
Space Agency built Galileo together to
provide their member states with an
independent, European alternative to
GPS or GLONASS, as those systems
can be degraded or denied by their
owners at any time (though the United
States has since pledged not to degrade
GPS).?” Galileo went live in 2016 and
currently has 26 satellites in orbit; it
will likely reach its goal of 30 satellites
in the near future, as it recently suf-
fered a launch delay.?® Galileo currently
provides all of its planned services, but
performance will be enhanced when all
satellites come online. Galileo delivers
an open, free-to-the-public service

and a more accurate Public Regulated
Service that is restricted to military and
emergency services.?

In contrast to its three “peer”
services, which tout precision-guided
munitions that use a secure signal, Galileo
is a “kinder, gentler” system run by civil-
ians instead of the military. Galileo has 28
partner nations, and its Public Regulated
Service security modules must, by law,
be produced in the EU to safeguard the
hardware and software’s intellectual prop-
erty. The regulated service requirements
present obstacles to precision-guided mu-
nition manufacturers, which would need
that information to implement Galileo-
enabled guidance in their weapons.*

During the development of Galileo,
significant tensions arose between the
United States and the EU over the fre-
quency of its Public Regulated Service.
The EU had planned to use a frequency
range that overlapped GPS’s military
frequency. The frequency overlap would
have prevented the United States from
jamming Galileo’s high-precision service
in a wartime scenario without also jam-
ming an encrypted GPS frequency specific
to the U.S. military. The United States
also had serious concerns about China’s
intentions to become a full member of
the Galileo program. The EU eventually
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agreed to alter the planned frequencies
and terminate Chinese involvement.®!

The EU cooperates with various
intergovernmental organizations and
nations around the world to promote
Galileo and leverage it to help EU
businesses.?? Galileo has already been suc-
cessful in receiving industry approval; in
2019, the technology to receive Galileo
signals was incorporated into 1 billion
cellular phones.*® Given the historically
cooperative nature of Galileo, as well as
its minimal militarization, Galileo will
likely provide the United States with ben-
eficial augmentation to GPS.

BeiDou
China decided to develop BeiDou after
the 1995-1996 Taiwan Strait Crisis,
when an unexpected disruption in GPS
caused the People’s Liberation Army
to lose track of'its ballistic missiles fired
over the Taiwan Strait.** China decided
it could not afford to repeat such an
incident and needed to invest in its
own satellite-based PNT system.?® Even
though China had a standing agreement
with Russia to use GLONASS for basic
navigation and GLONASS-guided
munitions, China persisted with its plan
to develop BeiDou.?® Given China’s
emergence on the world stage and
desire for recognition, this move is not
surprising; Beijing desires a GNSS that
it can maintain complete control of.
BeiDou is currently on its third gener-
ation of satellites. In 2000, BeiDou-1 was
completed and began to provide PNT
services to China only; in 2012, BeiDou-2
was completed and began to provide ser-
vice to the Asia-Pacific region.?” The third
and final phase of the project, BeiDou-3,
hit a milestone in 2018 when it began
offering services globally. BeiDou-3’s pre-
liminary system was completed with the
launch of its final satellite in June 2020.38
BeiDou uses two different general types
of service: Radio Navigation Satellite
Service (RNSS) and Radio Determination
Satellite Service (RDSS). RNSS functions
like other GNSS and was designed to have
similar performance. RDSS is significantly
different: A ground station using signals
from the BeiDou satellites calculates a us-
er’s position. The RDSS approach allows

for large-volume message communication
and extended coverage.?” However, any
employment of BeiDou where ground
stations are located allows the Chinese
government to monitor a user’s location.
Both RNSS and RDSS allow the user to
send communications via short message
service (SMS), a feature unique among
the GNSS to BeiDou. The operational
implications for such a feature mean that
the Chinese government has a system to
broadcast messages to any compatible
BeiDou user in the world. The potential
applications for such a feature are limitless.

Although every GNSS broadcasts a
more accurate signal for only military
and government use, BeiDou uniquely
provides these sensitive users with in-
formation about the status and current
accuracy of the navigation signal in real
time.* BeiDou has been widely inte-
grated with the Chinese military since at
least 2014, and the military uses the SMS
feature heavily; it is ideal for communi-
cating among units and headquarters in
remote locations. The military has also in-
tegrated BeiDou into its precision-guided
munitions, including ballistic and cruise
missiles.*! Although China promotes
BeiDou worldwide, especially within the
Asia-Pacific region and BRI countries,
its most developed BeiDou relationship
is with Pakistan. As of December 2018,
as part of a military cooperation agree-
ment with China, Pakistan was the only
country permitted to use the BeiDou
restrictive service.*? Pakistan also signed a
first-of-its-kind agreement with China in
2013 to install five BeiDou ground aug-
mentation stations and one processing
center, allowing greater accuracy in the
country.*

On July 9, 2019, the Consultative
Assembly of Saudi Arabia agreed on a
draft memorandum of understanding to
cooperate on the military use of BeiDou.
The Saudi Ministry of Defense and the
Equipment Development Department
of China’s Central Military Commission
signed the memorandum. This agreement
comes after the Second China-Arab States
BeiDou Cooperation Forum, which took
place April 1-2, 2020, in Tunis, Tunisia.
Before this event, the two countries
reportedly agreed in March 2019 to

“deepen military collaboration to jointly
promote regional peace and stability.”**

China aggressively markets BeiDou
to the private sector, especially as
part of its BRI in Asian countries. In
2013, electronics leaders Qualcomm
and Samsung collaborated to bring
to market the first smartphones that
included BeiDou; their smartphones
and tablets were also the first to track
three GNSS—GLONASS, GPS, and
BeiDou.* Together, this marked an
important milestone for inclusion of
BeiDou in the world consumer elec-
tronics market as well as for the synthesis
of multiple PNT systems on handheld
devices. BeiDou made the transition
to consumer electronics faster than did
GLONASS, having entered the market at
a later point in the maturity of handheld
electronics after two other GNSS (GPS
and GLONASS) had established demand
and precedent. Smartphones began using
Galileo in 2016, and it is now common
for consumer devices to track using
multiple GNSS.# Clearly, the consumer
smart-electronics market saw value in
utilizing other sources of PNT.

By the end 02019, more than 70
percent of Chinese smartphones utilized
BeiDou for positioning services—with
a purported $57 billion in goods and
services tied to the capability. China
aims to use BeiDou, together with its
fifth-generation cellphone technology, to
dominate the market for telecommuni-
cations services, which China envisions
will include next-generation technologies
such as autonomous vehicles. Agreements
to use BeiDou under China’s expansive
BRI have already been signed with 120
partners.*” More than 30 countries, 400
million users, and 6.5 million vehicles use
BeiDou.*® Without abandoning GPS,
thanks to multi-GNSS radio chipsets, the
world has also embraced BeiDou.

Comparisons

In addition to being a full-fledged
GNSS, BeiDou is a critical piece in the
digital architecture of China’s BRI.
Consequently, China aggressively pro-
motes BeiDou as part of its complete
system of wares when it markets to other
countries. China has indeed seen a surge
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of activity regarding BeiDou within the
international community in the past
few years. Security professionals should
anticipate more countries adopting the
system or coordinating with China now
that BeiDou has achieved FOC.
Somewhat surprisingly, Russia is one
of those countries that, despite having
GLONASS, signed a joint GLONASS-
BeiDou cooperation and compatibility
agreement in 2015. This agreement

was followed by a joint Chinese-Russian
Silk Road Project that “marked the
first, large-scale Sino-Russian effort to
share, compare, and systematize satellite
data” in 2017.# By 2018, China and
Russia were able to agree on the same
chipset, giving users “access to the total
of GLONASS-BeiDou zone coverage,
which spans across 40 functioning sat-
ellites” and “encompasses the Earth’s
entire surface,” according to GLONASS

President Alexander Gurko.* This move
created a technological interdependency
between two countries that have long
struggled to maintain a peaceful border.
As a GNSS, BeiDou offers a slight
improvement over GLONASS in terms of
accuracy and availability. When considered
as an entire system with additional ground
antennas, signal post-processing, and com-
munications, BeiDou is superior to GPS,
GLONASS, and Galileo. Time will tell if

Assembly of GLONASS-M spacecraft at JSC Academician M.F. Reshetnev Information Satellite Systems, Zheleznogorsk, Russia, January 12, 2015

(Yevgeny Kurskov/TASS/Alamy Live News)
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Liftoff of Ariane 5 Flight VA240 from Europe’s Spaceport in Kourou, French Guiana, on December 12, 2017, carrying Galileo satellites 19—22

(European Space Agency/Manuel Pedoussaut)

integration with the BRI makes BeiDou
more—or less—appealing to the world.
China’s relationship with the EU’s
Galileo is somewhat murkier. China’s
aborted participation in Galileo not
only gave China BeiDou’s technological
underpinnings but also left it seemingly
unencumbered by any fallout on the in-
ternational scene. Comparing the military
impact of Galileo and BeiDou directly is
difficult because Galileo is civilian-run and
not well-suited or marketed for weapons
systems. Galileo is not part of a broad
infrastructure initiative like BeiDou is with
the BRI. The EU provides Galileo to the
global community without significant in-
stallations in foreign territory or a political

agenda; it does not seem interested in
marketing Galileo as a replacement for
GPS but rather views Galileo as an aug-
mentation or “kinder” alternative (per
marketing). In the commercial domain,
Galileo, much like BeiDou, has been
widely accepted in the international
marketplace for incorporation into both
hardware and software applications. This
level of incorporation will likely soften
any political or economic impact from
BeiDou on the United States simply by
broadening the competition.

Unlike the Huawei 5G cellular
network—another part of China’s BRI
that the U.S. Government is actively
campaigning against in partner nations

due to security concerns—BeiDou does
not pose an obvious security threat to
users outside of Asia, where BeiDou
ground stations are installed. Although
concerns abound that the navigation
signal may be able to install malware into
a user’s device, such possibility is highly
unlikely, according to industry experts.
However, malware could be installed
through the BeiDou receiver chip,
especially in a Chinese-manufactured
device, or if the device uses the two-way
transmission messaging service. Two-way
transmission is necessary for BeiDou to
monitor the location of the user and pro-
vide enhanced, post-processed position
accuracy. Furthermore, most smartphone
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manufacturers are not expected to utilize
BeiDou’s SMS functionality because the
service requires a large amount of power
and is not practical in a nondedicated
device.’! Thus, while many smartphones
in the United States can already employ
BeiDou as a GNSS, there is little security
risk to U.S.-based users, as U.S. law does
not allow the Chinese ground stations,
which are required to track BeiDou users,
to be installed in U.S. territory.®? The
traditional one-way listening activity of
receiving PNT is inherently safe from a
cyber-intrusion standpoint.

Demand for increased location
accuracy—already a driving require-
ment—spurs innovation and competition
in GNSS design. Measurements of accu-
racy depend heavily on the application
and methodology. When solely relying
on a real-time fix from orbiting satellites,
all four GNSS have roughly comparable
performance, given that GLONASS is
closing the performance gap.** However,
adding terrestrial antennas and signal
post-processing, features that BeiDou is
offering right now, promises orders of
magnitude enhanced location accuracy
that the physics of atmospherics and space
flight prevent, thus enabling applications
such as self-driving cars that the public
yearns for.>* The new capabilities will dif-
ferentiate the next generation of GNSS.

Analysis

The fielding of modern preci-
sion-guided munitions is the most
obvious military implication of BeiDou,
though China has had guided muni-
tions with that capability for a long
time—first through GPS and later
through a diplomatic agreement with
Russia. The completion of BeiDou
does have some potentially positive
aspects for the United States and other
global competitors. BeiDou will provide
redundancy for both civilian and mili-
tary applications worldwide; most com-
mercial technology now incorporates
multiple GNSS to take advantage of
that redundancy. This redundancy can
have powerful advantages, like being
able to receive more satellite signals
while in an urban canyon or, while in
open spaces, getting more accurate

positional data by using multiple GNSS.
Militaries and governments worldwide
can use BeiDou for redundancy as well.
For example, American U-2 Dragon
Lady pilots have been authorized to

use multi-GNSS as a backup navigation
system in case the aircraft’s GPS fails.>®
Other U.S. military units could easily
take advantage of BeiDou by incorpo-
rating similar commercial technologies
into their toolkits. The United States
should consider allowing the military to
use multi-GNSS receivers produced by a
trusted manufacturer.

Continued and diversified investment
in space by other countries, especially
peers and near-peers, reduces the strategic
advantage of “nuking space,” whether
literally or figuratively. Whereas in times
past the overwhelming superiority and
number of U.S. space-based platforms
made the space domain itself a ripe target
in a hot war, worldwide dependence on
space, as well as the cost of repopulating
constellations, acts as an incentive to pre-
serve space as a global common.

Early on, the United States enjoyed
a virtually unchallenged upper hand, as
GPS was the gold standard of GNSS;
this predominance made other nations
dependent on the United States. That this
reliance created tension in international re-
lations is evident through the existence of
now-multiple allied and adversary GNSS.
When only GPS and GLONASS were
available, countries worried about their
reliance on just one or two systems. Now a
solid quorum of GNSS gives all countries,
both those with and without their own
systems, a higher degree of confidence
that they can plan on at least one system
being available if another goes down.

Competition breeds innovation,
though, and, even before BeiDou, GPS
competed with both GLONASS and
Galileo in a market that required constant
improvements. That said, BeiDou may
have applied new pressure. The newest
GPS satellites (GPS 111, which launched
in 2018) will have three times better
accuracy, up to eight times improved
anti-jamming capabilities, and a longer
lasting spacecraft.>® With several global
systems currently online, it behooves the
U.S. militarily to ensure that GPS remains

the GNSS of choice. One addition in GPS
III is a new signal that will “make it the
first GPS satellite broadcasting a compati-
ble signal with other international GNSS,
like Galileo, improving connectivity for
civilian users.”®” Of course, innovation
requires fresh capital. The U.S. military
was projected to spend $1.8 billion in
fiscal year 2020 for GPS 111, a figure that
will likely increase as the United States
contends with other GNSS.%® The United
States should focus on building the most
reliable, accurate, and trusted source

of PNT. Copying BeiDou’s two-way
communication method of delivering
improved positioning accuracy at the cost
of revealing user location and costly linear
scalability is not a winning strategy in an
expanding GNSS marketplace.

As worldwide reliance on GNSS
expands, the criticality of these systems
to multiple facets of modern life will
continue to evolve; as a result, questions
of sovereignty will loom as this critical
infrastructure will hang, exposed, in the
global commons of inner space. Tellingly,
it was “desire for political sovereignty
and control over a critical infrastructure”
that sustained Galileo through years of
strained planning and development. The
United States should expect more nations
to realize that depending on another’s
GNSS makes a country exactly that—
dependent. % If China had decided to
forgo pursuing a GNSS when the United
States, EU, and Russian Federation had
pursued theirs, such avoidance could have
been interpreted as a sign of weakness or
inferiority, especially in such a high “face
culture.” After all, China considered
the exposure of its dependence on GPS
to be an “unforgettable humiliation.”®°
Because an emphasis on public image and
a long societal memory are major aspects
of Chinese culture, the United States
should expect that China will attempt to
never repeat this error.

Conclusion

Examining other GNSS programs
offers some unique insights into what
the United States should expect with
BeiDou. Comparing BeiDou with
GLONASS and Galileo reveals that,
although the Chinese system will not
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cause a technological sea change in the
GNSS ecosystem, BeiDou is significant
and deserves attention, since it brings
both security concerns and benefits to
the United States. Through the lens

of Great Power competition, BeiDou
signifies another incremental erosion

of the status of the United States as

the sole superpower. China now offers
sympathetic nations a viable GNSS
alternative to GPS with highly competi-
tive features that essentially did not exist
before. Globally, GPS has been the de
facto choice for PNT services because
GLONASS was a markedly inferior
service, and Galileo is only now coming
into its own. BeiDou changes this status
quo—it is clearly a better alternative
than Galileo and GLONASS.

Despite GLONASS’s rocky start,
Russia was eventually successful in
fielding its system and garnering interna-
tional cooperation and use of its GNSS,
including sharing GLONASS-enabled
precision-guided munitions. Still, while
Russia broke GPS’s monopoly, it did not
represent a fundamental shift in the status
quo, neither was it an adequate replace-
ment for GPS technologically. China has
enormous economic, technological, and
political advantages over Russia to speed
the adoption of BeiDou as an (if not the)
international standard of GNSS.

Galileo, set to reach FOC soon, may
be aptly described as a demilitarized
GPS without the political liability of
single-country ownership. Galileo was
quickly adopted by industry, and with
multi-GNSS receivers already common,
inclusion of BeiDou in most devices prac-
tically ensures that BeiDou will become
the industry standard. It is, however,
unlikely that BeiDou will displace GPS
as the GNSS of choice for either military
or civilian functions worldwide—BeiDou
will likely become just another tool in the
kit for most applications.

BeiDou does not pose a security
threat for American users because the
United States will not allow BeiDou
ground stations in its territory; however,
for nations participating in China’s BRI
and taking advantage of the additional
capability that ground stations oftfer,
security is a concern. These nations are

sacrificing privacy for access to superior
service. Geopolitically, China has already
sold access to its military-only signal to
Pakistan and Saudi Arabia, allowing these
countries to use BeiDou-enabled preci-
sion-guided munitions, which need not
rely on other foreign GNSS, thus com-
plicating any U.S. effort to deny these
nations military-grade PNT capabilities
directly through GPS.

BeiDou brings some benefits to the
United States and the global community.
Multi-GNSS receivers provide redun-
dancy, additional features, and better
positional accuracy, and BeiDou only
deepens these advantages. Chinese invest-
ment in BeiDou also reduces the risk of
conflict in the space domain, since physi-
cal destruction of any satellites puts other
satellites in that orbit at risk, making
kinetic conflict in space a shakier propo-
sition. Finally, BeiDou forces all systems
to innovate or risk becoming obsolete.
The United States should take advantage
of the benefits BeiDou provides while
maintaining a vigilant eye on the security
threats and implications that it brings.
With the prestigious work of pioneering
GPS complete, many other countries now
join the United States in space, vying for
dominance in navigation. The Nation
would benefit from continued technolog-
ical advances in GPS to keep it the gold
standard of GNSS in this increasingly
competitive field. JFQ
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An Interview with
Richard D. Clarke

JFQ: What arve your priovities as com-
mander of U.S. Special Operations
Command [SOCOM |? Have these
changed since you took command in 2019?
If so, how and why?

General Richard D. Clarke, USA, is Commander of
U.S. Special Operations Command.

General Clarke: When I came into
command, I had some thoughts
about priorities and where to take

the command, having just come from
the Joint Staff. I was also given some
great guidance from Secretary [James]
Mattis who put me in the position. I
sat down with all the commanders and

the senior enlisted leaders, and we set
the priorities.

Those priorities have largely remained
unchanged: compete and win for the
Nation, preserve and grow readiness,
innovate for future threats, advance part-
nerships, and strengthen our force and
family. While I would argue that the op-
erating environment has changed in those
years—and it’s now clear that China is our
pacing threat—these priorities are timeless
for SOCOM going into the future.

JFQ: As you know, SOCOM has three
Department-wide coordinating authority
roles: countering violent extremist o15n-
nizations | CVEOY], countering weapons
of mass destruction [CWMD |, and the
Internet-based military information
support operations [ MISO]. How do you
see global security challenges affecting the
ability of special operations forces [SOF] to
perform these missions and your ability to
stay veady and modernize?

General Clarke: 1t’s important first to
talk about how coordinating authority
is supposed to be executed and what a
coordinating authority even is. The way
I look at coordinating authority is that
it is to lead planning, assess, and provide
recommendations. And in that role,
I provide those recommendations in
those three areas you just brought up.
But every Service and every combatant
command is critical to helping address
CWMD, CVEO, and Internet-based
MISO—or WebOps. They all know the
information space is important.

I think we can all agree that terror-
ism and violent extremism aren’t going
away. They’re still threats. But we must
approach countering these threats in a sus-
tainable way because in the long run, they
are not as important as the pacing threats
or those near-peer threats we’re seeing
today with Russian activities in Ukraine.

For the CWMD threat, I think we
should all be more concerned about where
that is. On the nuclear basis, everyone’s
seen the buildup that China has under-
taken with its nuclear capabilities. For the
first time in our history, we’re going to
have two near-peer nuclear threats.
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But then look at the chem-bio [ chem-
ical-biological] aspect. On the bio side, all
you have to do is look at COVID-19 and
what the pandemic has done to our na-
tion. Then if you look on the chem side,
the bar has been lowered on two fronts.
One is the barrier to entry. Terrorists
have used sarin and mustard gas in Syria
and Iraq. And we know for a fact that the
capability for terrorists to use chemical
agents is there.

Then we’ve had state actors—like
Kim Jong-un—using it against a fam-
ily member. There have been several
instances that prove the Russians have
used it against political adversaries of the
Russian government outside their own
soil—in a U.S. Ally’s territory. We all are
sure that the landscape is changing and
that we must in fact prepare the joint
force for those possibilities.

Finally, the other important coordi-
nating authority is WebOps or MISO.
This is critical to campaigning in the gray
zone because it’s below the threshold
of contflict. As everyone is aware, misin-
formation and disinformation are being
sown by many of our competitors, and
the problem is only growing. We have to
be able to see that in real time. But we
also have to be able to counter with all
clements of statecraft.

I think we’re seeing great examples
of that today where we, as a government,
are releasing intelligence to show malign
behavior and are going public with it.
And once it’s been released publicly, it’s
then being reinforced in the information
space by many. It’s a great example of
how information operations are going
to remain critical going forward—as
you look at integrated deterrence and

deterring our adversaries. We’ve all stud-
ied deterrence theories, and it is as much
in the mind of the person you’re trying to
affect. That is important.

JFQ: Special operations arve so heavily de-
pendent on the quality of the people who
carry out these missions. How are your
units leveraging the diverse talents, skills,
and backgrounds of your special opera-
tors and their pavtners while performing
their missions?

General Clarke: SOF truth number
one: Humans are more important

than hardware. We continuously come
back to that. That fact will remain
inviolable. We are going to continue to
recruit and retain the best talent that
our nation can provide.

Special operations forces from Cyprus, Greece, Serbia, and United States board Greek CH-47 Chinook during ORION 21, June 3, 2021

(U.S. Army/Monique O'Neill)
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Special Warfare Combatant-Craft Crewman candidates from Basic Crewman Selection Class 111 low-crawl under obstacle during “The Tour” at Naval
Special Warfare Center in Coronado, California, June 1, 2020 (U.S. Navy/Anthony W. Walker)

Today’s challenges continue to show
that the number one SOF value proposi-
tion is our people. It’s the culture of who
we are—our innovative problem-solvers.
We’ve been emphasizing that they’re part
of'a cohesive and disciplined team that’s
going to accomplish some of our nation’s
hardest missions.

Those dedicated and trusted profes-
sionals are forward, fighting in combat
zones, but also working with allies and
partners. And they’re conducting the
WebOps MISO. It’s emphasizing the
whole of our force.

What we’re trying to do at all times
is tap into our nation’s incredibly deep
pool of talent. And we welcome anyone
who wants to join our formation who is
capable of meeting our standards—from
all walks of life.

Alot of people think about SOCOM
as just the military component. In addi-
tion to 70,000 Active-duty members, we
also have 10,000 civilians who are part of
this team. Some of them deploy with us,

but a lot of them are technical experts—
whether it’s in acquisition, technology,
or procurement of our special operations
equipment. We have talented profession-
als throughout—to include our artificial
intelligence and machine learning experts
that are coding and helping us develop
new capabilities across the board.

We’re going to recruit and retain
a very diverse force with cultural and
language expertise. Inherently, we are
also a joint team. If you come to SOF,
you know that we’re “born purple.” I’d
say we integrate with the joint force at a
lower echelon than any other force.

JFEQ: How do you see the special operators in
relation to achieving the concept of jointness?
What is the working rvelationship between
your command and the Services that provide
the capabilities you task? Do you see areas
where the Services and National Guard
might better leverage what special operators
bring to the joint force?

General Clarke: As 1 said a moment ago,
many say that if you come into SOF, you
are born purple. We inherently work as a
joint team, and we bring joint and com-
bined solutions at a lower echelon than
any other part of our joint force. This was
born out of Operation Eagle Claw with
the failed rescue attempt [of American
hostages in Iran] that brought about our
modern-day SOCOM.

It also addresses the realities of our ad-
versaries’ malign behavior because we must
come together to see and understand. And
we need to build access and placement
to reach locations that small teams can
access—but with a joint capability that
can help solve those problems. Because
our forces are inherently joint, they can
reach back into the best of the Services and
bring in those lessons learned and those
experiences from both the SOF and the
conventional sides of the force.

One thing that we must be aware of is
that SOF can’t be the easy button or the
solution to everything. There have been
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times when it’s just more convenient or
casier to say, “Let’s get SOF to do it.” We
have to stick with our core missions.

We shouldn’t be put into a conven-
tional-type fight when we’re not the
appropriate tool. Back in World War 11,

a Ranger battalion was completely wiped
out in Italy because it wasn’t properly
employed. If we’re not careful and obser-
vant, the same type of activities could take
place today. We always have to be very
cognizant of that.

JFQ: As o combatant command with
unique Title X authorities to develop
budget input for DOD [ Department of
Defense] and to divect spending, what has
been your experience with Congress in advo-
cating how you train and equip your force?

Geneval Clarke: We as a force are more
integrated, credible, and capable than
ever before and that really stems from
the steadfast support of Congress.
Congress established SOCOM in 1987.
That was against the recommendations
of the Chairman of the Joint Chiefs of
Staff. As I discussed ecarlier, this was
born from Operation Eagle Claw in
1980. Senators [Sam | Nunn [D-GA |
and [William ] Cohen [R-ME] realized
it, and they legislated it.

If you read the history of how
SOCOM was created, the Services did
not want to give up their own individual
special operations forces that had been
created. Congress realized that it needed
to strengthen joint interoperability, espe-
cially for high-risk missions. Needs were
emerging as terrorism was popping up
around the globe.

But what Congress did that specifically
made SOCOM special was the unique ac-
quisition authority that it directed—with
specific funding that didn’t have to go
through the Services. That was really the
power behind what created SOF.

Every time I talk to Congress, I
talk about their key role in this—but
then how much we value the oversight
of Congress along with the civilian
DOD side, specifically an ASD (SO/
LIC) [Assistant Secretary of Defense for
Special Operations and Low-Intensity

Contlict]. Congress directed its standup
at the same time for that oversight
aspect. That’s an important part that
aligns with the Constitution—with civil-
ian oversight and a military accountable
to civilian leadership. Congress asks me
tough questions all the time, and they
should. When we get congressional
delegations into SOCOM headquar-
ters—and to all our subordinates and
oversecas—we welcome those visits.

While we’re a very small part—about
3 percent—of the DOD budget with
about 2 percent of the force, Congress
still pays an incredible amount of at-
tention to us, and they should. The
American public and Congress must trust
in special operations forces, and we must
sustain that every day.

JFQ: Many conflict zones ave not tradi-
tional ones and lnbeling these situations has
become o popular industry with names such
as gray zones, asymmetric warfare, and
competitions short of war. How does your
command describe these challenges and
plan to account for them?

General Clarke: None of us should
be surprised by this. Our rivals have
studied us, and they know that we
have incredible and overwhelming
power in our joint force. They won’t
challenge us directly. We expect them
to seek advantage through asymmetric
means. But that doesn’t mean we
shouldn’t just keep moving along
without paying attention.

SOCOM’s position is that we can
operate in this gray zone and counter our
adversaries. We’re born out of this. Go all
the way back to our roots with the OSS
[ Office of Strategic Services] in World
War I1, when small teams jumped into
France and helped the resistance forces.

That’s one example of using asym-
metric capabilities. Because at the end of
the day, this is about undermining adver-
sary confidence. They are going to think
twice that their aggression can succeed or
that it will be easy.

What SOF does is present multiple
dilemmas. We expand those options to
threaten what an adversary may hold

dear. We can place some of those adver-
sary assets at risk. We can fight in the war
around the edges without having to be
directly involved. We set the conditions
for that today.

Think about a place like the Baltics
right now. We’ve been working with
our Latvian, Lithuanian, and Estonian
partners for decades in Afghanistan.

But we’re also with them right now in
their countries training alongside them,
looking at their resistance capabilities,
and continuing to think about how they
could, in fact, resist as nations.

I think this will be a great lesson as we
look at potential conflict zones around
the world—to be there before they start.
Building those capabilities with our allies
and partners presents an unmatched ad-
vantage. We have the culture and language
capabilities and the understanding of what
irregular warfare could be. For compe-
tition in the gray zone, it’s not just our
adversaries contending there, but SOF and
the joint force can compete there as well.

JEQ: Can you discuss how you see the
impact of technology that used to be solely
available to nation-states and their mili-
taries but is now available to anyone who
can buy it? What ways arve you working to
operate in such a world?

General Clarke: There’s multiple
examples. Right now, one of the most
pressing threats is the UAS [unmanned
acrial systems] threat. These are the
IEDs [improvised explosive devices]
of the future. Everyone remembers
2003-2004 when the number one
killer of our forces was IEDs—first

in Iraq, and then it transitioned into
Afghanistan. Now, an IED has wings
and it can move. The wire that con-
nected that IED or the remote device
is now harder to defeat.

We’re seeing our adversaries really
pick up their game in this area—again
starting in Iraq. You can clearly see where
this technology of small UAS can grow.
That’s one example that is concerning.

We’re also developing technologies and
capabilities to counter them and then look-
ing where we can be “left of launch” to
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disrupt supply chains, transportation, [and ]
development before it’s too late. Then we
only have to defeat them “right of launch”
when we’re trying to shoot down the final
UAS that could be coming at our forces.

The tuture of UAS leads to another
technology—Al [artificial intelligence |
and machine-learning. One example of
using those and UAS together would be
in swarming and remotely operated or in-
dependently operated technologies. We’re
really looking hard within SOCOM, train-
ing leaders in artificial intelligence and in
machine-learning and exploring capabilities
to counter those technologies.

The final technology I’ll talk about is in
the information domain. Our adversaries
compete at very low cost, using misin-
formation and disinformation. We’ve got
to develop technologies to counter those
efforts by using Al and machine-learning
to immediately identify and counter those
messages before the narrative gets wide dis-
tribution. All of those are really important
in today’s environment.

JFQ: U.S. Special Operations Command
15 also unique in that it is the only com-
batant command with an education
mission that is embodied in the Joint
Special Operations University [JSOU].
How will your command leverage this
evolving professional military education
capability to your advantage?

General Clarke: Go back to our found-
ing and that unique authority where

we are required to oversee SOF-unique
training. That’s why we have a JSOU.
That is tied to the broader joint edu-
cation and training mission. That’s still
SOF truth number one: Humans are
more important than hardware.

We must invest in those people by
continuing to train and educate those in-
novative problem-solvers. JSOU sharpens
the edge of SOF by investing in our junior
leaders by training and developing them.

They’re also specifically looking
at the priorities of this command and
where this command needs to go.
They’re developing coursework that
is specific to those problems. And that
unique training includes some of the

coordinating authorities—teaching
specific classes on CWMD or teaching
classes on the gray zone, campaigning,
and integrated deterrence.

Because JSOU is on the SOCOM
campus, it is deeply integrated with the
staff. Our J5 and our JSOU president are
closely linked for that thought process
and for the development of the future
SOF force. It’s incredible what they’re
doing there. JSOU is involved in all our
commanders’ conferences to see where
the command is going and how to be
linked. I consider it one of SOCOM’s
most important resources in the training,

equipping, and development of our force.

The other thing that JSOU does in
addition to teaching is they do detailed
research looking deep into some of our
most vexing problems. As I talked about
earlier with the J5, they’re helping us
solve those problems. That research is
a big advantage for us, and some of it is
cutting-edge. There’s a huge ecosystem
of civilian educations programs and in-
stitutions that can really help us. They’re
going to places like NDU [National
Detense University], but also going to
Carnegie Mellon or the Fletcher School
at Tufts to bring in expertise—whether
on counterterrorism or WMD. JSOU
really helps us in those areas, too.

JEQ: How will the rise of the U.S. Space
Force affect your command and special op-
erations forces? As a force bighly dependent
on what the Space Force provides, what
opportunaities do you see for your command
to assist in how the Space Force evolves?

General Clarke: Space is a critical
domain. SOF is and will remain reliant
on space-based capabilities. But I also
want space to view SOF as an enabler
to space in the future.

I do think that a great triad can exist
between cyber, space, and SOCOM. As
I told Secretary [ Mark] Esper as we were
discussing operations in space, I said that
I’d recommend we don’t talk about i
space, but we talk about this for space.
The space capabilities start here on the
terrestrial side. We have to protect our
own capabilities, but we could also hold

adversaries’ terrestrial base capabilities at
risk.

SOF’s unique access and placement
can provide those opportunities in the
future. We realized the importance of
space and the need to continue to work
very closely with SPACECOM [U.S.
Space Command | and the Space Force
to provide those capabilities for the joint,
all-domain warfighting aspect.

JFOQ: As a graduate of the National War
College who bas obviously been successful in
your post—joint professional military educo-
tion experience, looking back on that year,
what advantages did National Defense
University provide you? What would you
recommend to the fiaculty to consider when
developing strateqy velated conrses for fu-
ture leaders like yourself?

General Clarke: First, I thank NDU for
that great year in 2006-2007. I had just
finished about 5 years focused directly on
combat. I had conversations about those
experiences not only across the joint
force but also with interagency partners
and allies—to reflect on where we were
going, where we’d been, and where we
were going in the future. That exposure
for me to all elements of our national
command and infrastructure as well as
our international partners was invaluable.

I had some world-class instructors
who stretched me. But it was also a time
to reflect and think. What I found was
that year was just one step of what must
be a lifelong investment in the profession
and in continued study as a military
professional. You cannot remain static.
You must continue to read and develop. I
have found that I read and study more in
each subsequent year. The National War
College gave me some ideas and gave me
some frameworks to help look at prob-
lems into the future. JFQ
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Army Green Berets assigned to 1% Battalion, 10* Special Forces Group,
prepare to breach and enter building as part of Close Quarter Battle

training in Germany, May 5, 2020 (U.S. Army/Thomas Mort)

Rediscovering the Value of
Special Operations

By Isaiah Wilson 111

oday, America’s special operations

forces (SOF) face a moment of

strategic inflection and identity
reflection at the threshold crossing of
two fundamental questions: How has
the character of global geopolitical com-
petition changed? What are the impli-
cations for the future roles, missions,
and force structures (that is, future
utility) of SOF for the 2020s through
the 2050s? Even as the United States

Dr. Isaiah (Ike) Wilson Il is a Professor of
Political Science and President of the Joint
Special Operations University.

enters this age, this new era brings new
demands of striking a rebalance from
its focus for the past two decades on
countering terrorism, violent extremist
organizations (VEOs), and insurgencies
to coping with threats of confronta-
tions between so-called Great Powers.
Tomorrow’s special operations and SOF
must adjust accordingly.

Lessons Gathered but

Not Yet Learned?

Amid all the present-day ambiguities
and grayness in all things, including
security and defense matters, perhaps

the one thing crystal clear is that we
must learn lessons from the past and
make changes now to best face the
future. And from such a “back to our
futures” review, one lesson is clear: SOF
is, as it has always been, a great value
proposition for our country.

As we continue to think about and
work through this question of (re)
defining SOF’s utility in Great Power
competition (GPC), we need to go
back to fundamentals. The win in this
environment of competition is, as it has
always been throughout the history of
special operations, in “left-of-boom”
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Table. SOF Activities

MISO

Military information support
operations are planned to convey
selected information and indicators
toforeign audiences to influence
their emotions, motives, objective
reasoning, and ultimately the
behavior of foreign governments,
organizations, groups, and
individuals in a manner favorable to
the originator’s objectives.

uw

Unconventional warfare consists
of actions to enable a resistance
movement or insurgency to coerce,
disrupt, or overthrow a government
or occupying power.

CAO

Civil affairs operations enhance the
relationship between military forces
and civilian authorities in localities
where military forces are present.

SR

Special reconnaissance consists
of actions conducted in sensitive
environments to collect or verify
information of strategic or
operational significance.

SFA

Security force assistance includes
activities based on organizing,
training, equipping, rebuilding, and
advising various components of
foreign security forces.

FID

Foreign internal defense is
comprised of activities that support
a host nation's internal defense

and development strategy and
programs designed to protect
against subversion, lawlessness,
insurgency, terrorism, and other
threats to their internal security,
stability, and legitimacy.

HRR

Hostage rescue and recovery
consist of offensive measures
taken to prevent, deter, preempt,
and respond to terrorist threats
and incidents, including recapture
of U.S. facilities, installations, and

sensitive material in overseas areas.

CcT

Counterterrorism includes actions
taken directly against terrorist
networks and indirectly to influence
and render global and regional
environments inhospitable to
terrorist networks.

C-WMD

Counterproliferation of weapons of
mass destruction describes activities
to support U.S. Government efforts
to curtail the conceptualization,
development, possession,
proliferation, use, and effects of

Cl

Counterinsurgency is the blend

of civilian and military efforts
designed to end insurgent violence
and facilitate a return to peaceful
political processes.

DA

Direct action includes short-
duration strikes and other
small-scale offensive actions
employing specialized military
capabilities to seize, destroy,
capture, exploit, recover, or damage

FHA

Foreign humanitarian assistance
is the range of DOD humanitarian
activities conducted outside the
United States and its territories to
relieve or reduce human suffering,
disease, hunger, or privation.

weapons of mass destruction, related
expertise, materials, technologies,
and means of delivery by state and
nonstate actors.

designated targets.

operations, activities, and investments.
The key is comprehensive integrated
deterrence. In other words, the win

is achieved through placing the joint,
interagency, intergovernmental, multi-
national force in positional advantage
over competitors and adversaries
through access, placement, and strategic
influence, setting the conditions for the
possibilities of winning before—or even
without—the fight.

As the United States and the West
learned in the 20" century, preventing
the Cold War from going hot was an
essential element in the theory of victory
in the strategic rivalry between totalitar-
ianism and communism on one side and
democracy and capitalism on the other.
The United States and its allies and part-
ners achieved their geostrategic interests
in the Cold War without fighting the
Soviet Union directly in open armed
conflict, and the same logic can apply in
the 21* century.

GPC is the high end of a rising scale
of international relations ranging from
interactions of cooperation, competition,
conflict, and classic war. The potential
impact of SOF’s utility in an environment
of competition will demand, as it always
has, anticipating, finding, and creating
ways and opportunities that allow the
Nation and its allies and partners to do
two things simultaneously: lower the
amplitude and the temperature of com-
petition and conflict between competitors
and deter and prevent a next Great Power
war from happening at all.

SOF must compete in the infor-
mation space and not concede to their
adversaries. Today’s new compound se-
curity normal for SOF will be to operate
in remote, denied, and disrupted envi-
ronments under ubiquitous intelligence
surveillance with the threat of targeting
by high-end military capabilities, includ-
ing weapons of mass destruction, where
the cyber and electronic warfare domains

are contested and increased scrutiny is
routine. We will need to return to the
ideas of special operations use and utility
that empowers SOF as Sentinel, prepar-
ing the environment as the frontline
ambassadors of the joint force and as the
“first three feet” employed in any com-
petition or confrontation zone.

Rediscovering SOF for a

New Age: A “Back to the
Future” Approach

To understand and appreciate SOF of
the future, we must understand SOF
then to now. From an organizational
perspective, arguably, there have been
three previous ages of U.S. special oper-
ations, beginning in World War I with
the “Wild Bill” Donovan years and the
Office of Strategic Services. The 1960s
perhaps mark an official beginning of
the second age of SOF. President John
F. Kennedy was visionary in his efforts
during this time to increase the capability
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of the Department of Defense pointedly
in the conduct of counterinsurgency

and unconventional warfare, focused at
the time, as President Kennedy stated
plainly, “against the struggle against
despotic insurgency.”! The so-called
third age was the period of a global war
on terror and finding China and Russia
probing the perimeter of their spheres of
prior influence and to an extent beyond.
Key events marking the transition from
this third age to the fourth age can be
appreciated in compounding occurrences
dating back to “spring movements” as
carly as 2006. These movements began
with the orange and green movements
of the Republic of Georgia, Ukraine,
and Iran, continued through Arab
variations of the same including Egypt
(2010 and a second wave in 2013), Syria
(2011), and the ongoing Syria-Iraq
compound conflict (which began in
2014), just to name a few.

The U.S. and North Atlantic Treaty
Organization (NATO) withdrawal from
Afghanistan in late summer of 2021
may mark an ending of the third age.
However, the fourth age is marked by a
clear exploitation of traditional Western
institutions and influence, especially at
fragile geographic and sectoral nexuses
and with the Russians and Chinese openly
no longer playing by established rules
and norms. One need look no further for
examples than China’s island-building
activities and Russia’s “little green men”
territorial incursions.

SOF’s Enduring Value at the
Intersectionality of Threats

The new Interim National Security Stra-
tegic Guidance speaks to all these aspects
and dynamics of a “compounded security
threats” world in terms of an “inter-
sectionality of threats.” At the heart of
such intersectionality lies a new security
dilemma—the compound security
dilemma—that today, much more than
in the past, demands nothing less than a
working at the nexuses and between the
boundaries and seams of our own created
divisions between matters of “defense
and security” from the traditional and
nontraditional “water’s edge” that sepa-
rates the foreign from the domestic.

SOF have incredible value in this
intersectional space. And they always
have. SOF understand gray zones and
are making sound adjustments to not
only compete but also prevail. As we—in
collaboration with the joint force, our
interagency partners, and our foreign
country allies—look ahead, SOF must
once again gain the influence, lever-
age, and positional advantage (that s,
physical, virtual /digital, and cognitive)
necessary to compete and protect the
Nation’s interests short of armed conflict
while also establishing the ability to tran-
sition rapidly to combat if, when, and
where required, enabling our country
and its allies to deliver overmatching
decisive combat power. Choosing the
right tools at the right time and for the
right problem to be solved is the most
imperative gray matter requirement for
SOF leaders today and for the SOF pro-
fessionals of tomorrow.

SOF mission sets, in and of them-
selves, have not significantly changed.
However, the environment in which they
are conducted has continued to change
significantly. This was true for the last
20 years that found special operators
missioned more in roles of direct action,
crisis response, counterterrorism, and
counter-VEO profiles, but not exclusively
so. One benefit of 20 years of countering
VEOs is the strong ties we have to the
interagency community, not to mention
allies and partners. This was just as true
throughout SOF’s prior 55 years of use
and utility dating back to World War II.
And this will remain true in future years.

SOF is tailor-made to conduct mil-
itary information support operations,
psychological operations, and influence
operations. There will be great need for
these capabilities now and in the future.
Again, working with and through alliances
and partnerships is not just a nice-to-have
additive, but rather an essential part of
any intended winning solution. Building
partner capacity, advising and assisting
indigenous resistance forces, and leverag-
ing language and cultural knowledge are
longstanding SOF strengths.

Operating with and by proxies and
surrogates, through partners, and in the
gray zone are just additional longstanding

SOF applied art and strengths. Using
commercial-off-the-shelf equipment and
being flexible, agile, and on the cutting
edge of technology are other classic SOF
strengths that will be as vital as we move
into the fourth age.

Tech-Enabling Tomorrow’s
SOF HEZRO
The compound security character of the
global security environment is such that
it will demand a future utility of SOF
that is equally compounded: a compre-
hensive combination of all the skills,
techniques, and uses of technological
and operational methods of all three
preceding ages, amplified by 21%*-cen-
tury technological advancements.
Nothing less than this comprehensive,
joint-combined utility of SOF philoso-
phy, culture, and approach is required
for overmatching power in and under
fourth-age conditions and in this period
of rebalance for assuring an integrated
deterrent power capacity for the Nation.
The dynamics of stability and control
are changing as emerging technologies
such as 5G, artificial intelligence (AI),
and the Internet of Things lead to a
decentralization of influence and less
hierarchical political structures. Rapid ad-
vancement and proliferation of these new
technologies is also redefining traditional
views and norms on such things as what
it means to win, what constitutes a crime,
and what behavior is acceptable in (post)
modern war. SOF leaders must be able to
apply Al Future SOF professionals must
be(come) Al-ready leaders.

Special Operations as Part of
Integrated Statecraft Solutions
In addition, SOF’s utility must be
considered not as transactional but
rather transformational. The way we
measure the return on investment on
SOF must be measured in new ways
that fully acculturate the interests and
capabilities of allies and partners into
our own national use and utility of force
strategies and calculations. This is com-
prehensive joint-combined readiness.
Looking ahead, SOF force structure,
capabilities, and design will also likely
need to adapt significantly to this new
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era. In this fourth age, geography has
returned with a vengeance as a govern-
ing dynamic of international relations.
Also, positional advantage is once again
a determinative factor of this new com-
pound security world (dis)order. This
speaks to matters of geostrategy and is
vital because attaining strategic influ-
ence from key geographical areas is an
essential element to the disruptors’ play-
books, and more pointedly, to China’s
expansion globally as they seek to cou-
ple targeted control and access to key
geostrategic locations to outmaneuver
and hold at risk U.S. interests regionally
and globally.®> And much of China’s and
Russia’s actions are done in a manner
that operates outside traditional bound-
aries set by long-standing international
rules and norms.

While the United States cannot
and should never envy such subversive
approaches that seek to undermine the
rules-based international order, much
less attempt to replicate them, we can
instead orient our efforts on positive
aims that reinforce our democratic
values and ideas that underpin our
conceptions of political sovereignty
and territorial integrity, the very cor-
nerstones of the international system
we seek to strengthen in our strategic
competition with China and Russia as
major power-brokering disruptor states
along with other malign actors. We do
this by helping our allies and partners in
their efforts to build national resilience
and resistance against predatory, subver-
sive, gray zone threats and by helping to
shape mutually beneficial security envi-
ronments through our foreign assistance
and security cooperation programs. As
far back as its origins in World War I,
support of national resistance and resil-
ience operations has long been a core
competency of special operations as well
as a cornerstone to SOF’s use and util-
ity as an early indication and warning,
strong-pointing, and “rheostat” capabil-
ity for the Nation.

As we know, Russia, China, and Iran
are deliberate in the what and the where
of their activities, and it is the where
that makes issues of geostrategy all the
more relevant. For example, amplifying

around 2014, Russian operational reach
in Crimea, Cyprus, Greece, Egypt, and
Syria has been about ensuring that there
is a buffer zone (Ukraine) between Russia
and NATO, about holding the eastern
Mediterranean sea lines of communica-
tion at risk, and about restoring Russia’s
role on the world stage.

When it comes to China’s Chinese
Communist Party (CCP), its economic
activities through the Belt and Road
Initiative (BRI) are significant indicators
of China’s global ambitions. China’s
efforts in Latin America involve gaining
influence to place the Panama Canal in
a series of overlapping influence levers
to salami slice to a new normal of either
control or positional denial of U.S. access,
basing, and overflight, all while carving
away support from Taiwan via BRI finan-
cial inducements to fragile democracies in
the Western Hemisphere. With regard to
Africa, China is outperforming the United
States diplomatically and economically.
China has more embassies in Africa than
the United States, which erodes American
influence and the dwindling support for
Taiwan from previously friendly African
states. China is now Africa’s largest trad-
ing partner and the largest bilateral lender
to many African countries, “creating an
asymmetric power dynamic with the po-
tential for dependency.”

Chinese strategists think and write
using geopolitical terms, dividing the world
up into regions or zones, and deploy con-
cepts such as “heartland” and “rimland”
in their works with frequent direct referrals
to the great geostrategic theorists such as
Sir Halford Mackinder and Alfred Thayer
Mahan. SOF leaders need to think and
act in geopolitical and geostrategic terms
as well, particularly if they seek to achieve
intellectual overmatch against their CCP
and Kremlin counterparts.

We must also recognize that our
competitors and adversaries have already
redefined the notion of competition,
even of warfare itself, and the role of
their militaries within it. Loosely re-
ferred to as the X in special operations,
objectives—or rather the specific goal
that directs and purposes every military
operation—have often been mistakenly
considered only in terms of the physical

domain.’ The concept of the X has
now become all-domain, demanding
a reframing of the way we fight in the
future and a reframing of even what
constitutes a fight itself. In the fourth
age and under conditions of compound
security, special operations professionals
must be trans-domain problem-solvers.
A geostrategic positional advantage
approach also forces a competitor or ad-
versary to focus their resources at what
the famed George Kennan called the
“strong points.”¢

For this next age, we will need SOF
to play point-versus-area defense at or
proximate to these geographic, human
security, and cognitive strong points. And
in so doing, it is important to note that
the point of action may be far removed
from the point of effect. And in that
sense, SOF can indirectly affect behav-
ioral and decisionmaking calculations
through actions that may be in other
physical and nonphysical (for example,
virtual, cognitive, and ideational) do-
mains. This is the exact logic of placing
combined joint interagency task forces
(CJIATFs) within combined joint special
operations task forces placed at or proxi-
mate to the geostrategic nexuses.

SOF has employed this logic world-
wide and through several evolutions
of the find, fix, finish, exploit, analyze,
and disseminate actionable-intelligence
CJIATF process. For example, in Iraq,
SOF Task Force 714 was able to adapt to
the mission of finding and dismantling
al Qaeda in Iraq through the fusion of
interagency, intergovernmental, and
allied and foreign country partner col-
laboration, producing the very sort of
big data—supported, intelligence-driven
operations throughout and at key crit-
ical locations across a vast theater of
operations and activities that is intended
when we speak of whole-of-government
solutions.” It is through such command
and control and force-projection plat-
forms—strategically placed, sustainable
counterterrorism plus GPC platforms—
where use (employment) and utility
(service provision) of SOF can and must
be combined and integrated and where
and how compound threats can be over-
matched in cost-effective ways.
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Two Navy Special Warfare Combatant-Craft Crewmen assigned to Naval Special Warfare engage target during joint live-fire training exercise with
Hellenic navy operators from Underwater Demolition Command, in Aegean Sea near Greece, July 16, 2020 (U.S. Army/Aven Santiago)

Another Case in Point: Syria

We need to look no further than
SOPF’s operational placement in and
throughout northeast Syria since 2014
and how that presence and those

roles have evolved over time for proof
of principle of SOF’s utility beyond
counterterrorism and counter-VEOs,
beyond the context of the war on
terror, and moreover, as an expression
of integrated deterrence in action.
What began as an effort to destroy the
physical manifestations of the caliph-
ate through direct action, raids, and
strikes, many times in concert with
state and nonstate actors committed
to defeating the so-called Islamic
State (IS), quickly became a mission
to deter further Russian (and Turkish)
territorial provocation, assure new
partners (Syrian Kurds), deny freedom
of action to Iran and its surrogates and
proxies, defend critical resources and
infrastructure, deny any resurgence of
IS as an existential threat to friendly
regional governments, and maintain
U.S. access and influence where the
East and West truly converge.

The fact that the U.S. Government
did this with such minimal investment,
while assuming acceptable risk, must be
understood and appreciated, even lauded,
for what it was: a new paradigm in which
the use and utility of SOF goes well
beyond its two decades of direct action
merely in the context of counterterror-
ism, but instead where direct action and
counterterrorism are integral use-of-force
activities endemic to, and not separate or
separable from, GPC.

In this enlarged context, from use
to utility of force, SOF serves as the
regulating rheostat for a new geopolitical
environment that challenges conventional
wisdom but demands new ways of think-
ing and acting toward an array of threats,
state and nonstate, and the underlying
conditions that drive them.

Implementing Change: The
Future of SOF Professionals

We will maintain the proficiency of
special operations forces to focus on crisis
response and priovity counterterrovism
and unconventional warfare missions.

And we will develop capabilities to better
compete and deter gray zone actions.

—Interim National Security Strategic
Guidance

In today’s strategic environment,
information technology has significantly
enabled action in the cognitive domain.
For SOF, the cognitive domain is the
primary medium through which we
operate. As we transition through an
era of attempted strategic control, we
will move into an era of strategic influ-
ence, the currency of (Great Power)
competition. This demands a new SOF
H.E2.R.0.™—the highly educated,
hyper (tech)-enabled, responsible oper-
ator. This comprehensive SOF utility for
the future will produce:

= continuous integration of national
instruments of power and influence
in support of national objectives

= an unprecedented degree of global
integration of the all-domain
resources available from the com-
batant commands, Service compo-
nent commands, and theater special
operations commands to generate

42 Special Feature / Rediscovering the Value of Special Operations

JFQ 105, 2" Quarter 2022



advantage for ourselves and dilem-
mas for our competitors

= assured access through strategic
shaping and support to resistance
and resilience strong-pointing of
allies and partners

= critical and creative strategic thinking
across the Joint Staff and other joint
headquarters and approaches to joint
warfighting

= highly effective coalition, allied,
international partner, and U.S. coor-
dination and integration

= deeper understanding of the impli-
cations of disruptive and future
technologies for adversaries and
ourselves.®

At U.S. Special Operations Command
(USSOCOM), our Campaign Plan for
Global Special Operations is our blue-
print. We are focusing in real investment
terms on making informational advantage
and influence operations, adding both
as new tips-of-spears to SOF’s quiver of
capabilities. USSOCOM’s recently cre-
ated Joint Military Information Support
Operations WebOps Center is only one
example of the types of new emphases
on new operations, activities, and invest-
ments reflecting a rediscovery of the full
utility of special operations.

The future focus of special operations
will be what it has always been: to remain
exquisite, proactive, and aimed at solving
problems in ways that avoid moral injury
to the Nation. This imperative has always
found the country’s special operators,
working with and through allies and
partner forces, in the gray zones between
competition, conflict, and war. As it has
always been, so it shall continue to be. JFQ
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ing against
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aggression
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prior to open
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or “left of bang,” is a political
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(EU) allies. Despite common
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tives that reflect the challenges of
a coordinated approach. These
states should prioritize Baltic
maritime security, regional mobil-
ity, and unconventional warfare
capabilities in coordination with
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tions to better deter and defend
against Russian hostile measures.
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Air Force special tactics operators assigned to 24" Special Operations Wing
conduct hoist operations with Navy MH-60 Seahawk aircrew members
assigned to Helicopter Sea Combat Squadron Nine, during Emerald Warrior 21.1,
at Hurlburt Field, Florida, February 18, 2021 (U.S. Air Force/Edward Coddington)

Making the Case for a Joint
Special Operations Profession

By Isaiah Wilson Il and C. Anthony Pfaff

he year 2021 proved a period of

strategic inflection, a moment of

standout changes in the character
of geopolitical competition. Arguably,
the last similar period of such strategic
inflection began with the terrorist

Dr. Isaiah (lke) Wilson 111 is a Professor of Political
Science and President of the Joint Special
Operations University. Dr. C. Anthony Pfaff is

a Research Professor for Strategy, the Military
Profession, and Ethics in the Strategic Studies
Institute at the U.S. Army War College and a
Senior Nonresident Fellow at the Atlantic Council.

attacks of 9/11, what scholars and
practitioners comfortably regard as a
historic watershed event in international
relations. Those attacks gave rise to
what became known as the war on
terror. Just as there was a great deal

of uncertainty in 2001 of how best to
prosecute a war on terror, there is now
a great deal of uncertainty regarding
how best to compete against peer and
near-peer competitors who pose chal-
lenges in the current inflection. How
to strike an effective strategic rebalance

between those functional imperatives
that have defined the war on terror and
the imperatives of the coming era only
further complicate the situation.
Moreover, the experience of two
decades of counterterrorism (CT) and
counterinsurgency (COIN) operations
in Afghanistan and Iraq suggests that
this uncertainty may be unresolvable.
While both wars have nominally ended,
the doctrinal debates they inspired rage
on. These conflicts have now largely
defined the context and character of
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special operations forces (SOF) and per-
haps too narrowly focused them on the
three counterforce operations, activities,
and investments of CT, counter—violent
extremist organizations, and COIN.
However, while special operations and
SOF played a vanguard role in rediscov-
ering and refining tactics, techniques,
tradecraft, and incorporating new tech-
nology for waging the fights during the
war on terror, their successful operations
alone did not always translate into lasting
strategic success.

As SOF transition operations to sup-
port competition with peer and near-peer
competitors, there is persistent frustra-
tion over apparent U.S. failures. At the
time of this writing, China continues to
provoke its neighbors in its near abroad
while expanding its influence in Africa
and South America. Russia, prior and
in addition to the invasion of Ukraine,
has successfully prevented its neighbors
from strengthening ties with the West
as well as challenged the United States
in Syria. Iran, for its part, has limited
U.S. influence in Iraq, Yemen, and the
Levant through its use of proxies and
terror operations. In each of these cases,
it can seem that there is little the United
States—especially the U.S. military—can
do to reverse these developments.

This frustration, of course, is not the
fault of SOF. International competition
is best accomplished through the coor-
dinated efforts of a variety of Services
and agencies. SOF, however, are in a
unique position to participate. However,
as described in the 2020 U.S. Special
Operations Command (USSOCOM)
Comprehensive Review, a high operating
tempo (OPTEMPO), coupled with
statutory and resource limitations re-
garding SOF assessment, recruiting, and
professional education, currently limit
SOF ability to expand their role.! To do
so, SOF will have to establish the kind of
institutional infrastructure that can trans-
form them from highly skilled operators
to a joint special operations forces (JSOF)
profession where certified professionals
exercise autonomy over a specific jurisdic-
tion. Mature professions provide a public
good over a jurisdiction, as in health
care where certified professionals such

as doctors and nurses exercise autonomy
regarding how to best to serve their cli-
ents. Providing that public good requires
more than just skill at task execution; it
requires robust institutions capable of
building and maintaining client trust by
certifying persons in those skills as well as
governing how those skills are employed
and holding professionals accountable for
the service they provide. Currently, due
largely to statutory limitations, SOF have
no unique jurisdiction; they are limited
in their ability to certify and govern the
employment of SOF operators.

This article seeks to introduce for
consideration and debate this question of
whether there is now a need for a formal
JSOF profession. University of Chicago
sociologist Andrew Abbott argues that
the purpose of a profession is to diagnose,
infer, and treat problems that arise within
its jurisdiction. How, when, and where a
profession accomplishes those functions
largely establish practitioners’ identity,
which is expressed as shared standards,
norms, and laws that collectively place the
professional in a better position to serve
a social good than the nonprofessional.
That positioning is what gives the non-
professional client reasons to trust not the
professional but the profession itself. That
trust is then expressed in terms of the
autonomy that society grants profession-
als to exercise their expert knowledge.

In this context, the opportunity for SOF
is clear: claiming a jurisdiction within

the context of international competition
will place SOF in a better position to
build trust and assure autonomy. Doing
so will require clarity on what counts as
expert knowledge (as opposed to skills
and tasks) and the necessary institutional
development to certify SOF professionals
in the application of this knowledge.

Rethinking Joint-Combined
SOF from a Systems of
Professions Point of View
Abbott’s framework, drawn largely
from his seminal work in sociology, has
new relevance to the Armed Forces’
professions in the 21 century, and

we propose even more relevant appli-
cation to the questions regarding the
professional status of special operations

and SOF use and utility, particularly

in the context of joint and combined
integration.? By integration, we refer to
the imperative of approaching complex,
complicated, wicked, and compounded
challenges through “whole of govern-
ments, whole of societies,” multilateral
ways, means, and coordinated ends. The
lack of jointness (that is, cross—Armed
Forces’ SOF component’s interoperabil -
ity) was a major finding of the Holloway
Commission Report in the wake of the
tragic Iranian hostage rescue mission,
Operation Eagle Claw, more popularly
referred to as Desert One.? Today, under
compound security conditions, similar
operational needs-based arguments for
greater integration (extended now well
beyond joint) to full joint, interagency,
intergovernmental, multinational, and
commercial (JIIMC) dominate, defin-
ing the central logic of the 2022 U.S.
national security, defense, and military
strategies. Joint integration in the past
and JIIMC integration now and into
the future find SOF once again of
central focus—JIIMC integration is the
new functional imperative.

Abbott’s model portrays professions
locked in competition for jurisdiction
over once solvable problems that have
become relatively and suddenly more
intractable.* For example, in the bipolar,
relatively unnetworked geostrategic
environment of the 20" century, nuclear
overmatch coupled with technologically
advanced conventional forces seemed suf-
ficient to deter/contain peer adversaries.
In today’s globalized, multipolar envi-
ronment, weaker adversaries can exploit
technology to bypass military strength to
place the United States at strategic disad-
vantage and undermine U.S. interests.

In this context, Abbott’s distinctive
contribution to the discourse is to me-
thodically define professions “wholly in
terms of an elbows-out application of
expertise; professions compete with each
other for expertise-based jurisdiction
over solvable problems.” According to
Abbott’s systems of professions theory,
competition can arise when social or tech-
nical changes act to weaken an existing
profession’s jurisdiction or to create an en-
tirely new niche, as with the proliferation
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Air Force MC-130H Combat Talon Il aircraft loadmaster assigned to U.S. Special
Operations Command Central observes Marine Corps MV-22 Osprey aircraft
assigned to Marine Medium Tiltrotor Squadron 164 Reinforced, 15* Marine
Expeditionary Unit, as it receives fuel during tiltrotor air-to-air refueling over
undisclosed location, March 10, 2021 (U.S. Air Force/Trevor T. McBride)
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of computers.® The outcomes of compe-
tition may be that one profession seizes
turf from another, or there may be one of
several forms of negotiated symbiosis.

Central to Abbott’s model is his
definition of profession itself, wholly
founded on this competitive process. To
Abbott, an occupation is a profession if
(and only if) it can abstract its knowledge
not only to solve novel problems but
also to adapt its practices to new niches.”
Abbott argues, “Many occupations fight
for turf, but only professions expand

their cognitive domain by using abstract
knowledge to annex new areas, to define
them as their own proper work.”® An
equally valuable contribution of Abbott’s
work to the questions central to this
article is Abbott’s invocation of a classic
healthcare metaphor of diagnosis —
inference — treatment as a model of all
professional problem-solving.’ In this
article, we apply this model (but present
it nonlinearly) as a device to diagnose the
potential needs of a JSOF profession and
to infer a potential treatment therein.

Diagnosis: Fragmented
Professional Development
Complicated by a Dramatically
Altered State of Global
Security and Stability

Diagnosis, in this sense, metaphorically
involves framing a problem in terms of
the profession’s known and reconsid-
ered domain of expertise. Applied to
the questions of this initial study, the
inability to locate special operations
clearly and definitively and SOF in a
prior, clearly delineated jurisdiction

Navy SEALs conduct military freefall jump from C-2 Greyhound from Rawhides of Fleet Logistics Support Squadron 40 during training above Chesapeake
Bay, Virginia Beach, July 7, 2020 (U.S. Navy/Scott Fenaroli)
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may be an artifact and signal of a pro-
fession under the stressors of change

in mission, orientation, applicability, or
even identity, or the absence of a formal
profession altogether.

As the USSOCOM Comprehensive
Review candidly and publicly acknowl-
edged, high OPTEMPO has resulted
in a bias toward employment, often
without a clear understanding for how
such employment relates to achieving
strategic ends.'® The result has been a
stressed force focused on the immediate
task but not the long-term objective.
Another major contributing factor to
the 20-year tendency toward fragmented
SOF professional development has been
the statutorily directed dependency of
SOF on the conventional forces for most
recruitment, assessment, certification,
and professional development. These
two factors are related. Given the high
demand for employment and the limited
relevancy of conventional professional
military education, there is little incentive
to take advantage of professional devel-
opment opportunities that do exist and
the limited means to create ones unique
to special operations.

Other critical factors and areas of
relative gapped leader focus, capabilities,
and capacities resourcing revealed in the
USSOCOM Comprehensive Review in-
clude a recognized emphasis on physical
and tactical skill training at the expense
of focus on broader education and
professional development, arguably con-
tributing to a general sense of entitlement
growing with and within a limited joint
governing ethic.! When combined with
the dramatic changes in the character of
global competition, it is not hard to see
why applications of force prove more and
more anemic—proving too little, applied
too late to prevent, and applied not long
enough and in the right ways to solve
problems in sustainable ways.

Treatment: Joint
Professionalization and a Joint-
Combined SOF Profession
Abbott’s metaphor of treatment draws
from the available toolkit of a given
profession. For special operations and
SOF, this toolkit typically relates to 12

classic SOF core activities (also referred
to as core tasks):

= military information support
operations

= unconventional warfare

= civil affairs operations

= special reconnaissance

= security force assistance

= foreign internal defense

= hostage rescue and recovery

= counterterrorism

= counter—proliferation of weapons of
mass destruction

= counterinsurgency

= direct action

= foreign humanitarian assistance.

Of course, these 12 activities do not
comprehensively describe the abstract
expert knowledge necessary to operate
in hybrid contexts; however, they do
represent a good start, the completion
of which is one task SOF must fulfill to
fully professionalize.

Moments of geostrategic change,
transformation, transition, and threshold
crossings herald new unknowns that
challenge previously “known knowns.”
Confidences in and questions over
established jurisdiction regarding both
diagnosis and treatment are suscep-
tible to these changes; history shows
these competitive challenges often,
if not mostly, come in the form of
new technologies or expertise claims
from competing professions, often
driven by dramatic changes in the de-
mand-to-supply dynamics defining of
that occupation’s and /or organization’s
prior understandings of its value propo-
sition and public service relevancy.

Today’s rebalance toward a presum-
ably new era of strategic competition,
integrated deterrence, and active
campaigning (cornerstone concepts
underpinning the 2022 national defense
and military strategies) s already giving
an amplified and accelerative rise in
competitions between and within the
public service professions characterizing
the national, global security, and defense
establishment(s)—competitions of a
character of change that inevitably incite
fundamental reconsiderations of previous
knowns regarding uses and utilities of

force and core versus peripheral identities
(that is, the functional imperatives of the
individual professional as well as the col-
lective profession itself).

At times and under conditions of
transformational disruptive change,
foundations of the profession are ques-
tioned, at times even shaken, at their
core four tenets: jurisdiction(s), expertise
and expert knowledge, and culture (ethic
and ethos), culminating in (re)defined
functional imperative(s). The following
are general (and generalizable across
varied professions) term descriptions of
these four tenets:

= Jurisdiction: A domain where
diverse skills can integrate to
achieve a social good, such as
health, justice, or security.

= Expert knowledge: Technical,
political, human development, and
ethical knowledge that is abstract,
legitimizes professional work, and
establishes how the profession con-
ducts research on, diagnoses, treats,
and makes inferences regarding the
problems its professionals are sup-
posed to solve.

= Autonomy: The principle that pro-
fessionals have authority (are licensed
by the client, that is, society) to apply
this expert knowledge over the juris-
diction and nonprofessionals do not.

= Certification: Institutional certi-
fication of not only skills but also
professional knowledge at every level
for which there is a problem the pro-
fession is supposed to solve.

= Professional ethic: Governing the pro-
fession to maintain trust of the client,
which is informed by the profession’s
functional imperative, moral norms
reflecting client values, and law.!2

Professionalizing provides an #nfia-
structure for rebalancing bureaucratic
requirements with a professional ideal, for
integrating other efforts to address psycho-
logical and physical conditions for ethical
failure, and for attaining not only the
knowledge but also the authority granted
to professions versus their intendedly sup-
porting bureaucracies (see table).!?

Understanding the distinction be-
tween the characteristics of a profession
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Table. Profession vs. Bureaucracy

Profession

Bureaucracy

Expert knowledge

Non-expert knowledge

Accepts lifelong learning

"You develop me”

New situations

Routine situations

"Practice” by humans

Work done by all

Unlimited personal liability

Little personal liability

Invests in humas first

Invests in SOPs, hardware

Measure = effectiveness

Measure = efficiency

Trust relationship with client

Public transactional relations

Granted some authority

Closely supervised

Develops worldview

No imposed viewpoint

Maintains ethos, self-policed

Externally imposed rules

Intrinsic motivations

Extrinsic motivations

A lifelong calling

A"job”

Source: Don M. Snider, “The Army Profession and Ethic,” symposium presentation, Command and General

Staff College Ethics Symposium, Center for the Army Profession and Ethic, December 4, 2012.

and those of a bureaucracy is important.
There are times when the military
should act as a bureaucracy—when it
performs routine things, such as the an-
nual budget process. Just as the medical
profession should guard against arguing
for doctors’ parochial interests (instead
of the interests of patients and overall
health care) in the national healthcare
debate, military officers must guard
against wrongly using their specialized
expertise merely to advance a bureau-
cratic agenda. Doing so could sacrifice
the value of professional advice and
relegate the military to being considered
as just another interest group.'*

As the United States grapples with the
post-9 /11 conditions of new enemies,
new battlespaces, and new kinds of wars,
military officers and perhaps especially the
commissioned, noncommissioned, and
warrant officers of the SOF community
should avoid at least three traditional
pitfalls typically associated with times of
geostrategic ambiguity, budget strin-
gency, and force reductions:

= becoming overcommitted to the latest
technological trends at the expense of
historical military challenges

= being tempted to rename, oversell,
and fetishize new war concepts,
especially in support of single-Service
parochial interests

= overplaying the “hollow force” card,
asserting that any reduction will
irreparably degrade national security.

Instead, military effectiveness needs
to be seen, understood, appreciated,
and approached from a comprehensive,
multi-Service perspective. Military pro-
fessionals need to focus on maximizing
national security while recognizing the
fiscal impact that military spending has on
overall national power.'® This is uniquely
and peculiarly true for SOF professionals
and a joint-combined special operations
forces (J-CSOF) profession.

Inference: Professionalize J-CSOF
However, it is inference—the uncer-
tain space between diagnosis and
treatment that defines professional
expertise—that also represents a great
deal of vulnerability.’¢ When the
needed inference is simple (that is, a
narrow “say-do gap” to be traversed,
mitigated, or outright eliminated), the
new required work can be automated
or claimed by subordinate occupa-
tional groups, such as clerks and tech-
nicians, with no demand for whole-
cloth change of the occupation. An
example of this simple inference would
be the automation of critical and phys-
ically demanding tasks or functions
permitting the change or elimination

of certain biophysical requirements as
exclusionary in accession and selection
talent management processes. Yet
when the inference is complex, the
result may herald the birth of a new
profession and/or the death of others.

SOF undergo rigorous selection and
training that sets them apart by a unique
functional imperative and body of exper-
tise and expert professional knowledge
from their parent Service, creating a
greater bond among special operators
who often identify first as being part of
special operations and second as having
originally joined their specific Service.
Those areas of expert professional knowl-
edge include:

= achieving information advantage and
strategic influence

= leveraging emergent technologies
to develop strategic-operational
intelligence

= promoting cthical leadership in
ungoverned spaces

= supporting national resilience and
resistance to authoritarian disruptors

= advancing national interests in com-
pound security competition.'”

Related to the last area of expert
professional knowledge, the Syria prob-
lem is a perfect but tragic example. Syria
was and remains not one single conflict
but rather a four-in-one compound war.
It is part insurgency against the Bashir
al-Asad regime, part counter—Islamic
State coalitional war, part Syrian civil
war in the making, and a war of forced
extra-territorial human migration.
Despite the United States demonstrating
a high degree of skill at working with
indigenous forces, Syria remains a low-
rent quagmire for the United States with
no end in sight. Thus, the inference is
figuring out where the responsibility lies
for resolving the quagmire in the favor of
the United States, which then indicates
who should determine how best to solve
not only that problem but also other
problems of a similar character.

As noted, SOF are uniquely suited
to operating in such complex, hybrid
environments. But because SOF do not
conceive of this environment as their
unique jurisdiction, they have so far not
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developed the expert knowledge necessary
to fully realize U.S. interests in this space.
Moreover, they lack the institutional depth
to manage how this expert knowledge
affects their functional imperative.

Unique Expertise and

Expert Knowledge

Being and becoming more anticipatory
is the new imperative leader attribute to
attain the intellectual overmatch desired
by the Chairman of the Joint Chiefs of
Staff'® to confront compound security
threats that define the evolving charac-
ter of global geopolitical competition.'
Equally imperative is building a “strate-
gic mindedness” within the current and

future SOF leader-operator—equal and
matching to that same operator’s opera-
tional acumen—and finding and making
new ways and moments of building this
in earlier, more consistently, and con-
tinually throughout the full life cycle of
JSOF professional officership develop-
ment, cradle to SOF for life.*

Expertise in the core competencies
of hybrid warfare against state and
nonstate adversaries, integration of in-
formation operations, cyber operations,
foreign direct assistance, limited kinetic
operations to achieve political objectives
(that is, political warfare), and discrete,
covert, and clandestine adversary denial
operations, activities, and investments all

define the core of JSOF unique expertise
and knowledge, along with SOF’s classic
roles as escalation ladder “rheostat” and
“sentinel” (that is, indication and warn-
ings sensor-shooter capability), all while
avoiding escalation to war.

It is important to recall that a key
determinant (the distinction) between a
general functionary and that of a unique
profession lies in the matter of certification.
For certification of JSOF as a joint profes-
sion, the SOF enterprise as an institution
certifies not just or only along the lines of
skills, activities, or tasks but also profes-
sional knowledge (core competencies) at
every level for which there is a problem the
profession is supposed to solve.

Army Green Beret assigned to 15t Battalion, 10* Special Forces Group, fires pistol during Army Marksmanship Unit sanctioned pistol competition,

July 7, 2021 (U.S. Army/Thomas Mort)

JFQ 105, 2" Quarter 2022

Wilson and Pfaff 51



Air Force special tactics officer communicates with AC-130J gunship during live-fire demonstration held for senior leaders of North Macedonian
army and members of U.S. Embassy, May 11, 2021, during Trojan Footprint 21 (U.S. Navy/Rob Kunzig)

After 18 months of a rigorous and still
running comprehensive, J-CSOF educa-
tion, leader preparation, and development
curriculum and training programs of in-
struction review and refit study, the Joint
Special Operations University has iden-
tified—(re)discovered—five JSOF core
competency knowledge arenas presently
missing from (gapped) current Service
SOF doctrine:

= Uses and utilities of JSOF in com-
pound security competition (i.e.,
SOF in support of 21%- century
irregular warfare)
o SOF support to resilience and
resistance operations
o SOF support to economic
statecraft
o SOF support to strategic-opera-
tional shaping (“unconventional”
deterrence)

= Informational advantage and strate-
gic influence

= SOF as profession (SOF leadership
and the SOF professional ethic)

= SOF and strategic-operational intelli-
gence and emergent technology

= Design-based integrative campaign-
ing and support to statecraft

SOF mission sets, in and of them-
selves, have not significantly changed.
However, the environment in which
they are conducted has continued to
change significantly. Yet amid all this
change, tomorrow’s fourth-age SOF
leader-operator will always need to be
comprehensively versed in the following
core arenas—derivative from, as well as
generating of—these five JSOF common
core competencies: geostrategy and trans-
national affairs, strategic intelligence and
integrative JIIMC operations, science and

technology and futures, and SOF leader-
ship and the SOF professional ethic.

A Unique J-CSOF

Functional Imperative

The compound security character of
the global security environment is such
that it demands a utility of SOF that is
equally compounded (that is, a com-
prehensive combination of all the skills,
techniques and technics, and operational
methods of all three preceding ages of
SOF, amplified by 21%-century techno-
logical advancements). This, in short,
speaks to the imperative of revisiting
competition and rediscovering SOF his-
toric roles, missions, and identity.

This does not mean SOF will not
have a warfighting function. Neither
does it mean other Services will not
play a role in competition. What it does
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mean, in Abbott’s terms, is that SOF will
“elbow” their way into owning some-
thing no other Service currently fully
embraces. Consequently, and from a pro-
fessional viewpoint, SOF must grapple
with and find answers to core questions
that define the coming strategic competi-
tion era, such as:

= What are the new modes of competi-
tion already seen today as well as ones
that adversaries are likely to initiate?

= How can the U.S. shift from merely
reacting to these and instead become
more opportunistic?

= What are the limits of what SOF can
do and what help must they seek
from others?

The key—the ultimate functional im-
perative—then, of a J-CSOF profession
is to apply SOF for the Nation’s power
purposes in ways and at points along the
continuum of competition that defend
and deter against the adversaries’ “dis-
ruptor’s playbooks” (that is, asymmetrical
and irregular competitive and warfare
techniques) within the gray zone (below
thresholds of armed conflict) through
credible presence and preparedness of
compellent force.

Relating to the autonomy granted to
a JSOF profession, SOF and USSOCOM
will be(come) lead organizations for
hybrid operations, leading in the inte-
gration of Service/JIIMC capabilities
to deter and compel adversaries below
the threshold of war. Professional certi-
fication brings an imperative of aligning
Service programs’ training tactical skills
with SOF professional needs and point-
edly from the joint, allied, partnered
SOF perspectives, establishing higher
level training and education to certify
professionals at operational and strategic
levels. All this in combination will de-
mand a professional ethic that establishes
a JSOF professional ethic governing
competition and hybrid operations with
special focus below the contact layer of
the threshold of conflict. As a joint-com-
bined profession, we argue that SOF
will need to play a leading role in these
additional three critical areas.

Understanding and Redefining
the Future Value of Alliances. All the

still-under-draft (at the time of this
publication) 2022 U.S. national strate-
gic documents—security, defense, and
military—emphasize the importance of
allies and partners to affect integrated
deterrence through active campaign-
ing. There can be no say-do gaps in
this functional imperative; such gaps
will manifest holes-in-government
nonsolutions—the stuff of self-inflicted
“Thucydides traps.” If the U.S. contin-
ues to diminish its support for and its
valuation of alliances, what would SOF
look like without such alliances?

Redefining Information Opervations.
After decades of being out-hustled and
out-messaged by far more agile adversar-
ies and their disinformation campaigns,
the United States needs to level, rethink,
and then rebuild its approach and meth-
ods to messaging so that it can fight and
win the battle of the narrative. SOF, in
JIIMC configurations, must return to
their classic global scouting and sentinel
roles and functions and accept a lead-
ership role in redefining SOF roles in
strategic-operational influence and infor-
mation advantage operations, activities,
and investments.

Technological Development.
Developments today in robotics, artificial
intelligence, quantum computing, and
a wide variety of other areas may lead to
astounding new capabilities that radically
change human life and how humans in-
teract with technology. As technological
innovation and proliferation continue to
accelerate rapidly, how can SOF adapt
themselves to better leverage technology
for their own use and better prepare for
its use by adversaries?

Bedrock to the functional imperatives
of a JSOF profession will be SOF’s roles
in the overdue revisitation of deterrence
and SOF’s classic roles therein. Since the
ending of the Cold War, there has been a
precipitous decline in practical experience
with and knowledge of the theories, his-
tory, and practice of deterrence (simply
defined as the action of discouraging an
action or event through instilling doubt
or fear of the consequences). If the
change in the character of geopolitical
competition does in fact find, among
many factors and variables, a return to a

new 21%-century form of Great Power
competition, then the recovery of our
understandings of deterrence (and its
relationship with compellence theory and
praxis) and its differing types (including
recognizing several important complex-
ities of deterrence such as distinctions
between specific and general deterrence,
absolute and restrictive deterrence, and
actual and perceived punishments?!) is of
vital importance.

How does the utility of SOF need
to be relearned, reconceived, and reca-
librated as a more effective instrument
of strategic-operational escalation/
deescalation management? This issue
and the questions it raises is perhaps the
most important (re)defining factor of
SOF utility, purpose, and relevancy. It
is perhaps the fundamental gray matter
puzzle to be solved as J-CSOF campaign
in the gray zones.

Conclusion: Epilogue as Prologue
Any move toward a J-CSOF profession
will be a heavy lift, to say the least. (Re)
defining JSOF profession jurisdiction
will have necessary, imperative over-
laps with the Services, requiring some
consensus and cooperation; however,
the autonomy that comes with being

its own profession will permit greater
focus on unique-to-SOF professional
development requirements. Eventually,
SOF will require deliberate guidance

on whether and how to continue func-
tioning as a “quasi-Service.” Specifically,
decisions will be required to address
each of the following concerns:

= SOF-related skills are not additive.

= Integration at higher levels is critical.

= New professional military education
infrastructures are likely required
(especially for senior officers and
noncommissioned officers).

= Paucity of law and ethics below the
threshold of armed conflict requires
research and advocacy.

It is appropriate to conclude by speak-
ing to the importance of the professional
officer commissioning oath. Returning to
S.L.A. Marshall’s classic work, The Armed
Forces Officer, both Marshall and George
C. Marshall, Secretary of Defense at the
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time, emphasized the linkage of the officer
corps with service to Nation: “Thereafter,
[the officer] is given a paper which says
that because the President as representa-
tive of the people of this country reposes
‘special trust and confidence’ in his [or her]
‘patriotism, valor, fidelity, and abilities,” he
[or she] is forthwith commissioned.”??
S.L.A. Marshall went on to highlight
one quality in particular: fidelity. Fidelity
is commonly considered faithfulness to
something to which one is bound by
pledge or duty. In spite of all the formal
rules and legal statutes obligating the
commissioned and noncommissioned
officer to the Constitution, and through
it, to the American people, officer fidelity
has proved to be the most enduring tie
that binds officership and the profes-
sion of arms to the Nation. This bond
has helped the Nation weather many
storms, both foreign and domestic.
The fidelity of the military professional
has always found its strongest roots
in the rich soils of American history.
Examples set by leaders from General
George Washington to Admiral William
McRaven reinforce the principle of sub-
ordination of the military practitioner
to civilian authority, and through that
authority, to the defense of the Nation.
Special operations personnel address
unique, specialized, and difficult military
problems that require exceptionally
trained, superbly equipped, and tremen-
dously supported warfighters. While
other Services can overwhelm enemies
with massive combat power, special oper-
ations provide discreet, sometimes covert,
precision military capabilities that have
become increasingly relevant in modern
warfare but have at the same time, over
the past 20 years, come with its own gray
area legal and ethical ambiguities and
complications. The compound security
dilemmas of today and tomorrow de-
mand a restriking of that critical balance
between SOF’s specialized warfighting
and the Nation’s core values in a fourth-
age, JSOF professional ethic. JFQ
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Navy divers assigned to Naval Special
Warfare unit raise hooked ladder during
training exercise at Silver Strand Training
Complex, San Diego, California, January 23,
2022 (U.S. Navy/Alex Perlman)

What Is JSOU?
Then, Now, and Next

By David M. Dudas, Bethany Fidermutz, and Amie Lonas

he Joint Special Operations

University (JSOU) was formally

organized in 2000 as a Depart-
ment of Defense applied learning
educational activity modeled after
corporate universities. JSOU’s mission
is to prepare special operations forces
(SOF) professionals to address strategic
and operational challenges, arming
them with the ability to think through
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problems with knowledge, insight, and
foresight. JSOU’s genesis came only

8 months before the tragic events and
watershed moment of September 11,
2001. The events of 9/11 signified

a threshold crossing for the United
States, the international community,
and pointedly for joint-combined SOF.
It has marked a 20-year-long focus on
direct action and crisis response “anti-
and “counter-” missions.

JSOU’s charter is to serve as the
U.S. Special Operations Command
(USSOCOM) academic center of excel-
lence for special operations studies and

2

research. JSOU is designed to create,
promote, and sustain postsecondary
scholarship through teaching, research,
and outreach in the strategic and oper-
ational art of joint special operations.
The university is organized to facilitate
U.S. Code Title 10 responsibilities of
the USSOCOM commander to prepare
SOF to carry out assigned missions and
to increase the combat readiness of the
force. This is accomplished by conduct-
ing specialized education that is unique
and peculiar to SOF and not normally
offered in other professional military
education (PME) programs.
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U.S. Special Forces and Egyptian airborne forces prepare to breach door upon entering Military Operations in Urban Terrain village during culmination

exercise of Joint Combined Exchange Training in Cairo, Egypt, August 31, 2021 (U.S. Army/Daisy Bueno)

JSOU NEXT Purpose

and Priorities

With its inception in the summer of
2020, JSOU “NEXT” established and
executed priorities aligned with the
USSOCOM commander’s guidance
to assess the university’s direction and
current curriculum after 60 days—in
short, a JSOU NOW assessment and
initial aspects of a plan of action toward
realizing JSOU NEXT. The areas of
focus identified included:

= reconsidering what, how, and to
which audience JSOU currently
teaches

= focusing on the “first principles” and
nesting with 2018 National Defense
Strategy priorities, while being agile
and innovative to anticipate and
address future challenges!

= Jooking for divestitures and consoli-
dations and reducing redundancy for
greater cost-effective savings

= considering new delivery methods
for teaching, curriculum modularity,
core versus noncore, and cross-func-
tional and cross-domain modules.

Now in its 21 year, JSOU is poised
to address the unique character of the
strategic and operational environments

that is marked by yet another threshold
crossing of compound security threats

in the context of strategic competition
and irregular warfare. At its core, JSOU
NEXT’s charge is to learn from the past
to be more capable and ready in the
future. This means analyzing SOF’s pre-
vious ages from their beginning in World
War I, their role during the Cold War,
SOF in the post-9 /11 context of action,
and what these previous stages present
for requisite expert knowledge needed to
address the challenges of strategic com-
petition and to see future applications of
SOF for the Nation, while learning from
and avoiding past injuries.
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Strategic competition in a joint
environment is what SOF were born
and bred to do. No single effort or
suite of technology solves the puzzle
of SOF’s future use and utility for the
achievement of national imperatives.
Rediscovering the full continuum of
SOF utility in strategic competition is
the grounding imperative driving JSOU
NEXT reforms and refits. The key to
educating SOF to gain the advantage
for the Nation’s power purposes is to
facilitate strategic and operational as
well as critical and creative thinking in
innovative ways. This ability includes
enabling knowledge and practical

applications of special operations that
defend and deter against adversaries’
disruptor playbooks below thresholds
ofarmed conflict through credible pres-
ence and preparedness of compellent
force. Education provides the frame-
work and multiple lenses through which
we view and interpret the many aspects
of'a changing world. Without this un-
derstanding, we cannot assess threats
and opportunities in ways that produce
precise and actionable intelligence, and
without awareness, we will target tech-
nologies as small fixes rather than a suite
of synergistic tools that provide effect
and agility in operations.

JSOU NEXT’s educational design
includes three primary lines of effort
that are centered on teaching and learn-
ing, research and analysis, and service
and outreach—all in the context of
great global disruption, where threats
are compounding at a rate that requires
aligning ideas and resources in a man-
ner that can overmatch these threats.
For SOF to be at the leading edge
of creating solutions for compound
security dilemmas, it is imperative that
JSOU set the right purposes, priorities,
concepts, pillars, key tasks, main (big)
ideas, and building blocks of success and
organize the many ideas and concepts in
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Army Green Berets assigned to 15t Battalion, 1t Special Forces Group (Airborne), observe target for Navy Sikorsky HH-60 helicopter during Close Air
Support Training, Okinawa, Japan, May 13, 2021 (U.S. Army/Caleb Woodburn)

powerful ways, where SOF leader opera-
tors can transpose the expert knowledge
acquired in the classroom to real-world
practical applications.

Being at the leading edge requires
understanding the purpose for JSOU
today and in tomorrow’s historical
contexts of action—the need to achieve
intellectual overmatch against our ad-
versaries and competitors. To achieve
this overmatch, JSOU NEXT’s priorities
start with adopting leading-edge tech-
niques and research-based best practices
in its learning models and methods.

This includes modular delivery of an
effective and agile outcomes-based cur-
ricula delivered both synchronously and
asynchronously via resident, distant, and
hybrid learning platforms; leveraging the
latest technology; and incorporating an-
drological best practices in the physical

and virtual classroom with real-time as-

sessment of intended learning outcomes.

JSOU NEXT teaching includes a series
of hubs with partnered civilian academic
institutions, think tanks, government,
and private industry across the United
States and globally. These efforts are
already having an impact on how we are
thinking anew about curriculum design
and delivery and how we can leverage
research with other key stakeholders to
influence the environment and build
scholarship with strategic and opera-
tional impact.

Key to the initiative within JSOU
NEXT is the development of an out-
comes-based military education approach
aligned to the Chairman’s Desired
Leader Attributes.? At the institutional
level, JSOU has identified six overar-
ching learning outcomes in support of

JSOU’s goal to produce highly educated,
hyper-enabled, responsible operators
(better known by the acronym HE*RO).
Specifically, JSOU graduates will:

= demonstrate advanced cognitive and
communication skills employing
agile, critical, creative, systematic,
and innovative thought

= appreciate SOF as a profession of
arms to include the embodiment and
enforcement of shared ethics, norms,
and laws

= apply knowledge of the nature,
character, and conduct of special
operations, war and conflict, and the
instruments of national power across
the full continuum of cooperation,
competition, conflict, and war to
achieve national security objectives

= generate threats and opportunities
endemic to the current and future
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operating environment based on
analysis of historical, cultural, polit-
ical, military, economic, technologi-
cal, and other competitive forces

= design strategies and plans for the
conduct of joint-combined SOF war-
fighting at the operational to strategic
levels across the continuum of cooper-
ation, competition, conflict, and war

= demonstrate the application of U.S.,
SOF, allied, and partner military force
to conduct globally integrated, all-do-
main operations and integrative cam-
paigns for national power purposes.

As a cognitive force multiplier in
support of the Campaign Plan for Global
Special Operations, JSOU has identified
five mutually reinforcing learning path-
ways or integrated programs of study,/
discipline in addition to its Enlisted
Academy—all emerging from the 2020
internal curriculum refit study:

= strategic influence and informational
advantage

= strategic intelligence and emergent
technology

= compound security threats in strate-
gic competition

= SOF leadership and the SOF profes-
sional ethos

= resilience and resistance.

These pathways illuminate and
advance learning in five identified joint
SOF common core knowledge com-
petency arenas and support the JSOU
institutional learning outcomes (ILOs).
The metaframe uniting these pathways
is the focused set of SOF-unique core
activities USSOCOM possesses that can
be employed to gain irregular warfare
asymmetric and informational advantages
over competitors and adversaries across
the entire competition continuum, with
special focus on gray zones.?

Each pathway has unique program
learning outcomes (PLOs) nested
within the ILOs along with requisite
subordinate learning outcomes needed
for ultimate achievement of the PLOs.
JSOU identified specific and measurable
learning outcomes that are crosswalked
across lesson, module, course, program,
and institutional levels. The programs of

study cover a broad array of knowledge
including 21%-century strategic influence
and information advantage, strategic
intelligence and emergent technology
that enables and informs at the strate-
gic-operational level, advanced application
of resistance and resilience theory,
design-based integrative statecraft, and
ethically sound leadership and decision-
making concepts and methodologies. The
students who journey along these path-
ways will serve as enterprise future experts
and thought leaders whose knowledge
competencies will benefit current and
future joint, interagency, interorganiza-
tional, and multinational cross-functional
efforts across the spectrum of coopera-
tion, competition, conflict, and war.

JSOU NEXT and SOF’s Grand
Utility for the Nation

Growing, fostering, preserving, and
sharpening the edge of SOF for the
Nation is all about talent and leader
development through PME that is
governed by understanding the security
environment and the contributions of
all instruments of power. JSOU NEXT
seeks to create SOF leader operators
with the ability to anticipate and
respond to surprise and uncertainty
while leading through transitions

on intent, trust, empowerment, and
understanding. This includes making
ethical decisions based on the shared
values of the profession of arms and
thinking critically and strategically in
applying joint SOF warfighting princi-
ples and concepts to joint, interagency,
intergovernmental, multinational, and
commercial /civilian operations. To do
this, JSOU will leverage inputs from the
right leaders, experts, and practitioners
in SOF and related fields.

JSOU NEXT seeks to provide PME
that illuminates SOF’s grand utility and
its multiple, discrete capabilities that
are uniquely suited to the geostrategic
environment. JSOU seeks to empower
the SOF enterprise to be the “first three
feet” of the space where threats and inter-
ests come together, embodying the iron
triangle of SOF as diplomat-sentinel-war-
rior.* Anticipating and avoiding strategic
surprise is an imperative now more than

ever, and the empowered SOF operator
can truly be the watcher on the wall when
the risks we face are ever morphing, gray,
and evolving. This means having strong
connectivity to SOF commands; knowing
policy decisions, direction, and strategic
guidance; and taking full advantage of
being near the flagpole, which is another
way JSOU differentiates itself from
other more conventional educational
institutions. This strong connectivity
means JSOU can also help decisionmak-
ers be better commanders—addressing
some tough, highly relevant questions
or problems with USSOCOM, Joint
Special Operations Command, and
Assistant Secretary of Defense for Special
Operations/Low-Intensity Conflict
collaboration. JSOU, therefore, seeks to
play a unique role in helping to link U.S.
national security interests and objectives
to SOF capabilities at all levels. JFQ

L Summary of the 2018 National Defense
Strategy of the United States of America:
Sharpening the American Military’s Competitive
Edge (Washington, DC: Department of
Defense, 2018), available at <https://
dod.defense.gov/Portals /1 /Documents/
pubs,/2018-National-Defense-Strategy-
Summary.pdf>.

2 Chairman of the Joint Chiefs of Staff
Memorandum CM-0166-13, Desired Leader
Attributes for Joint Force 2020 (Washington,
DC: The Joint Staff, 2013), available at
<https: / /www.ndu.edu/Portals /59 /
Documents/BOV_Documents/2014/
CJCS%20Joint%20Education%20Review%20
Implementation%20Memo%20only.pdf>.

3 Summary of the 2018 National Defense
Strategy, NDS Irreguiar Warfare Annex
(Washington, DC: Department of Defense,
October 23, 2019), available at <https://
www.jcs.mil /Portals /36 /Documents/
Doctrine/MECC2019 /mecc2019day1brief8_
iw.pdf?ver=2019-10-17-143158-750>.

*The iron triangle of special operations
forces as diplomat-sentinel-warrior is part of an
ongoing study of SOF as a profession, originally
conceptualized by David M. Dudas and Isaiah
Wilson III.
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Members of China's People’s
Liberation Army attend
flag-raising ceremony at
Tiananmen Square, in
Beijing, China, June 16, 2021

(Reuters/Tingshu Wang)

Persistent Knowledge Gaps in
the Chinese Defense Budget

By Frederico Bartels

he People’s Republic of China
—|_ (PRC)’s People’s Liberation Army

(PLA) presents the most signifi-
cant military challenge to the United
States and its allies. It is therefore
imperative for us to understand PLA

funding to enhance our understanding
of the role of the military instrument

Frederico Bartels is a Senior Policy Analyst for
Defense Budgeting in the Davis Institute for
National Security and Foreign Policy at the
Heritage Foundation.

in PRC foreign policy. This article dis-
cusses the current knowledge of how
much funding is available for the PLA
and the gaps in that knowledge, some
solutions that attempted to close these
gaps, and some areas prime for further
development. The cost of a military
for a society is not only a theoretical
question; it also reveals part of the rela-
tive importance of the military in that
society. In the case of the PRC, many
unknowns remain regarding the cost of
the PLA. Such murkiness is expected:

The ruling Chinese Communist Party
(CCP) constructed a notoriously ambig-
uous government in which members
manipulate statistics and facts to fit its
desired narrative.! When it comes to
disclosing to the international com-
munity its military expenditures, CCP
leadership announces a single figure

on its defense budget annually. This
figure falls short of what other countries
release publicly and does not tell the
whole story or reveal the whole amount
that is dedicated to national defense.
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This lack of transparency would be
simply a nuisance if the CCP did not
represent a fundamental challenge to the
current rules-based international order
and, increasingly, a rival to the United
States.? In its 2017 National Security
Strategy and 2018 National Defense
Strategy, the Federal Government rec-
ognized and prioritized the threat China
poses.? Furthermore, the Joseph Biden
administration acknowledges the grow-
ing aggression of the PRC.* The 2018
National Defense Strategy describes a
multipronged approach to exercising
power and influence in the Indo-Pacific
region, stating that “China is leveraging
military modernization, influence opera-
tions, and predatory economics to coerce
neighboring countries to reorder the
Indo-Pacific region to [its] advantage.”
Much has been written and documented
about the military modernization on
which the CCP has embarked.® Because
there is no documented internal domestic
clamor for more data on the Chinese
defense budget, however, international
actors will have to produce the informa-
tion. But persistent gaps in Western
understanding of Chinese military ex-
penditures and its defense budget—the
inputs that enable PLA modernization
processes—remain.

When compared with the effort
dedicated to understanding Soviet
military expenditures, current U.S. at-
tempts to understand Chinese military
expenditures are clearly still in their
infancy. Noel Firth and James Noren,
two former Central Intelligence Agency
analysts, have detailed the robust internal
debates that took place in the Federal
Government on how to account and es-
timate the Soviet defense budget during
the Cold War.” Multiple organizations
studied and made informed judgments
on how the Soviet defense budget was
composed and how it compared with the
U.S. defense budget. There were even
so-called unconventional approaches
that used industrial production data and
other inputs to present a more precise
estimate of the Soviet defense burden.®
Barry Watts, former director of Program
Analysis and Evaluation at the Pentagon,
describes making different attempts to

estimate Soviet defense spending as one
of the core tasks necessary to develop net
assessments outlining the comparative ad-
vantages of different countries.® Although
such methodologies had shortcomings, a
discussion of them should shed light on
military expenditures in totalitarian soci-
cties. Furthermore, these methodologies
did bring a better understanding to how
the Soviet military was organized and
resourced. They also demonstrated that,
as disclosures have shown, not even con-
temporary Soviet leaders knew the actual
level of their military expenditures.'®
These public discussions about the
Soviet defense budget represent a level
of detail that currently is not available on
the Chinese defense budget. They dem-
onstrate that the Federal Government
used to have the analytical capability for
these debates and to produce the data
required for them. But today it is fair to
assume that the Intelligence Community
has had some of the discussion necessary
to reach independent assessment of the
Chinese defense burden. That said, only
a few pages are made public through the
annual China Military Power report pro-
duced by the Department of Defense.!!

Existing Data on the

PRC Defense Budget

As of this writing, two sources in the
English-language literature can be con-
sidered primary data on military expen-
ditures of the PRC: the United Nations
(UN) military spending database!? and
the 2019 China white paper on national
security, China’s National Defense in the
New Era.'? These two sources present
the same information, self-reported by
the Chinese government, which like
most Chinese data should be understood
in the context of the CCP’s regime—that
is, it contains only kernels of truth. In
fact, the white paper lists the source for
the budgetary data as “data on China’s
defense expenditure submitted to the
UN by the Chinese government.”!*

This defense expenditure information
submitted to the UN can be found in the
UN Report on Military Expenditures,
under the Office for Disarmament
Affairs—an entity that started in 1980 as
a mechanism to build confidence between

nations and promote transparency in
military expenditures. The overall concept
is that by bringing more attention and
transparency to how states allocate their
military resources, countries could have

a better understanding of one another’s
activities and thus potentially restrain mili-
tary actions based on misperceptions. As
with most UN efforts, the military expen-
ditures database relies on the cooperation
of the member states to provide data.
There is a lack of consistency, however,
that is reflected in gaps spanning years

in each country’s report and by changes
where the data are located within the UN
Web site. Furthermore, this self-reporting
approach means that the data are only as
reliable as the country generating them
wants them to be.

UN member states choose one of
four forms with increasing levels of detail
to report their annual military expendi-
tures. The first is for countries that do
not report any military expenditure. The
other three involve different levels of
detail for countries that do report military
expenditures. The simplest form is a
“single figure” report in which the coun-
try reports only a single figure reflecting
their ministry of defense equivalent.
Then there is the simplified form, which
divides total military expenditure in two
ways.!® First, it divides the funding by the
type of expenditure: personnel, opera-
tions and maintenance, procurement and
construction, and research and develop-
ment (R&D). Then, it categorizes those
resources by which force controls them:
land, naval, air, or other forces. The final
form, which is the one recommended by
the UN, builds on the simplified form.!*
For the type of expenditures, the form in-
cludes 28 categories that are nested under
the 4 categories of personnel, operations
and maintenance, procurement and
construction, and R&D. The force side
is split into 10 categories, including the
different forces and elements such as sup-
port and command, UN peacekeeping,
and emergency aid to civilians.

The voluntary reports submitted by
the PRC are a half-filled version of the
simplified form.'” This level of disclosure
falls short of what would be reasonable
to expect from a responsible actor in the
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international arena—especially one that is
leading the world in military expenditures.
The data do not report any resources allo-
cated to R&D. In the category of forces,
the report is divided into active, reserve,
and militia components, instead of land,
naval, and air forces as prescribed by the
UN. These major departures from the
form make it impossible to observe how
PRC resources have changed.

The CCP’s defense white paper uses
these reports from 2010 to 2017 to con-
struct a table showing the evolution of
Chinese defense expenditures.'® Even with
the table’s limited data, it is possible to
observe that the CCP’s defense expendi-
tures nearly doubled in 8 years. Moreover,
the table confirms a substantial increase in
the percentage of military resources dedi-
cated to purchasing equipment, growing
from 33 percent of the budget to 41 per-
cent. This boost indicates that significant
resources are behind the PLA’s rhetorical
emphasis on modernization.'® For a docu-
ment that claims to reflect “reasonable
and appropriate defense expenditure,”
however, it fails to provide information
on how those expenditures are reasonable
and appropriate.?® The level of transpar-
ency demonstrated in the white paper is
no different from that of the previously
released UN-based data.

Also, just like the data available
through the UN; the white paper ad-
dresses nothing on the past 4 years, from
2018 to 2021. Public reports give reason
to believe substantive increases in the
PRC’s defense budget have occurred.?!
The United States and its allies should
exert public pressure for the PRC to
resume reporting under the UN mecha-
nism. Even if these sources cannot be
taken at face value, they represent a valu-
able data point that can and should be
used for analysis.

Limitations of the Current Data
The CCP has a worldwide reputation
for manipulating and withholding data;
in terms of defense budgets, it follows
its regular playbook: being as opaque

as possible. Transparency International
UK, an anticorruption nongovernmen-
tal organization, developed a ranking to
evaluate the transparency of countries’

defense expenditures, ranging from 0 to
12.22 In that ranking, the PRC scored
1.5 out of 12, a “low” level of trans-
parency. It is in this context of opacity
that the primary source data must be
evaluated and understood—that is, the
figures should be taken with a grain of
salt. Such skepticism does not eliminate
the utility of or make invalid these
data—rather, the data simply demand
caution and caveats.

The lack of service-level information
makes it difficult to determine how the
PLA armed forces have changed through
time, especially over a period when the
PLA has been undergoing substantial
reforms. The PLA has rebalanced its dif-
ferent forces, deemphasizing the role of
the land forces, which have been domi-
nant since the army’s inception.?® The
UN form requires a breakdown between
the different forces, but the PRC did not
provide it. Another element of opacity is
the short time frame of 8 years between
2010 and 2017 that is accounted for in
the form. The small window provided
makes it challenging to get a sense of the
evolution of the PLA. Also, it is a some-
what outdated snapshot, already 4 years
old as of this writing.

Further increasing the opacity of the
data are the known omissions inside the
budget. Funding devoted to R&D is
the glaring omission. The UN reports
require separate line items for military
R&D resources; however, the PRC
claims that “equipment expenses cover
research and development, procurement,
maintenance, transportation and storage
of weaponry and equipment.”?* Such a
claim is neither credible nor verifiable. At
a minimum, it would be a step toward
greater transparency for the Chinese
government to report the funds allocated
within each of the categories that com-
pose “equipment.”

Additionally, because of how the
CCP defines the relationship between
military research and the broader Chinese
society, disclosing military, R&D funds
would still give an incomplete picture.
Under the civil-military fusion model
that the CCP employs, the PLA can ecasily
access for military purposes any technol-
ogy and research developed in civilian

institutions.? As stated by Tai Ming
Cheung, a professor at the University

of California, San Diego, “Funding for
defense-related research and develop-
ment . . . comes primarily from other
areas of the central government budget,
most notably those allocated to the State
Administration for Science, Technology,
and Industry for National Defense
(SASTIND), which is not included in
the official defense budget.”? SASTIND
represents a line of expenditure that is
outside of defense, and there is no indica-
tion that the budget is aggregated to the
reported totals.?”

The presence of state-owned en-
terprises (SOEs) in the PRC further
highlights the challenges in getting
a complete picture of military R&D.
The Chinese defense industrial base has
changed in the past few decades, but
SOE:s still play a major role in defense.?®
The current defense budget provides
no visibility into the work of SOEs in
the defense industrial base and how
much support they get—or do not
get—through the official defense budget.
Transparency International UK summa-
rizes the state of Chinese defense budget
data well, stating that “the little official
defence budget information which is
released by the Chinese government
excludes any data on military R&D and
infrastructure projects, strategic forces,

and foreign acquisitions.”

Challenges in Dealing

with the Existing Data

Even in the context of the limited data
available on the PRC’s defense budget,
other limitations make it hard to
compare Chinese military expenditures
with those of the rest of the world.

The main obstacle is in establishing a
common currency for making the com-
parisons. Simplistic comparisons rely on
using a market exchange rate to reach a
common currency, usually U.S. dollars.
Market exchange rates are the price of
one currency that would be necessary
at that given moment to buy another
currency. However, unless someone is
buying just currency, those rates have
little utility. These market exchange
rate comparisons lead to misleading
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statements, such as “the United States
spends more on defense than [the next
10 countries] combined.”? It is a state-
ment devoid of context, thus undermin-
ing its credibility. These comparisons
ignore the fact that military expenditures
are mostly conducted inside the country
with local currency and that the labor
market for the military, a huge cost
driver for most militaries, is national 3!
Several studies develop a comparison
with better fidelity by utilizing purchasing
power parity (PPP) data.’> Economists
developed PPP indexes to permit com-
parisons between different economies

that have similar products available.?* The
main goal is to be able to compare the
cost of living in different nations using a
common basket of goods. PPP indexes
aim to be universal and thus do not con-
sider the specificities of a basket of goods
the military would buy. Ideally, a specific
PPP index would be available based on a
military basket of goods. The World Bank
and the UN should assess the viability of
developing such an index.

Professor Peter Robertson from the
University of Western Australia developed
an initial concept of a real military pur-
chasing power database. As he explains,

“Since output prices are not observable,
I develop an exchange rate based on
relative military input costs using defense
budget share data. For each country

the defense sector PPP exchange rate is
constructed as a Tornqvist index of unit
military costs relative to the USA.”3*
Further study is necessary to both repli-
cate Robertson’s results and update the
numbers, as the study uses 2017 data.

Working Around the

Data Limitations

The main way to get a better under-
standing of the PLA’s defense budget

Boatswain's Mate Seaman Daniel Bello (left) and Seaman Emilio Hernandez scan for surface contacts from bridge wing of guided-missile destroyer USS
Dewey, East China Sea, November 10, 2021 (U.S. Navy/Justin Stack)
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is for other organizations to produce
alternative estimates, but it is also
important for the United States to
explore different methodologies and
different sources of data, both inside
and outside the Chinese government.
Additionally, the United States should
elicit the cooperation of its network
of allies to crowdsource better data on
how the PLA is resourced and how it
applies its resources. During the Cold
War, the United States needed to better
comprehend how the Soviet Union bud-
geted for its military and how it evolved
through time. The focus on one clear
potential adversary enabled the Federal
Government to encourage arguments
among different analysts and organiza-
tions on how to best calculate and count
Soviet military expenditures.®® These
debates ranged from how to understand
the cost of each system and the salaries
of Soviet military personnel to the rate
of production of military assets and
all the possible details that could be
extracted from a closed society.
Compared with the current effort
to get reliable Chinese data, the attempt

to access Soviet information on how it
budgeted for its military and how much
it allocated to each part was consider-
ably harder. During the Cold War, “two
basic approaches for independently
estimating Soviet military spending (and
thereby testing the working hypothesis)
rapidly emerged. One relied on exploit-
ing pertinent available Soviet economic
statistics. The second eschewed the use of
Soviet statistics and instead employed a
direct-costing technique of putting price
tags on known and estimated Soviet mili-
tary forces, programs, and activities.”3¢
Largely thought of as a top-down de-
scription of the defense budget, the first
method utilizes the overall economy and
the burden of government to determine
the amount of funds dedicated to military
spending. It focuses on the inputs that
go into the defense sector. The second
method relies on the purchase price of
existing military assets plus their annual
upkeep costs to estimate a country’s mili-
tary expenditures. It largely concentrates
on the outputs the countries receive
from their expenditures.’” Both types of
analysis have been partially conducted

on the PLA’s expenditures, and myriad
cfforts have been taken to describe the
PLA’s new platforms and their capabili-
ties.*® However, most of these analyses do
not add a cost element to the equation,
making it challenging to build out an
aggregated defense budget by totaling
major platform costs. It is not a matter

of choosing one method or the other;
rather, analysts should assess how these
approaches could complement each other
to give the public and the Intelligence
Community a more complete picture.

In the context of Great Power com-
petition, the United States must, using
all possible sources of information, secure
a better understanding of how the CCP
funds its military, how much money is
dedicated to military R&D, and how
well Chinese military personnel are
compensated. The Defense Intelligence
Agency (DIA) issues an annual report
called China Military Power. Its latest
edition, published in late 2019, contains
a two-page discussion of the Chinese de-
fense budget, which includes a graph that
merely reproduces the official Chinese
defense budget, converted through

Sailor aboard guided-missile destroyer USS Milius observes bilateral exercise with Japan Maritime Self-Defense Force ships, South China Sea,

November 16, 2021 (U.S. Navy/RuKiyah Mack)

64 Features/Knowledge Gaps in the Chinese Defense Budget

JFQ 105, 2" Quarter 2022



President Joe Biden meets with Chinese President Xi Jinping during virtual summit in Roosevelt Room of White House, November 15, 2021

(Abaca Press/Alamy/Sarah Silbiger)

market exchange rates and adjusted for
inflation.® The text acknowledges the
challenges of an independent valuation,
stating that “estimating actual military
expenses is difficult because of China’s

poor accounting transparency and incom-

plete transition to a market economy.”*

Exactly because it is difficult, the DIA
should develop its own independent
estimate and make it public, which would
allow other actors to expand on it.

The U.S.-China Economic and
Security Review Commission (USCC),
an independent congressional commis-
sion charged with reviewing the National
security effects of U.S.-China interac-
tions, also publishes an annual report
on the activities of the PRC. The 2019
edition discussed the Chinese defense
budget and highlighted lack of trans-
parency, stating that “China’s official
budget is not transparent. Authoritative
observers note that one cannot accept
China’s official figures at face value due
to Beijing’s provision of only top-line

numbers and omission of major defense-
related expenditures, such as research
and development and foreign arms
purchases.”*! The commission takes its
analysis one step beyond that of the DIA
and includes a graphic representation of
the Chinese defense budget alongside
two independent estimates performed by
independent research organizations.*> A
participant partially addressed this issue at
one public hearing held by the USCC.#
But that is where the discussion ends

in publicly available sources from the
Federal Government.

The USCC uses the estimates of two
international research organizations: the
Stockholm International Peace Research
Institute (SIPRI) and the International
Institute for Strategic Studies (IISS).
Beginning in 1997, SIPRI developed its
own methodology to estimate the Chinese
defense budget. SIPRI’s approach incor-
porates elements missing from the official
budgetary data publicized by the PRC
government.* A January 2021 report

from SIPRI updated its methodology and
built on the elements that are part of the
independent estimate.*® Its estimate for
the Chinese defense budget takes into
account military expenditures that occur
outside the official defense budget.*® The
methodology considers military R&D,
costs for the militia and the People’s
Armed Police, subsidies for SOEs, and
carnings from the PLA’s economic activi-
ties and arms exports. As stated by SIPRI,
“the estimates for the years 1997-2017
are based on publicly-available figures for
official military expenditure and some
other items, and estimates for other items
based on Professor Wang’s methodol-
ogy or other methods based on new
information.”* The SIPRI data therefore
try to fill in the gaps that the publicly
available data present. It is a methodology
analogous to the building-blocks approach
used in past assessments of the Soviet
defense budget in which the different ele-
ments of the force are examined to get a
greater picture of military expenditures.
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Lieutenant Louis Petro stands watch as tactical action officer in combat information center aboard amphibious dock landing ship USS
Germantown, East China Sea, July 17, 2020 (U.S. Navy/Taylor DiMartino)

IISS takes a similar tactic, finding the
budgetary categories not represented
in the official budget and adding its
estimates to them. In a recent report,
TISS highlighted new categories that
ought to be included in the calculation
of the PLA budget to bring it closer to
reality.*® TISS includes the local budgets
for the People’s Armed Police and the
expenses for the China coast guard.
Both inclusions are supported by their
recent additions to the Central Military
Commission’s command structure, ef-
fectively making them part of the military
chain of command. These additions align
with the 2015 reforms of the PLA and
its changes in the military structure.*
According to IISS calculations, these two
additions amount to an extra $10 bil-
lion to the PLA’s budget—a substantial
addition to a budget that IISS already
estimates to be around $200 billion. The
IISS report also points out five other

areas that should be explored to obtain

a more precise estimation of the Chinese
defense budget, ranging from the costs to
build artificial islands in the South China
Sea to the operations and maintenance
costs of the China coast guard and the
expense of building aircraft carriers.

A recent report from the Heritage
Foundation advanced a different way to
compare and contextualize the Chinese
defense budget.®® The report reduces
the level of details presented on the
defense budget of the United States to
the ones available on the PLA budget, to
obtain an equivalent picture. Because the
United States provides substantially more
budgetary data, it is possible to reag-
gregate the data in the categories utilized
by the PRC and exclude the elements
not presented in the PLA’s data. From
there, it is possible to utilize both market
exchange rates and PPP, when appropri-
ate, to reach a common measurement.

Employing these techniques, the report
estimates that the defense budget of the
PRC had 87 percent of the purchas-

ing power of the defense budget of the
United States in 2017. The year selected
was the last year in which available data
from the PLA’s budget were broken
down in any detail.

All these reports are an important step
toward getting more clarity on the real
level of military expenditures in China;
however, these estimates should be re-
fined as new data become available and as
the international community gathers new
sources of information on China.

Conclusion

To a large extent, defense budget trans-
parency is an area in which the United
States leads the world; the United
States and other nations should publicly
engage and push the PRC to meet

a similar standard. The UN Military
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Spending database is a great place to
start creating this pressure, especially
because it is a mechanism that the PRC
utilized until 2017. This push would
have to be part of a broader effort to
get the Chinese to become more trans-
parent—a significant change in behavior
for them. As highlighted by Princeton
University’s Aaron Friedberg,

In vecent years U.S. officials have pressed
their Chinese counterparts to be more
“transpavent” about defense spending, but
there is little expectation that these pleas will
yield meaningful vesults. Even if Beijing
were suddenly to unleash o flood of infor-
mation, American analysts wonld regarvd
it with profound skepticism, scrutinizing it
carefully for signs of deception and disinfor-
mation. And they would be right to do so;
the centralized, tightly controlled Chinese
government is fur better able to carry off
such schemes than its open, divided, and
leaky American counterpart.’!

The opacity of the CCP, combined
with the inherent distrust that its au-
thoritarian system generates, means that,
for the time being, the United States,
allied governments, and independent
researchers and organizations must strive
to develop their own estimates of the
Chinese defense budget, if there is to
be any improvement in the collective
understanding of it. The difficulty and
possible pitfalls are all the more reason to
get more individuals invested in calculat-
ing the right answer rather than a reason
to abandon the work and rely solely on
those data the CCP chooses to disclose.

A more accurate picture of Chinese
military expenditures is a necessary, but
not sufficient, component in assessing
the PRC’s defense capacities and capabili-
ties. In many cases, it is more important
to know that an adversary hasa certain
system rather than what that system costs.
But when it comes to devising peacetime
strategies that aim at putting the adver-
sary in a position where the cost curve is
unfavorable, knowing these costs is criti-
cal. In terms of China’s military budget, a
better understanding will come only from
independent analysis—both inside and
outside the Federal Government. JFQ
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U.S. European Command

Theater Infrastructure Plan
Aligning U.S. Requirements with European
Capability and Resources

By Jon-Paul Depreo and Scott P. Raymond

.S. European Command
U (USEUCOM) has had a long

and storied history since 1952,
providing response to more than 200

named operations including humanitar-
ian and natural disaster relief efforts
and deployed forces in support of
nearly 95 contingency operations.!

Lieutenant Colonel Jon-Paul Depreo, USA, is Commander of the 46" Engineering Battalion, Fort
Polk, Louisiana. Captain Scott P. Raymond, USN, is Strategic Logistics Chief and Engineer at U.S.

European Command.

As old threats become new threats,
USEUCOM continues to sync with
national strategy and develop plans
that leverage existing and planned
infrastructure investments through-
out Europe to reverse post—Cold War
posture reductions. In response to the
2014 Russian annexation of Crimea,
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USEUCOM and European allies
increased their commitment to defense
spending and refocused their forces
and footprint to deter further Russian
aggression; however, with the pivot

to the Indo-Pacific region to address
emerging Chinese threats—during a
period of constrained investments—
USEUCOM?’s infrastructure strategy
is at risk of not reaching full potential.

A national strategy underpinned by a
coherent infrastructure plan would mit-
igate unintended consequences of his-
torical pendulum swings in resourcing.
The 2018 U.S. National Military
Strategy (NMS) acts as a framework for
“protecting and advancing U.S. national
interests” for the joint force, allowing it
to maintain its military advantage and
implement defense strategies.”? The NMS

describes a ready position supported by
three strategy horizons: force employ-
ment, force development, and force
design. The strategy horizons range to
15-year visions, with emphases on criti-
cal infrastructure and “a joint force that
can exercise assured force projection,
maintain freedom of maneuver in all
domains, deliver joint combined arms
decisively, and ultimately win” in support

Two Airmen assigned to 31 Security Forces Squadron participate in exercise Steadfast Nomad 2021 at Aviano Air Base, Italy, September 22, 2021

(U.S. Air Force/Brooke Moeder)
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of homeland defense and allied defense
against regional and global threats.?
Timely infrastructure development—of-
fering flexibility and strategic options to
the commander—is critical to the applica-
tion of joint planning principles.*

In 2019, the need for a theater
infrastructure plan (TIP) at the joint
strategic level manifested from a multi-
tude of reasons. General Tod Wolters,
USAF, issued a command directive for
convergence between USEUCOM and
Supreme Headquarters Allied Powers
Europe to create more coherence in
theater operations, activities, and invest-
ments. A TIP would coalesce disparate
military construction (MILCON) ef-
forts and seek to offset reductions in
that budget. When realized and fully
implemented, the TIP would be a dy-
namic requirements-based document
organizing infrastructure shortfalls that
result from gaps between needs and
existing theater capabilities. This plan
would consolidate U.S. infrastructure
requirements across the USEUCOM
theater and enable unity of effort within
the joint force. Most important, the TIP
would converge plans and investments
with our allies, partners, and European
Union (EU) organizations. The
USEUCOM operational environment,
especially in Eastern Europe, proves too
dynamic for effective infrastructure sup-
port from a lengthy MILCON process.
The TIP would also contain a coherent
plan that is adequately dynamic and flex-
ible to meet today’s needs and project
long-term solutions for tomorrow’s
fight in support of U.S. military objec-
tives. The TIP would make MILCON
the option of last resort.

This article explores USEUCOM’s
conceptual framework for the TIP, which
will support national military strategy,
improve convergence with European
allies and partners, and reduce risk to
military mission and force. The adoption
of a deliberate infrastructure planning
strategy at the theater level should pro-
vide resource efficiencies and flexibility to
reach desired conditions of securing the
Euro-Atlantic region, achieving a com-
petitive edge, supporting North Atlantic
Treaty Organization (NATO) credible

deterrence and defense, and enabling
U.S. global power projection.®

The TIP’s coordination and syn-
chronization with EU planning and
resourcing advances USEUCOM’s
combat commander’s campaign plan and
reduces the risk of an insufficient support
infrastructure in times of crisis.

Supporting U.S.
Strategic Objectives
The joint and multinational force
emphasis on the transregional, multido-
main, and multifunctional environment
in operational planning strengthens
Europe’s defense. Over the past 5
years, USEUCOM operational plans
have been refined to put more focus
on military mobility, convergence with
allies and partners, and new regional
and global threats. To counter growing
pressures from Russia and China, the
Department of Defense and Congress
provided billions of dollars for programs
and initiatives to enhance U.S. and
NATO readiness for rapid response to
aggression; to strengthen infrastructure
capacity and burden-sharing opportuni-
ties; and to increase equipment prepo-
sitioning and joint reception, staging,
and onward movement throughput.
USEUCOM continues to prepare the
theater by enabling an environment
for ingenuity and creative solutions. A
coherent infrastructure plan offers the
efficiency and coherence that safeguards
U.S. investment and national objectives.
Neither the Joint Staff nor the Office
of the Secretary of Defense (OSD) man-
dates that unified commands establish an
infrastructure support plan for combat-
ant command activities, operations, and
investments; however, the Joint Strategic
Capabilities Plan (JSCP) translates NMS
and Global Employment of the Force
guidance into strategic planning require-
ments for the command. The 2020 JSCP
Logistics Supplement directs combatant
commands to publish a theater posture
plan, a theater distribution plan, and
theater logistics overview, which in the
aggregate constitutes a theater logis-
tics plan.® Although all three theater
logistics plan elements describe infra-
structure development, none identifies

or effectively communicates the totality
of USEUCOM’s infrastructure gaps
or shortfall resolution options across
the joint force (including both organic
and host-nation infrastructure assets) in
support of the transregional, multido-
main, and multifunctional environment.
Furthermore, the posture plan focuses
most of the reliance on internal U.S.
investments within a near-term horizon.
A coherent infrastructure plan with a
15-year vision is essential to giving the
best military advice on infrastructure and
flexibility to the commander.” A key as-
pect of the TIP is its complementary role
to USEUCOM’s theater posture plan,
which is bound by the OSD’s Future
Years Development Program (FYDP).
The TIP looks longer term—an addi-
tional 10 years beyond the FYDP—and
deemphasizes MILCON due to budget
volatility, which makes out-year pro-
graming inconsistent and USEUCOM
susceptible to OSD reallocation in favor
of other global requirements (such as
U.S. Indo-Pacific Command’s emerging
Pacific Deterrence Initiative).
Long-term understanding beyond
near-term planning presents new options
to reduce Service component reliance
on MILCON appropriations to fill such
infrastructure gaps as munitions and fuel
storage facilities, equipment prepositioning
warchouses, and airfield improvements.
USEUCOM must make MILCON a
solution of last resort—by emphasizing
the TIP’s use of more cost-efticient, pre-
dictable, and responsive options to address
the combatant commander’s needs. A
long-term vision for infrastructure should
inform the commander’s campaign plan
strategy and the subsequent Service com-
ponent supporting plans.

Convergence with

NATO and Partners

The NATO Defense Planning Process
(NDPP) secks to standardize and
increase planning interoperability across
all 30 nations. The NDPP aims to har-
monize military planning efforts within
the Alliance via a five-step process:
establishing guidance, determining
requirements, setting target apportion
needs, facilitating implementation, and
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reviewing results. The NDPP results

in the recognition of a minimum
capability requirement and the result-
ing shortfalls, development of higher
level NATO objectives, and decisions

to generate statements of requirement.
The NDPP’s demand signal informs the
Common Funded Capability Delivery
Model and, therefore, what receives
common funding. The TIP would allow
USEUCOM to provide its infrastructure
needs to NATO to inform the NDPP.
Infrastructure requirements transparency
creates convergence and infrastructure
coherence across the theater.

Financial support to NATO consists
of'indirect and direct funding. Indirect
funding manifests, for example, as the
voluntary contribution of equipment
or troops. In 2006, NATO’s defense
ministers agreed to a 2 percent of gross
domestic product national defense
spending target, with 20 percent of
that defense budget spent on major
equipment. In 2014, heads of state
and government at the Wales Summit
approved this defense spending target
declaration to reaffirm the “strong
commitment to collective defence and
to ensuring security and assurance for
all Allies.”® Direct funding finances, for
requirements serving the interests of
all 30 nations, use a cost-share formula
based on gross national income. One of
these common funded arrangements is
the NATO Security Investment Program
(NSIP). A long-term infrastructure
investment program, NSIP funds con-
struction and command and control
systems to offer military capabilities that
are beyond the needs of individual mem-
ber nations. In recent years, annual NSIP
investments have averaged €750 million
(approximately $851 million). Starting
in fiscal year 2021 (FY21), the U.S.
cost-share of the NSIP common funding
requirement decreased from 22 percent
to 16 percent ($120 million per year).

The U.S. return on investment from
NATO funding mechanisms—such as
direct funding of U.S. infrastructure,
NATO projects at U.S. operating loca-
tions, and general NATO efforts since
2016—is approximately €5 billion (ap-
proximately $5.7 billion; 16 percent)

of the total €31 billion (approximately
$35.2 billion) authorized by NATO.
NSIP infrastructure investments ap-
proved since 2016 span 25 nations and

should be completed in the next 10 years.

Approved NSIP projects of U.S. interest
include infrastructure supporting fight-
ers, air-to-air refueling, air transport, the
Airborne Warning and Control System,
bombers, and aerial surveillance; fuel
storage and delivery; equipment prepo-
sitioning;; training ranges; and reception,

staging, and onward movement of forces.

Historically, NSIP investment for U.S.
projects has been achieved through a
bottom-up approach focused on specific
projects. To increase future benefits of
NSIP project funding, the United States
is transitioning to a top-down approach
that integrates USEUCOM basing and
infrastructure requirements into NATO
defense planning and associated NATO
capability program plans, which would
better align NSIP and U.S. project de-
velopment.® The TIP ensures that U.S.
long-range infrastructure planning is in
place to parallel NATO planning, thus
better positioning the United States to
insert needs into the NATO planning
process that set medium- and long-term
horizons from 7 to 20-plus years. The
TIP coalesces USEUCOM infrastructure
requirements in support of NATO’s goal
to improve readiness.

The European Union is made up
of 27 nations—21 of which are NATO
members—seeking “to continue pros-
perity, freedom, communication, and
case of travel and commerce for its
citizens.”!® The EU sought to improve
cooperation by establishing in December
2017 a treaty-based organization called
Permanent Structured Cooperation.
Participating nations pledge to bolster
global cooperation on projects “re-
sponding to the EU priorities by EU
member states through the Capability
Development Plan, also taking into ac-
count the results of the Coordinated
Annual Review on Defence.”!!

EU investments in the Trans-
European Transport Network reflect
a priority to improve and strengthen
European infrastructure. From 2000
to 2006, the EU invested €859 billion

(approximately $975.7 billion) in trans-
portation-related infrastructure and will
likely contribute €1.5 trillion (approxi-
mately $1.7 trillion) between 2010 and
2030."? From an infrastructure develop-
ment perspective, U.S. cooperation with
the EU is important to open the aperture
for U.S. infrastructure development and
use options captured in the TIP.

Reducing Risk in the

USEUCOM Theater

Chairman of the Joint Chiefs of Staff
Manual (CJCSM) 3105.01, Joint Risk
Analysis, identifies two types of risk:
strategic and military. Strategic risk
includes those activities that would
result in negative consequence to the
homeland, national interests (including
NATO), or the invasion or loss of an
ally or partner.'® Military risk encom-
passes risk to mission (inability to meet
military objectives) and risk to force
(inability to provide and sustain suf-
ficient military resources).!*

CJCSM 3105.01 subdivides risk to
mission as operational risk and future
challenges. Operational risk exists within
the near term (0 to 2 years), and future
challenges extend to the medium term
(0 to 7 years).'® As a result of the TIP’s
cohesive effect, USEUCOM planners
have increased flexibility during course-
of-action development. Due to lengthy
planning, design, and construction time-
lines, USEUCOM’s ability to reduce risk
in the near and medium term must start
with a long-term vision. The TIP im-
proves risk analysis decisions by bringing
into focus the totality of the infrastructure
requirements and capabilities, which al-
lows decisionmakers to target investments
where they are most effective. Improving
resiliency through the development of a
network of theater infrastructure reduces
risk to mission by investing in long-
term infrastructure planning. The TIP
ultimately reduces risks to USEUCOM
plans via a long-term vision, alternate
infrastructure solutions, and strengthened
relationships with allies and partners.

USEUCOM underwent transforma-
tive change in 2014 with the inception
of the European Reassurance Initiative,
now known as the European Deterrence
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Initiative (EDI), which came about in re-
sponse to Russia’s actions in Crimea and
castern Ukraine. EDI provides Service
components the opportunity to program
MILCON projects addressing infrastruc-
ture shortfalls, including $2.6 billion of
infrastructure improvement funding from
FY15 through FY21; as of FY20, more
than half ($1.8 billion) was deferred due
an emergency declaration at the southern
border of the United States. Starting

in FY22, as EDI MILCON dwindles

and reverts to the Armed Forces’ base
budgets, USEUCOM risks having an
improperly resourced mitigation strat-
egy. Therefore, USEUCOM must seck
innovative solutions for infrastructure
shortfalls. Allocating resources to infra-
structure development and sustainment
reduces delays and loss of progress.
USEUCOM reduces risk to mission by
continuing convergence with NATO and
cooperating with partner nations. Bilateral
agreements such as defense cooperation

agreements establish authorities for ex-
ecution of MILCON and use of existing
facilities; however, these agreements are
at the policy level and in most instances
do not support shared understanding
within NATO. For instance, U.S. Navy
Europe’s maritime requirements in sup-
port of NATO plans in northern Europe
are developed in direct coordination with
cach host nation. As a result of bilateral
arrangement, the needs are classified and
releasable only to the respective nation.

Paratroopers assigned to 3 Brigade Combat Team, 82" Airborne Division, wait to exit C-17 Globemaster |1l bound for Estonia during exercise Swift
Response 21, May 7, 2021 (U.S. Army/Alexander Burnett)
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The resulting inability to integrate the in-
frastructure requirements into the NDPP
results in miscommunication and misalign-
ment of national intentions and goals. The
TIP will ensure that infrastructure needs
stay at a level granting maximum transpar-
ency and collaboration.

USEUCOM’s ability to “buy down”
risk is becoming increasingly limited as
EDI resourcing uncertainties, competing
global threats to geographical combatant
commands, and policy decisions challenge
service budgets. The TIP provides military
risk mitigation to theater objectives by
optimizing resource planning, certifying
infrastructure that is built fit for purpose,
and improving resiliency through develop-
ment of a robust network.

Conclusion

USEUCOM’s creation of the TIP, with
a 15-year vision, ensures direct align-
ment with the NMS, operation plans,
and the USEUCOM’s combat com-
mander’s campaign plan’s three lines of
effort to compete, deter, and prepare.
The TIP focuses well beyond the FYDP,
allowing USEUCOM to coordinate
guidance that creates efficiencies and
maximizes returns on investments—
allowing Service components to develop
their programs in support of TIP
guidance. USEUCOM’s requirement
to conduct integrated infrastructure
planning promotes convergence with
the NATO Allies and partners, which

in turn allows for burden-sharing and a
common understanding.

Now more than ever, the TIP is
needed to “better align ends, ways, and
means to maximize the probability that
the nation will meet its targeted policy
objectives.”'s The TIP provides con-
vergence with U.S. joint infrastructure
needs and allows wise resource decisions
with NATO Allies and partner nations.
The NSIP’s $750 million per year al-
lowance presents an opportunity, when
approached with a proactive mindset, to
enhance plan development collaboration
and coordination. By funding more than
$48 billion to support the development of
the Trans-European Transport Network,
the EU’s Connecting Europe Facility
is providing an opportunity to create

operational effects and achieve the U.S.
national objectives described in the NMS.
U.S. MILCON should be the option
of last resort within the USEUCOM
theater. The decisive effects of a TIP are
measured through generating potential
cost savings; developing USEUCOM
staff efficiency; increasing convergence
and cooperation between U.S., NATO,
and EU planning; and reducing military
risk. USEUCOM’s determination to
offer diverse infrastructure sourcing
solutions for the commander—through
better cooperation with the EU, NATO,
and host nations—mitigates risk within
operational planning and crisis response
options, enabling a decisive response.
USEUCOM’s history demonstrates
an ebb and flow of conflict with con-
gruent resourcing. As national strategy
continues to address global threats and
balance resources, USEUCOM’s in-
frastructure planning requires support,
through alternate means, to minimalize
the effects of refocused resourcing. The
TIP’s realized effects ensure a coherent
plan that is dynamic and flexible to meet
today’s needs for tomorrow’s fight. JFQ
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All Quiet on the Eastern Front
NATQ Civil-Military Deterrence of Russian
Hybrid Warfare

By Andrew Underwood, Andrew Emery, Paul Haynsworth, and Jennifer Barnes
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Special tactics operators assigned to 352™ Special Operations Wing radio to Swedish C-130H during controlled landings and takeoffs in Sweden,
November 9, 2020, to support bilateral exercise in Baltic Sea region (U.S. Army/Patrik Orcutt)

not ended. Despite its success at deter-
ring Soviet aggression during the Cold
War, NATO must evolve to effectively
counter Russia’s 21%-century model
of'illicit actions and activity against
NATO members—often referred to
as hybrid warfare. To achieve credible
deterrence, NATO’s policy and strategy
instruments must focus on imposing
costs on Russian adventurism and lim-
iting the effectiveness of Russian hybrid
warfare campaigns. The preparation
of civil institutions and structures as
part of deterrence warrants study. The
Alliance should consider how future
conflicts would likely manifest between
NATO and Russia and how Allies and
partners could collectively deny or
decrease the benefits available to Russia
through its hybrid warfare approach.
The term hybrid warfare (or hybrid
threats) lacks a universally accepted
definition,! and Department of Defense

terminology predates the 2014 invasion.?
Hybrid warfare can include conventional
and unconventional forces or be carried
out by other state and nonstate actors.
It occurs across the diplomatic, informa-
tional, military, and economic dimensions
of power. It may be overt but is just as
often covert or clandestine, complicating
attribution. Rather than attempting a
formal definition, for the purpose of this
article hybrid warfare refers to all avail-
able means undertaken by a state—in this
case, Russia—across all power dimen-
sions, including through intermediaries,
to achieve its objectives against an adver-
sary in such a manner that does not give
rise to traditional war.

Russia uses hybrid warfare (though
it does not name it as such; the term
originates in the West) to advance na-
tional objectives using means not typically
considered clear acts of war to manipulate
facts on the ground without provoking

external intervention.? It is, in effect,
delivering a fait accompli before its adver-
saries can respond. For its part, the joint
European Union (EU)-NATO European
Centre of Excellence for Countering
Hybrid Threats defines bybrid warfare
as “an action conducted by state or non-
state actors, whose goal is to undermine
or harm a target by combining overt and
covert military and non-military means.”*
Effective deterrence and defense
require credibility, capability, and commu-
nication.® Major NATO policy statements
over the past decade from Warsaw, Wales,
Brussels, and London mention “an appro-
priate mix of nuclear, conventional, and
missile defence capabilities” as the primary
components of the Alliance’s deterrence
posture.® Deterrence in this context
should be considered in terms of cost and
benefit—one could deter an adversary
by increasing the costs for taking action,
reducing the benefit of taking action,

76 Features /NATO Civil-Military Deterrence of Russian Hybrid Warfare

JFQ 105, 2" Quarter 2022



or ideally both, to encourage adversary
restraint. The 2019 London Declaration
acknowledges the need to “prepare for,
deter, and defend against hybrid tactics”
but fails to articulate sow the Alliance
should proceed.” Since Russian hybrid
warfare manifests in ways clearly distinct
from direct armed conflict between states,
the use of military means in response
might be difficult to legitimize. Just as
hybrid warfare has evolved, responses to
hybrid warfare must evolve and expand
into other domains.

Building on NATO’s work, think-
ing, and publications on countering
hybrid /gray zone warfare, the analysis
presented here provides a framework on
the Soviet and contemporary Russian
methods within the current operational
environment. It then proposes specific
actions that NATO must adopt to im-
pose costs on or deny benefits to Russia
for employing these tactics, while also
encouraging Russian restraint against
future hybrid warfare.

Framework to Consider

Russian Hybrid Warfare

Hybrid warfare is not a new concept for
Russia. The Soviet use of special forces,
secret police, KGB (Komitet Gosudarst-
vennoy Bezopasnosti, Committee for
State Security) agents, and other means
to create political influence, manipulate
perceptions, and undermine the spread
of democracy is well documented. Presi-
dent John F. Kennedy described the
Soviet Union as a “tightly knit, highly
efficient machine that combines mili-
tary, diplomatic, intelligence, economic,
scientific, and political operations.”®
Similarly, in 2017, RAND identified

six primary types of Russian hybrid
activity: information operations, cyber,
proxies, economic influence, clandestine
measures, and political influence.” What
the Cold War—era tactics highlighted by
Kennedy captured is a blurred nonde-
lineation of norms and practices applied
both internally and externally to achieve
objectives. Moreover, these tactics
continue to this day. This distinction
among activities and domains remains
novel to many (though certainly not all)
of NATO’s members.

Russia leveraged ethnic Russians as de-
niable proxies to stoke instability in Estonia
in 2007 while simultaneously conducting
cyber attacks.!® The next year, Russia en-
couraged separatism within South Ossetia
and Abkhazia and surged mercenaries
and volunteers into the region, before
transitioning to open contflict as its “peace-
keeping” force took direct action and
conquered Georgian territory in August
2008.!"! Russia’s success in employing
hybrid warfare tools perhaps emboldened
the state to undertake a grand-scale, near-
seamless synchronization of hybrid activity
that ultimately achieved the objectives of
seizing and integrating Crimea and intro-
ducing a contested battleground within
castern Ukraine in 2014. Russia’s compre-
hensive hybrid campaign was as successful
on the battlegrounds of Crimea and south-
castern Ukraine as it was in winning within
the international rules-based order. Despite
the objections of the plurality of nations,
Crimea remains under Russian political
control today, the contested area in eastern
Ukraine remains a warm frozen conflict
(which Ukraine refers to as the Anti-
Terrorist Zone), and the threat of broader
armed Russian incursion remains.'?

During the Cold War, the Soviet
Union employed hybrid warfare as a
tool of global power competition to
further the ideological struggle between
communism and capitalism. Russia’s con-
temporary use of these operations is not
as casily linked with an ideological nar-
rative. Some argue that Russian actions
are driven by President Vladimir Putin’s
desire for other nations—and especially
the United States—to acknowledge
and respect Russia.'® Others contend
that NATO member expansions, activi-
ties, and partnerships threaten Russia.'*
Russian activity and objectives likely cover
the gamut of Putin’s international and
domestic priorities, from Moscow to the
former Soviet states, to all of Europe and
around the globe.

As the greatest power among the for-
mer Soviet states and the Soviet Union’s
geopolitical successor, Russia wants to
retain regional influence and be the
region’s preeminent partner over others,
such as the EU or the United States.
When many of these states aligned with

NATO or the EU in the post—-Cold War
era, it was as much a rejection of Russia’s
influence as it was a threat to Russia’s
geopolitical future. Estonia, Georgia, and
Ukraine have suffered Russia’s hybrid
retaliation in response.

Russia’s desire for legitimacy as a
Great Power extends beyond its “near
abroad” into the rest of Europe and
around the world. Despite shared
heritage with many European nations,
Russia’s frequent rejection of Western
norms has kept Europe from fully em-
bracing post—Cold War Russia into its
clique. Exacerbating this gulf, Russia
uses its hybrid muscle to undermine the
European rules-based institutional frame-
work.' It focuses its hybrid energies to
ensure Russian operations can continue
unconstrained by the European Union
while attempting to fracture the NATO
alliance. The invasion of Ukraine was a
masterstroke at asserting its Great Power
status, challenging the European security
architecture, and demonstrating the im-
potence of the rules-based international
order in constraining its actions.

Russia’s objectives appear to be to
cement its own internal political legiti-
macy through restoring its international
prestige as a Great Power, asserting
regional influence across Europe, and
undermining liberal Western democratic
institutions. Russian threats of broader
contlict or actions might indicate broader
desires. Regardless, Russia uses a variety
of methods of hybrid warfare to advance
these goals, which can be categorized
into three areas: activity that might be
considered immoral or unethical by the
United States and other nations but is
not illegal (such as economic or political
coercion), activity that occurs within the
gaps and seams of international law and
norms (such as cyber activity), or activity
that is clearly in violation of international
law or agreed norms but is not easily or
clearly attributable to Russia as a state
actor (such as intra- and extraterritorial
assassinations). Given this intentional
ambiguity surrounding Russia’s malign
activity, deterring hybrid warfare is
distinct from the context and logic of
NATO?’s conventional and strategic de-
terrence efforts during the Cold War.
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Deterrence in a Hybrid

Warfare Context

Traditional Cold War deterrence used
the capability /credibility /communi-
cation model within the context of
mutually assured nuclear annihilation,
and—despite academic debates about
causality—it appears to have worked.
Perhaps the most useful reframing

of the problem is to consider hybrid
warfare not as a single thing to be
deterred. Rather, it is a continuum of
activity synchronized to achieve a strate-
gic objective, and it requires a collection
of deterrence activity to reduce its likeli-
hood and impact.

To deter Russia’s use of hybrid war-
fare, the nation’s operational approach
must first be analyzed via component
activities. Then, deterrence strategies that
seek to impose costs and deny benefit
should be created for each activity to
limit Russian strategic flexibility and
choice. While NATO can work within
the Alliance to deny benefits for hybrid
tactics, it lacks the ability to respond ef-
ficiently—or at all—as a unified front to
impose costs by way of punishment. It
is unlikely that a hybrid attack below the

level of armed contflict against a NATO
member would be met with a unified
NATO response. This is not necessarily

a weakness, since NATO is not designed
to engage in retributive attacks that do
not meet the criteria for an Article V
response.'® However, as deterrence cred-
tbility hinges on a strong multilateral
response, even if the response originated
as a non-Alliance effort, it must appear to
be a collective response within NATO’s
consensus-based decisionmaking process.

Ways and Means to

Deter Hybrid Warfare
Comprehensive Defense. If Russia
employs all available means of national
power in a hybrid warfare campaign,
how could NATO equally mobilize
resources to counter the threat? The
first pillar to this answer is the concept
of comprehensive defense. In compre-
hensive defense, policymakers designate
their uniformed military forces as the
focal point around which to organize a
whole-of-society approach to national
defense. This approach seeks to lever-
age the unique skills and capabilities of
the military within joint military—civil

society initiatives that respond to
complex security threats that no single
institution acting alone could fully
confront or effectively defeat. In this
model, military forces drive unity of
cffort by organizing, training, moti-
vating, and as appropriate, equipping
the remaining population to achieve
strategic objectives. By engaging the
whole of their populations prior to

a hybrid warfare campaign, NATO’s
Allies and partners could provide a mul-
tilayer defense to counter and preempt
the full-court press of Russia’s hybrid
warfare strategy. Although defense and
cost imposition occur on a continuum,
the strategy can best be conceptualized
using three distinct stages: baseline
activities, competition below armed
conflict, and armed conflict.

During baseline activities, compre-
hensive defense could be used to signal
intent, build credible defense capability,
and counter potentially hostile messaging
campaigns against the population. Once
organized into territorial defense units,
auxiliary corps, neighborhood watches,
concerned citizens groups, or any other
number of structured organizations,
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a nation’s populace transforms from a
potential target to a protective force.
Instead of being ripe for exploitation by
hybrid warfare tactics, a nation’s popula-
tion becomes a deterrence against them.
Additionally, the act of organizing one’s
populace signals a nation’s intent 70t to
be a soft target for belligerent nations to
manipulate. Once effectively transmitted,
this signal alters the risk analysis of any
country considering the use of hybrid
warfare tactics. This is especially impor-
tant in regions with ethnically Russian
populations, such as Crimea or the
Latgale region of Latvia, which are often
the target of Russian hybrid activities.
Organizing and uniting these populations
with their states in advance places the ini-
tiative squarely on the friendly nation and
denies many of the tactical advantages that
Russian hybrid warfare relies on. Utilizing
a whole-of-society approach amplifies the
credibility of a nation’s military defenses.
A side benefit of organizing a country’s
population for comprehensive defense

is that civilian organizations could also
perform critical functions outside of coun-
tering hybrid warfare tactics. For example,
maritime auxiliary units could perform

migration control-related tasks, and
neighborhood watches could provide tips
to fight organized crime or prevent acts
of terrorism. Importantly, funding territo-
rial defense units would allow a country
to meet NATO defense spending targets
while stimulating its own economy.
During competition below armed
conflict, a nation’s population could
expose Russian actions, gather and pass
intelligence, and counter Russian informa-
tion operations (10). A well-organized,
informed, and motivated civilian popula-
tion could be used to counter this aspect
of hybrid warfare by denying an aggressor
the ability to exert dominance in the
information domain. Open-source and
social media investigative organizations
have already proved potent at countering
Russian 10. Bellingcat, an independent
collective of researchers and journalists,
utilized simple, concrete investigative
techniques to disprove numerous Russian
disinformation campaigns, from their
responsibility in the downing of Malaysian
Airliner MH17 over Ukraine to poison-
ings by Russia throughout Europe.!”
Bellingcat shows the power of the
public to counter 10. Trained by their

military counterparts with similar capa-
bilities (such as civil and public affairs or
military intelligence and security forces),
civilian organizations that understand
the indicators of Russian hybrid war-
fare could identify and report malign
activity—either to official government
channels (becoming intelligence) or
through the public domain (exposing
the malign activity), informing popula-
tions in NATO and around the globe.
This is especially important in areas

with a large Russian diaspora or ethnic
Russian population. The Alliance already
recognizes that it faces Russian 10 and
combats the messaging in the Russian
language.'® Yet NATO need not as-
sume sole responsibility to counter these
threats. By organizing, educating, and
training the population, a state could
preempt and negate future Russian at-
tempts to influence or take advantage of
these vulnerable sectors. Additionally,
both intelligence and information gener-
ated from organizing one’s population
are effective methods of imposing costs
and limiting strategic options. Accurate
and timely intelligence could support
friendly nation counteractions while
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broad exposure of malign activity helps
build coalitions and sway public opin-
ion. Timing is critical in this aspect of
comprehensive defense—the earlier a
population could accurately identify and
report malign activity, the easier it would
be for NATO’s members and partners to
develop and implement a rapid response.

Finally, an organized and focused
population could be used to supplement
police forces, provide critical logistics and
intelligence, and even augment friendly
military forces during the transition
from competition into armed conflict.
The Russian hybrid warfare model has
included a degree of armed (violent)
conflict, although to a lesser intensity
than the traditional fighting that would
be a part of state-on-state armed conflict.
For example, in eastern Ukraine, Russia’s
hybrid warfare model quickly advanced
from organizing demonstrations to the
armed seizure of government buildings
and military facilities.

During armed conflict, compre-
hensive defense could provide NATO
members and partners with a large pool
of resources. The concept of compre-
hensive defense also allows a nation to
maintain this basic military capability at
a much lower cost compared with main-
taining a large active-duty force. History
is replete with examples of nations rapidly
expanding their military forces at the
beginning of armed conflict—compre-
hensive defense provides the framework
to do so and the deterrence against ag-
gressors who seek to avoid this escalation.

Several aspects of comprehensive
defense are already being implemented
in the Baltic states. According to a
2019 RAND report, “total defense and
unconventional warfare techniques and
forces can support deterrence, early
warning, de-escalation, [and ] defense
against invading forces.”" Estonia,
Latvia, and Lithuania, as well as Poland,
are increasing the capability of their
territorial forces, national guards, and
reserve forces and generating whole-of-
society resilience and resistance efforts.
These eftorts to organize and engage
the population are proving critical to
counter Russian hybrid warfare efforts

in the Baltics and should be used by all

threatened NATO members and partners
as a template to combat Russian hybrid
warfare. Individual members should

seek to bolster comprehensive defense
among Allies with every training event,
exercise, or deployment available to
NATO. Coordination with EU initiatives
is a further mechanism to enable NATO
members to pursue comprehensive
defense. Initiatives such as the enhanced
forward presence and tailored forward
presence provide platforms for members
to work together on comprehensive
defense in addition to multinational
conventional interoperability. U.S. joint
force rotations are particularly capable

of bolstering comprehensive defense
through deterrence activities (such as the
bomber task forces), intelligence support
to the Alliance, deescalation, or if needed,
defense with rotational presence.

Information Opervations. Another
critical aspect of imposing costs and limit-
ing options available through Russia’s
hybrid warfare approach is effective 1O
attribution and response. 1O is substantive
enough a factor in Russian hybrid warfare
to be considered beyond comprehensive
defense. Staying abreast of Russian hybrid
objectives, methods, and tools prevents
Allies and partners from being caught
flat-footed. It also enables a better under-
standing of Russian intent and options
for hybrid activity, both in traditional
spheres and within the gaps and seams of
21%-century technology as an informa-
tion platform. This analysis focuses on the
intelligence- and information-gathering
and strategic communication aspects
of 10. Intelligence- and information-
gathering are critical to identify Russia’s
hybrid options and intent and to mobilize
NATO member states toward the activity.
Conversely, strategic communication is a
proactive, comprehensive defense measure
to specifically limit Russian hybrid options
and to broadcast the costs Russia would
incur if it moved forward with them.

For intelligence-gathering to be ef-
fective in today’s operating environment,
countries must be willing to break down
stovepipes and widely share information
within their own government structures
as well as with Allies and partners. The
coordinated actions of hybrid warfare

allow Russia to exploit regional, national,
and international seams. Building intel-
ligence-sharing apparatuses both within
and without ministries among and across
countries helps to close those seams.
Eftective intelligence-sharing could occur
at levels ranging from joint/multinational
collection teams to finished intelligence
analysis at ministerial or national levels.
In other words, information-sharing does
not always have to be top-down driven;
sometimes bottom-up is effective.

One goal of shared intelligence is
to reduce the time required for NATO
to consult and respond in part or as a
whole. This effort could be facilitated by
a common intelligence picture shared by
all parties. Partial, inconsistent, or stove-
piped intelligence might slow NATO’s
response process by creating doubt or
failing to correctly attribute malign activity
to the Russian government. In addition,
whether internal to a state or between
allied states, stovepiping challenges co-
ordinated action against hybrid warfare.
Better intelligence-sharing would allow
states to deny Russia the benefit of using
10 techniques in hybrid warfare to isolate
specific states or populations. A common
intelligence picture also makes it more
likely, for example, that a Russian intel-
ligence operative or team preparing to
assassinate a dissident would be identified
and detained, and have the network and
messaging compromised. An example of
intelligence-sharing success within NATO
nations against hybrid activity is the Baltic
Special Operations Forces Intelligence
Fusion Cell, a budding Estonian, Latvian,
Lithuanian, and Polish initiative that
operates with assistance from the United
States.?” If implemented properly, such
intelligence fusion cells might provide key
indications and warnings of Russian hybrid
warfare operations across the spectrum of
10, denying Russia the benefit of being
able to claim noninvolvement,/noninter-
ference and could serve as a template for
future initiatives among other Allies and
partners. Furthermore, such fusion cells
provide a path for connecting information
across the Alliance’s multiple stovepipes,
that is, the intra- and inter-bureaucratic
inertia and the multilingual nature of the
information environment. This enables
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Army jumpmaster assigned to 1 Squadron, 91% Cavalry Regiment, 173" Airborne Brigade, inspects paratroop door on C-130 Hercules before exiting
paratroopers from Il Infantry Brigade, Georgian Defence Force, during exercise Agile Spirit 21, Vaziani Training Area, Thilisi, Georgia, August 1, 2021

(U.S. Army/John Yountz)

a common intelligence picture and,
consequently, the ability of the Allies to
collectively deny Russian 1O to access
seams unfettered and without attribution.
Once Russian hybrid warfare IO
activity is recognized and NATO agrees
a response is appropriate, strategic com-
munication would likely be employed
as the principal countermeasure and
vanguard to prevent Russian activity.
The situational awareness derived from
the shared information and intelligence
discussed in the previous section would
be critical to crafting targeted messages.
Strategic communication would likely be
split between two audiences: external ac-
tors and an audience internal to the conflict
(that is, the targeted population). Internal
strategic communication efforts should
focus on countering the information aspect
of hybrid warfare. Prior to a campaign,
successful strategic communication might

limit the vulnerability to target audiences,
such as the Russian-speaking minorities of
the Baltic states, or a Russian hybrid cam-
paign. This is achieved by negating Russia’s
plausible deniability concerning the spon-
sorship of the conflict’s version of “little
green men” (or whatever the aggressor
looks like in that campaign). Internal stra-
tegic messaging campaigns must be swiftly
organized and executed because they are
most effective if they prevent Russia from
gaining a tactical advantage during the
initial “fog of war” period. Once a hybrid
warfare campaign has begun, the focus of
external strategic communication should
be to expose Russian activities to NATO
(and the rest of the world). This might
undermine Russian public support for such
activities, would inform decisionmakers
during NATO deliberations, and should
unite the international community against
the malign actor.

Ally and Pavtner Contvibution and
Collaboration. Comprehensive defense
enables unity of effort across militaries,
governmental institutions, and societies
within the Alliance. This unity of effort
requires a strategic evolution within
NATO, particularly in understanding
and combating nonstandard aggression
outside the traditional attacks or threats
captured within Article IV and Article V of
the Washington Treaty.?! NATO member
states and partners have tremendous ca-
pacity beyond their armed forces to deter
Russian hybrid warfare activity and impose
costs. Experience and specialization among
NATO’s members allow for nuanced stra-
tegic planning to anticipate and respond to
the use of hybrid warfare and enable dis-
tinct capacities to be employed to impose
costs. NATO leadership could harmonize
efforts and ensure that resistance measures
synthesize among member states.
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Simplifying hybrid warfare deterrence
means analyzing synchronized Russian
activities and countering them sepa-
rately. To this end, individual member
states might utilize and reinforce their
civil and military strengths to combat
discrete hybrid activities. NATO should
complement these efforts and enable
specialization and interconnectedness
among Allies. In the traditional military
model, NATO desires uniformity and
interoperability. Against hybrid activities,
individual member states’ niche capabili-
ties and strengths are assets. For example,
after the unprecedented 2007 Russian
cyber attack on Estonia targeting non-
military infrastructure via nonstandard
means, Estonia revolutionized its cyber
capability and capacity in both military
and civilian infrastructure and expertise.??
Estonia’s encryption and defense of its
clectronic systems led in generating civil-
government cooperation, and Estonia
understands how Russian cyber activity
regularly targets its information technol-
ogy networks. This development helps to
deter Russian attacks. Furthermore, the
ability to attribute such activity by an Ally
helps the collective Alliance impose costs,
which, as former Estonian President
Toomas Hendrik Ilves demonstrated,
need not be responded to in-kind in the
cyber environment.?® Alliance members
could respond with other instruments of
power (for example, diplomatic or eco-
nomic) as the result of individual member
strengths. This proficiency demonstrates
how one Ally could contribute to the
security of all. As a regional leader in
cyber security, Estonia now serves as a
capacity and capability vanguard for the
other Allies, from whom Allies should
learn and grow. For example, U.S. Cyber
Command recently collaborated with its
Estonian counterparts to strengthen both
nations’ cyber defenses.?*

Indeed, while NATO is perceived to
be at a disadvantage because it comprises
30 states with 30 different national priori-
ties, strategies, interests, and militaries,
NATO?’s diversity could also be a source
of strength. Allies could spearhead
initiatives based on their strengths and
share the boon of their efforts. There is
significant capacity among Allies to build

resistance networks that would impose
costs. Poland and the three Baltic states
are among those NATO members that
have militias or civil institutions orga-
nized to combat occupation. These forces
could also partner with other elements,
such as border guards and police forces,
to ensure that a nonstandard attack or
provocation is prevented or subverted
to deny hybrid warfare options to Russia
and encourage restraint.

Other partners have experience with
Russian hybrid warfare threats, often at
a level much higher than other NATO
nations. NATO could learn tremendously
through the expansion of coopera-
tion with Georgia and Ukraine, both
of which have suffered for years from
Russia’s hybrid activity. Both nations have
adapted to multiple issues—occupied
terrain, denied access to populations, and
competition over media narratives and le-
gitimacy, as well as a constant pressure on
their political, civil, and social institutions.

Ukrainian and Georgian partner-
ship with NATO members is strong.
Multiple initiatives exist to help modern-
ize and professionalize the Ukrainian
military. One notable example is the
Comprehensive Assistance Package,
which NATO members pledged to in
the Warsaw 2016 Summit, and which
explicitly identified hybrid warfare among
its topic areas.?® These initiatives guide
NATO support to Ukraine and enable
dialogue, including a joint platform on
hybrid warfare last held in November
2018.2¢ This platform should continue,
as such collaborations could harden both
Ukraine and the Alliance to hybrid war-
fare. Likewise, similar platforms should be
built on and expanded to target Russia’s
calculus and prevent hybrid warfare
against critical partners.

While Russian hybrid efforts stalled
Georgia’s 2008 Membership Action
Plan into NATO, it has not halted con-
tinued partnership and collaboration.?”
The 2016 Substantive NATO-Georgia
Package, a broad set of initiatives designed
to modernize Georgia’s military and
achieve NATO interoperability because
of the Wales Summit, oddly omits discus-
sion of hybrid warfare.?® This presents
an opportunity for NATO to develop

hybrid warfare platforms (like those with
Ukraine) to collaborate with Georgia on.
Through partnerships and collaborations
such as these, NATO could learn from
previous experiences and be better pre-
pared to prevent future hybrid threats.

Conclusion

As Russia has evolved to increasingly
rely on hybrid warfare as a major
component of its strategy, NATO must
adapt accordingly. NATO’s model
must shift from a reliance on tradi-
tional military deterrence and expand
to incorporate political, economic,
and social spheres to counter aggres-
sion below the level of armed conflict.
Since NATO?s structure does not
readily support innovation or active
(versus passive) deterrence measures,
new ideas and emphases are needed to
address these challenges.

Pursuing activities to deter hybrid
warfare certainly poses risks and chal-
lenges to NATO and its member states
and partners. Activities in these spheres
might risk further blurring lines between
military and nonmilitary responsibilities.
Individual member laws and EU regula-
tions might complicate these efforts.
Civil institutions could be at risk of being
identified as military targets in the event
of a linear war.

Consequently, Allies and partners
must update their methods to better
deter Russian aggression by reducing
Russia’s strategic options and increas-
ing their own ability to impose costs.
Imposition of costs via Allies” domains
of diplomatic, information, military, and
economic levers are central to changing
Russia’s cost-benefit assessment regarding
hybrid warfare and enabling deterrence.
Doing this could be achieved through
such concepts as comprehensive defense,
improved 10, and expanded allied mem-
ber and partner collaboration. While
the overall goal of maintaining Alliance
unity and solidarity remains the same, the
means and ways through which Allies and
partners achieve that goal should change.
This includes embracing the diversity of
members’ strengths and capabilities and
exploring increased partnerships with
non-NATO members to leverage and
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learn from their experience with Russian
hybrid warfare aggression.

The primary limitation of this analysis
is the inability to prove the effective-
ness of this proposal in deterring future
Russian hybrid warfare. As deterrence
prevents action, how does one measure
inaction? How could one attribute causa-
tion? To this end, the lessons of nuclear
deterrence during the Cold War might
hold some answers. Further examination
of academic literature and public policy
best practices could help to identify
and develop measures of deterrence
effectiveness. Once this framework or
methodology is established, the hypoth-
eses and proposals laid out in this article
could be tested like those at the height of
the Cold War. JFQ
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Capture of Monterey [sic], on September 21-24, 1846, during
Mexican-American War, at Monterrey, Nuevo Ledn, Mexico;
lithograph by Adolphe Jean-Baptiste Bayot, after drawing
by Carl Nebel, 1851 (George Kendall and Carl Nebel)

Improvised Partnerships
U.S. Joint Operations in the Mexican-

American War

By Nathan A. Jennings

States and Mexico fought a con-
troversial war to decide which
of the great republics would be the
dominant power in North America.
Featuring a series of U.S invasions that
spanned from San Diego to Veracruz,
the 26-month contest included bloody

F rom 1846 to 1848, the United

Major Nathan A. Jennings, USA, Ph.D., is an
Army Strategist and Assistant Professor in the
Department of Military History at the U.S. Army
Command and General Staff College.

set-piece battles between national
armies, aggressive maritime block-
ades and amphibious assaults along
the Pacific and Atlantic coasts, and
prolonged occupations that invited a
savage guerrilla resistance. As historian
K. Jack Bauer stated in his foundational
study, The Mexican War, the conflict
was “fought with doggedness by the
soldiers and sailors of both nations
under the leadership of brilliant and
inept commanders,” as political leaders
struggled over differing ideas of a “rea-
sonable political settlement.”!

The histories of the resulting
American victory have largely credited
a combination of U.S. Army battlefield
superiority and Mexican internal disunity
for the outcome. However, while decisive
victories at Palo Alto, Buena Vista, Cerro
Gordo, and Mexico City proved critical,
deeper analysis reveals that it was rather
a pragmatic willingness to form ad hoc
partnerships between the U.S. Army and
the U.S. Navy—and to a lesser extent,
the U.S. Marine Corps and the precursor
to the U.S. Coast Guard, the Revenue
Cutter Service—that provided the
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necessary capabilities to win and endure in
enemy territory.? Viewed in modern doc-
trinal terms, the U.S. military’s land and
maritime forces won in Mexico by engag-
ing in “team warfare,” which expanded
and extended a continental scope of stra-
tegic pressure that ultimately allowed the
achievement of national objectives.?

Despite the lopsided outcome of the
war, the American armies and fleets that
relied on each other to invade Mexico
began the conflict unprepared to devise
and execute a joint expeditionary concept.
The small U.S. military establishment
at that time had yet to establish codi-
fied joint doctrine, and its mostly dismal
performances during the War of 1812
in the Great Lakes region and along the
Atlantic seaboard left the growing nation
without a working precedent for large-
scale cooperation among Services. This
deficit consequently required individual
commanders to negotiate command
relationships and operational priorities
in deployed settings, which predictably
resulted in friction between outsize per-
sonalities and conflicting agendas.*

Yet, while the absence of a preexist-
ing joint framework created challenges,
the U.S. military’s ability to improvise
partnerships ultimately enabled the
achievement of most strategic aims. The
American officers’ unprecedented success
at forming ad hoc teams in Mexico—
though strained under the weight of
professional and cultural biases—allowed
U.S. Army, Marine Corps, Navy, and
Revenue Cutter Service contingents to
project and sustain the necessary land-
power required to, as euphemistically
stated by the Army’s commanding gen-
eral, Winfield Scott, “conquer a peace.”
This pragmatic approach to integrating
diverse capabilities established a nascent
precedent for an emerging American way
of war—one that now embraces joint ex-
peditionary cooperation as a cornerstone
of'its 21%-century character.

Strategic Background

The outbreak of general war between
the United States and Mexico in April
1846 found both republics unprepared
for a continental conflict. Though the
Americans boasted a larger population

and industry, they began the war with
a Regular Army of just 7,365 men
conducting mostly frontier and gar-
rison duties. This focus ensured that
its dispersed companies and regiments
lacked practical experience in conduct-
ing consolidated, large-scale maneuvers.
In the maritime domain, the U.S. Navy
divided a modest complement of steam-
powered frigates among its Home
Squadron, West Indies Squadron, and
Africa Squadron. The U.S. Marine
Corps and Revenue Cutter Service
completed the military establishment by
providing limited maritime assault and
shallow-water support.¢

Mexico likewise possessed a dispersed
military establishment that stood ill-pre-
pared to concentrate for big campaigns.
After decades of fractious politics and
internal rebellion, the Mexican govern-
ment fielded an army of almost 19,000
men—with potential to double its size
via conscription. However, though
larger than its Norte Americano coun-
terpart and led by an experienced officer
corps, the Mexican army fought with
outdated weaponry and used outdated
logistical practices.” The small Mexican
navy—consisting of 14 vessels with the
Department of the North in the Gulf of
Mexico and another 2 vessels with the
Department of the South in the Pacific—
likewise sailed unprepared to contest
control of the maritime domain with just
2 steam-powered ships.?

Regardless of wartime readiness,
the U.S. annexation of Texas—and
more important, inherited claims of
territory along the north bank of the
Rio Grande—swiftly drew the two
republics into armed contflict. While
the expansionist-minded James K. Polk
administration emphasized the Texas
claim, its real strategic aim centered on
acquiring California and its deep-water
ports that would enable commerce with
the Far East. Mexico, for its part, refused
to sell the valuable territories out of na-
tionalistic pride and dispatched its Army
of the North to defend Mexican interests.
The movement of a small American force
under future President Zachary Taylor
to the north bank of the Rio Grande
in March 1846 made a clash of arms

inevitable as the continental powers pos-
tured to decide the issue.’

The sudden onset of war would chal-
lenge both the American and Mexican
military establishments with requirements
to mobilize and fight in distant expedi-
tionary settings. In Washington, DC,
even as Taylor engaged the Mexican army
on the Texas frontier, President Polk
devised a strategy to seize initiative—by
launching two incursions along the Rio
Grande frontier with a third force at-
tacking through New Mexico to capture
California. Simultaneously, the U.S. Navy
neutralized the Mexican navy, blockaded
major ports in the Gulf of Mexico, and
seized coastal towns in California. On
the other side, to compel a favorable
settlement, Mexico aimed to attain an
carly offensive victory over Taylor while
defending its frontier provinces. For both
sides the challenges of projecting force in
multiple domains stressed preconceived
notions about 19™-century warfare.

Initial Expeditions, 1846
The opening salvos of the Mexican-
American War occurred north of the
Rio Grande when, following a cavalry
skirmish that gave Polk a questionable
casus belli, Taylor’s force of 3,554 men
defeated Mexico’s Army of the North
on May 8 and 9 in the twin battles of
Palo Alto and Resaca de la Palma. The
expedition’s use of innovative “flying
artillery” to disrupt the Mexican infan-
try proved particularly instrumental in
securing the victory. The Americans
then crossed the river, marched on the
provincial capital of Monterrey, and
took the imposing fortress by storm.
With the Mexicans in disarray and
retreat, many considered the war almost
over, as Taylor’s regiments dispersed to
occupy and control the region until a
treaty agreement could be arranged.!®
Simultaneous to the U.S. Army’s
engagements in the Rio Grande theater,
the U.S. Navy commenced an aggres-
sive campaign in the Gulf of Mexico to
neutralize the smaller enemy fleet and
blockade all major ports. Although at-
taining maritime dominance proved
relatively easy, the decision to occupy
major ports proved more difficult due
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to Mexico’s land defenses and shallow-
water approaches. This aspect of the

U.S. Navy’s campaign intensified with
significant amphibious assaults by U.S.
Marines on the major port towns of
Tabasco and Tampico; the goal was to
isolate northeastern Mexico and support
Taylor’s inland operations. The posses-
sion of Tampico, specifically, would prove
useful the next year as an intermediate
staging base to facilitate a larger offensive
against the fortified port city of Veracruz
to the south.

If the U.S. Navy proved its value by
establishing Mahanian fleet dominance,
the much smaller Revenue Cutter Service
proved initially valuable in providing
river-borne support to the U.S. Army
as it marched into the Mexican interior.
This aid included transporting troops,
weapons, and supplies up the Rio
Grande; carrying dispatches back to the
United States; and patrolling against
opportunistic Mexican privateers. While
possessing smaller cannons than their
naval counterparts, the Revenue Cutters
proved useful in penetrating shallow
waterways that precluded heavier vessels,
and these Servicemen earned rare praise
from the Home Squadron commander
for facilitating the capture of Alvarado
and Tabasco."!

Simultaneous to the joint operations
unfolding in the Gulf of Mexico, the U.S.
West Indies Squadron, also called the
Pacific Squadron, commenced a signifi-
cant naval effort to wrest Alto California
from Mexican control. After positioning
along the coast to await a declaration of
war from Washington, DC, Commodore
John Sloat occupied the provincial capital
of Monterrey on July 7 and seized the
future town of San Francisco. When
a new commodore, Robert Stockton,
assumed command, he sent a force of
U.S. Marines and Sailors to occupy Los
Angeles; however, a counterattack by
Californios under Governor José Marfa
Flores retook the city and instigated a
tumultuous series of reversals as American
and Mexican forces fought for control of
the coastal province.?

While the U.S. Navy initiated opera-
tions in California, the U.S. Army’s 1*
Regiment of Dragoons, under General

Stephen W. Kearny, arrived to assist in the
capture of the coveted province follow-
ing a debilitating 1,000-mile ride from
Fort Leavenworth, Kansas. However, a
force of Mexican Lancers under Major
Andrés Pico intercepted and defeated the
dragoons at the Battle of San Pasqual,
east of San Diego, and compelled them
to seek desperate help from Stockton on
the coast. This setback, which followed
a previous defeat of the naval contingent
at the Battle of Dominouez Rancho by
Flores’s resurgent Californios 2 months
prior, placed the scattered American
expedition in jeopardy, as it appeared that
Mexico would preserve its control of the
region.'?

On December 12, 1846, Stockton
and Kearny regrouped in San Diego
and planned a joint approach that aimed
to mass combat power to finally defeat
the Mexican defenders. Incorporating
Captain John C. Fremont’s California
Battalion, which consisted of Anglo set-
tlers who had revolted against Mexican
rule, the four contingents—Soldiers,
Marines, Sailors, and militia—united to
form an ad hoc regiment of 550 men to
march on Los Angeles. The American
force, which both Stockton and Kearny
claimed to command, then defeated
Flores’s Californios at the Battle of Rio
San Gabriel on January 8, 1847, and
routed the Mexicans at the Battle of La
Mesa the next day. The victors’ subse-
quent march into Los Angeles definitively
settled ownership of California in favor of
the United States.'

Although Stockton and Kearny
had managed to unite and defeat the
Californios, the two men immediately
launched into a caustic quarrel over who
would command the conquered territory.
In the absence of joint doctrine or hier-
archies, both commanders claimed that
their respective military departments had
ordered them to assume command. The
situation became further complicated
when Stockton tried to establish Fremont
as governor and Kearny retreated to San
Diego to await U.S. Army reinforce-
ments. The problem was resolved only
when General Scott sent specific orders
for the Army to assume control of the
civil government, with the Navy in charge

of port affairs only. When Fremont
refused to enlist his settlers under U.S.
Army control, Kearny arrested him and
brought him back to Fort Leavenworth
for court martial.'®

This success in the West, though
marred by discoordination and rivalry,
left the U.S. Army with a vast chain of
garrisons from San Diego to Matamoros;
the U.S. Navy controlled both the
California and Gulf of Mexico coastlines.
However, in February 1847, President
Antonio Lopez de Santa Anna led 15,000
men north to seize initiative by attacking
Taylor in perhaps the most important
engagement of the war: the Battle of
Buena Vista. With most of the U.S. Army
Regulars diverted in preparation for a lit-
toral invasion of central Mexico, Taylor’s
remaining volunteer regiments fought a
difficult, defensive fight that managed to
turn back the Mexicans while inflicting
more than 3,000 casualties.'® This costly
victory preserved American control of
northern Mexico and initiated a new and
desperate phase of the war.

Increasing Strategic

Pressure, 1847-1848

The year 1847 began with the Polk
administration demanding that Mexico
sell the northern territories then under
U.S. occupation and the Mexican gov-
ernment refusing to comply. Considering
the “political instability” and “obstinacy
of the enemy,” Scott, then supervising
the war from Washington, DC, proposed
to “open a new and better line of opera-
tion upon the enemy’s capital.”!” Seeking
to increase political pressure, he planned
to seize the port fortress of Veracruz
along the Gulf coast, march inland
toward Mexico City, defeat any remain-
ing Mexican armies, and finally compel
the government to agree to terms. This
expedition required the largest joint
amphibious operation in American
history to date, while offering high risk
and reward for the invading forces.

The Mexico City campaign unfolded
from the outset as a massive and com-
plicated joint venture. With the bulk of
the Regular Army regiments requiring
shipment from the Rio Grande theater,
the U.S. Navy concentrated more than
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200 ships consisting of escort frigates,
transport vessels, supply ships, cutters,
and specially designed landing craft to
transport Scott’s 11,000 men for an
amphibious assault on Veracruz. Called
the “Gibraltar of the West” due to its

impressive fortifications, the fortress city
posed an enormous challenge to those
seeking access to the Valley of Mexico.
Nevertheless, by March 7 the U.S. Navy
had transported the entire ground force
to the point of final debarkation along

the littoral coast and reinforced its block-
ade of Veracruz’s impregnable island
castle, San Juan de Ulda.'®

Early on March 8, under the supervi-
sion of Commodore David Connor,
the Navy employed 67 surfboats to
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General Winfield Scott enters Mexico's capital during Mexican-American War in 1847, in “American Army Entering the City of Mexico,” as part of
The Frieze of American History, in U.S. Capitol Rotunda, by Constantino Brumidi, Filippo Costaggini, and Allyn Cox (Architect of the Capitol)

successfully land the assault forces
south of Veracruz. In under 5 hours,
the Sailors delivered 8,600 Soldiers
and Marines to the target beaches—a
remarkable feat given the unprecedented
nature of the operation for the U.S.
military. With the U.S. Navy blockad-
ing the fortress, Scott proceeded to
encircle and bombard the city’s 3,300
defenders and 15,000 civilians with a
line of field cannons and mortars—all
while deflecting several relief attempts by
external Mexican forces. The Navy then
offloaded six 32-pound cannons with
gun crews from its ships to intensify the
assault. After enduring 4 days of unre-
lenting destruction and casualties, the
Mexican garrison finally surrendered.'?
With theater access assured, Scott
proceeded to march west to Mexico
City with the intent to compel favorable
negotiations. While the U.S. Navy pro-
tected sea lines of communication back
to the United States, the U.S. Army won
another decisive victory on April 18,
1847, when it shattered Santa Anna’s
final field army at Cerro Gordo. Scott
then occupied the town of Puebla to
establish an intermediate base, tempo-
rarily severed his supply lines stretching
back to Veracruz, and continued west to
Mexico City. The campaign culminated
with a series of American assaults on the
fortified Mexican capital, which resulted
in its government fleeing into exile and
the invaders establishing a tenuous oc-
cupation of the Valley of Mexico and its
2.3 million inhabitants.?

Throughout the advance on Mexico
City, a Marine Corps battalion under
command of Lieutenant Colonel Samuel
Watson supported the march. Arriving
in Veracruz in July, the Marines joined a
reinforcement column of U.S. Army vol-
unteers and moved west to participate in
the capture of Mexico City. Throughout
the long march, Watson’s men fought off
guerrilla attackers (a rising problem for
the spreading American lines of commu-
nication) and eventually joined the main
force to take a leading role in the assault
on the Chapultepec Castle. The Marines
then battled their way into the capital,
earning high praise for being among the
first Americans to enter the city and oc-
cupy the “Halls of Montezuma.” Watson,
who had earned distinction for bravery,
succumbed to illness shortly afterward
and died in Veracruz.!

By mid-September 1847, the U.S.
military had established dominance
over Mexico on land and at sea. Yet the
Mexican government, now in exile, still
refused to concede defeat. It instead
embraced a decentralized guerrilla cam-
paign designed to “attack and destroy
the Yankees’ invading army in every way
imaginable” in a “war without pity.”??
Prioritizing swift cavalry tactics, the
Mexican guerrillas assaulted both Scott’s
and Taylor’s lines of communication
in an attempt to isolate occupying gar-
risons. When both generals responded
by recruiting mounted Texas Ranger
regiments to counter the elusive resis-
tance, the war became a bitter contest

over which side could outwait the other’s
political tolerance for the costs of large-
scale occupation and the atrocities that
inevitably occurred.?

Throughout 1847, as the U.S. Army
maintained a fragile hold on the Mexican
interior, the U.S. Navy, Marine Corps,
and Revenue Cutter Service performed a
vital role in both sustaining the sprawling
land occupation and expanding maritime
pressure along the Pacific and Atlantic
coasts. The Home Squadron, now under
command of Commodore Matthew
Perry, seized the Gulf towns of Alvarado
and Tuxpan in April and then formed a
1,173-strong “Naval Brigade” to finally
capture the holdout port of Tabasco
in June. As before, Revenue Cutters
provided valuable shallow-water capabil-
ity for upriver naval expeditions while
Marine detachments, with Sailor aug-
mentation, supplied assault capability to
oust the remaining Mexican garrisons.?*

To the west, the Pacific Squadron
likewise pressed forward to increase
maritime pressure on the beleaguered
Mexican government. This campaign
unfolded as a series of blockades and
offensives against Mazatlan, Mexico’s
largest Pacific port, and sporadic at-
tempts to neutralize military garrisons
along Baja California. Employing the
newly arrived 1% Regiment of New
York Volunteers as reinforcements, the
squadron seized, and sometimes lost,
control over coastal cities such as San
José del Cabo, La Paz, Guaymas, San
Blas, and Todos Santos. Although the
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blockade suffered from logistical issues
and Mexican counterattacks, the cam-
paign succeeded in creating additional
dilemmas for the Mexican national lead-
ership and, more important, protected
American gains in Alto California.?®
The combined efforts of the U.S.
military across Mexico, reflecting the
first large-scale joint operations in
American history, finally compelled the
Mexican government to sign the Treaty
of Guadalupe Hidalgo on February 2,
1848. With their northern provinces,
capital region, and major ports under
seemingly permanent occupation, and
other regions such as Zacualtipan and
the Yucatan now rising in rebellion,
the Mexican leadership ceded rights to
Texas and sold its vast northern prov-
inces to the United States for a price of
$15 million—less than half the amount
Polk had oftered prior to the war. In a
historical irony, the U.S. military’s final
action in Mexico was to reconstitute and
rearm the broken Mexican army so that

Mexico City could restore stability and
enforce the new borders.?¢

Insights for Joint Warfare

The U.S. military’s decisive victory in
the Mexican-American War stemmed, in
part, from a forward-thinking approach
to conducting joint operations across
an expansive and multitheater contest.
Throughout the controversial con-
flict, the U.S. Army, Marine Corps,
Navy, and Revenue Cutter Service
joined mostly complementary, though
sometimes counterproductive, efforts
across land and maritime domains to
project and sustain expeditions of a
continental scale. As now mandated in
Joint Publication 3-0, Joint Operations,
American military forces in that era—in
the absence of codified joint doctrine
and prior joint experience—improvised
partnerships to leverage the “synergy”
created by “the integration and syn-
chronization of military operations in
time, space, and purpose.”?

This convergence of land and mari-
time efforts proved critical in allowing the
United States not only to win a sequence
of decisive set-piece battles against the
larger Mexican army but also to sustain
the broader war effort long enough to
compel the Mexican government to
concede defeat. Without the U.S. Navy’s
ability to neutralize the Mexican fleet, se-
cure sea lines of communication, provide
combat power to land engagements, and
expand the blockade along both oceanic
coasts, the U.S. Army would have faced
significant—and potentially debilitat-
ing—challenges in translating battlefield
victories into enduring gains. The
resulting capacity to extend and expand
landpower into early 1848 ultimately
empowered the Polk administration’s
negotiation position and led to the
achievement of policy aims.

This increase in fighting capacity
benefited from a significant wartime
expansion of the relatively small U.S.
military establishment to meet operational

“Landing of the American Forces under General Scott, at Vera Cruz, March 9, 1847," Currier & Ives (Library of Congress)
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requirements. While the U.S. Army grew
from an authorized strength of 8,613
Soldiers to 30,954 Regulars and 73,776
volunteers, the Marine Corps increased
from 1,263 men scattered across ship-
based detachments to create a full-size
infantry regiment to fight in the land cam-
paigns.?® The U.S. Navy, now authorized
to increase to 11,000 Sailors, added per-
sonnel to man its dramatically expanded
fleet, which resulted from both newly
constructed ships and captured Mexican
vessels. This rapid wartime growth, which
also required a heavy reliance on civilian
contract support in the form of merchants
and teamsters, made a more robust joint
concept possible and allowed an increase
in American ability to mass forces and
maintain operational endurance.

Another insight from this war centers
on the importance of unity of command
and shared vision. In the turbulent
California Campaign, leaders from differ-
ent Services arrived with uncoordinated
operational approaches and lacked an
agreed-upon plan for an efficient transi-
tion to postcontlict governance. This
absence led Stockton and Kearny to suf-
fer initial defeats in detail after failing to
synchronize their converging maritime
and land offensives. When they recovered
and finally defeated the Californios with
a joint offensive, the egotistical com-
manders fell into acrimonious disputes
over who would lead the consolidation of
gains. Bitter disagreements over control
of militia then further undermined unity
of command and threatened to destabi-
lize the new U.S. territory.

If the California effort stands as a cau-
tionary lesson, the much larger expedition
to seize Veracruz the next year remains
a model for jointness. In that campaign,
Scott’s central idea to create “further
brilliant victories on a single line of opera-
tions toward the capital,” while “aided by
the blockading squadron off the coast,”
established a clear, unified operational
approach.?” Throughout the operation,
the involved Army and Navy leadership
recognized Scott’s seniority, conducted
collaborative planning prior to execution,
reinforced the landing parties with naval
firepower, and transitioned to agreed-
upon roles following the city’s surrender.

This successful “integration” of “joint
functions,” as described by modern U.S.
doctrine, established conditions for a suc-
cessful march on Mexico City.

In the final analysis, the performance
of the U.S. military in the Mexican-
American War instituted a fundamental
and enduring precedent for the modern
American way of war. The unified efforts
of the U.S. Army, Marine Corps, Navy,
and Revenue Cutter Service from 1846 to
1848 established inter-Service cooperation
as a cornerstone of future U.S. expedi-
tionary campaigns. In historic terms, the
victory catapulted the United States into
the position of dominant power in North
America and set conditions for global
expansion in the 20" century. Though still
controversial in origin and outcome, the
U.S. military’s performance in Mexico—
across both the land and maritime
domains and despite unprecedented re-
quirements for joint cooperation—remains
an important achievement in the history of
American arms. JFQ
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orror movies build fear through
|—| a series of formulaic events. A

young couple drives into the
dark woods, or a teenager, home alone,
descends into a dimly lit cellar. No
one ever checks behind the door—we
all know what is coming next, but the
outcome still scares us because, by
knowing, tension has built. Sure, there
may be a few jump scares, but for the
most part we are not really surprised.
We continue to watch, enthralled and
unable to look away.

For a generation of national security
professionals and military officers, read-
ing about the run-up to the Iraq War can
feel like watching a bureaucratic horror
movie. After almost two decades, we
know what is lurking behind the faulty
assumptions, and reading ever more
quickly, page after page, we wonder if
this time the toxic brew of naivete and

hubris will not lead us down the tortured
path that we know in our rational minds
it will. Closing our books about that
war—and Michael Mazarr’s Leap of Faith
is among the very best volumes—we
almost want to scold ourselves: We fell for
the same tricks, and we ended at the same
frustrating place.

So why do we read these books? You
might as well ask why we watch horror
movies. Beyond providing entertainment
and the thrill of being scared, horror
movies wrestle with those things we do
not like to talk about: fear, loneliness,
and despair. For those who experienced
the Iraq War, be they Soldiers, civil-
ian professionals, or politicians, there
remains a desire to understand similar,
complex issues. From biased executive
decisionmaking processes, through an
over-militarization of foreign policy,
to a national accounting for the events
spawned by the American intervention
in Iraq, Mazarr explores them all in Leap
of Fauth, confronting difficult subjects
with an eye toward explanation. And,
unlike many other books that share the
“Modern Warfare” shelf at the book-
store, this volume reflects a more fulsome
use of first-person accounts, not only
from declassified materials but also from
dozens of interviews with individuals who
were there. Mazarr invested hundreds of
hours gathering the day-to-day essence of
the run-up to the war, and it shows. No
other work on the early decision to go to
war in Iraq benefits from a deeper bench
of personal reflections.

These interviews and anecdotes out-
line the contours of a bipartisan National
security momentum, defined by the
pairing of a deep messianic tradition in
American foreign policy with a driving
belief in untrammeled American excep-
tionalism that defined the post-Cold War
era. Mazarr shows how this momentum
generated, gradually, its own certainty,
one that framed global events into a
Manichean “good vs. evil” bipolarity. The
attacks on 9 /11 catalyzed these beliefs,
cementing the “us vs. them” predilec-
tions present in many senior leaders’
minds. A generational bias against Iraq,
practiced by multiple Presidents and both
political parties, allowed for a feat of near

prestidigitation: the shift of focus from
Afghanistan to Iraq within days of the at-
tacks in New York and Washington, DC.

In the process, avenues of discourse
and dissent became closed off or were
assumed away, leaving few means to
“oft-ramp” from a future war against
Saddam Hussein and Baghdad. Behind
this intellectual force, Mazarr further
details the bureaucratic machinations that
turned ideas into reality. Here he pulls
no punches, heaping blame on then-Sec-
retary of Defense Donald Rumsfeld and
former Vice President Dick Cheney—not
only for their policy biases and predilec-
tion toward military force but also, more
important, for the way they managed the
bureaucratic infighting to widen their
fiefdoms within the interagency com-
munity, often for no other reason than to
increase their political sway. Just as with
the boogeyman under the bed, we as an
audience know these biases are there, but
fully seeing the implications they had,
and how they absolutely subverted the
National security process, remains discon-
certing, nonetheless.

By adding recently declassified
British accounts of the internal debates
regarding the war, and the minutes from
interrogations of senior Iraqi leaders
(to include Saddam himself), Leap of
Fuaith places what had been a decidedly
American narrative in an international
context. The disbelief, in both London
and Baghdad, about the unchecked
American drive toward war resonates
throughout the book. As Mazarr points
out, the United Kingdom had taken
steps to account for its support and
involvement in the Iraq War, something
that he believes the United States still
must do. Only by executing a formal ac-
counting of the decisions that led to war
in 2003, as per the British model, can we
better understand the implications of the
war on American politics, foreign policy,
media, and society.

To this end, Mazarr apportions
blame for the mistakes made between
9 /11 and the start of the war in March
2003. Such a step is less akin to preparing
to adjudicate punishment and more a
recognition that adjudicating account-
ability can lead to understanding and,
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eventually, reckoning. And while he

does hold Rumsfeld and Cheney chiefly
responsible for the events that befell the
United States before and after the start
of the war, he also realizes that limiting
the discussion to this timeframe does not

fully address the scope of the tragedy. The

mistake to invade Iraq, as Mazarr sees
it, has many fathers: a national security
process driven by consensus over debate,
a foreign policy that under-resources
diplomacy, a media swayed by jingoistic
arguments for war, and many others.
Mazarr struggles to find discernment,
and its practice, in American society.

Leap of Faith deserves a place on the
bookshelf of every leader in the joint
force and the National security policy
community, alongside Cobra 11, The
Assassin’s Gate, To Start o War, and
the U.S. Army’s recent retrospective
volumes on the conflict to round out a
full appreciation of the Iraq War. What
Mazarr provides, and most other books
on this subject do not, are several policy
recommendations intended to provide
alternative perspectives on international
crises to senior leaders, keep pathways
for discourse open, and prevent the
overstepping of bounds within the inter-
agency community and its collaborative
processes. Although not all suggestions
may be implemented, they come from a
logically sound place and deserve further
consideration. Mazarr realizes the differ-
ence between a horror movie and foreign
policy decisionmaking. Here we can talk
to the audience.

Here we can say, “Don’t go in
there.” JFQ

Lieutenant Colonel Andrew J. Forney, USA, Ph.D.,
is a Strategist currently assigned to the Strategy
and Force Development Branch within the Office
of the Under Secretary of Defense for Policy.
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his declassified /unredacted
—|_ version of Ali Soufan’s 2011
edition of Black Bannersis a

must-read for anyone interested in ter-
rorism, the psychology of interrogation,
bureaucratic politics, and the lessons of
poor leadership. Soufan demonstrates
how dysfunctional U.S. intelligence
services were before and after 9/11.
He also demolishes the argument
for the enhanced interrogation—or
torture techniques—authorized by the
George W. Bush administration and
championed by the Central Intelligence
Agency (CIA). Black Banners ranks
with Steve Coll’s Ghost Wars and Law-
rence Wright’s The Looming Tower as
key sources for understanding al Qaeda.

Soufan presents a personal account
of the Federal Bureau of Investigation
(FBI)’s detective work that went into

uncovering attacks by al Qaeda and
other terrorist groups. Although the
book is generally chronological, Soufan
weaves a tight narrative and freely jumps
forward or backward in time to connect
key events. A Lebanese American fluent
in Arabic, Soufan joined the FBI on a
bet with his college fraternity brothers;
the United States is lucky he did. As
Lawrence Wright notes, “Unfortunately,
we have only one Ali Soufan. Had
American intelligence listened to him,
9/11 might never have happened.”

On that subject, Soufan is unsparing.
The CIA knew in January 2000 that al
Qaeda operatives, including two eventual
9/11 hijackers, had met in Malaysia. The
CIA stated that “they knew nothing”
when the FBI asked about this meeting
in November 2000, April 2001, and July
2001. The CIA did not notify the FBI, the
Immigration and Naturalization Service,
or the Department of State that those
hijackers also possessed U.S. visas. Thus,
these men were not on any watch lists.
They entered the United States and used
their real names to get driver’s licenses,
open bank accounts, and buy tickets for
American Airlines Flight 77, the airliner
they later crashed into the Pentagon.

After 9/11, the lack of team play
continued, as the CIA exerted new
Presidential authority to interrogate ter-
rorism suspects. Unfortunately, the CIA
had mothballed its interrogation program
and, according to Soufan, had no institu-
tional expertise. Instead, the agency hired
two contractors, James Mitchell and
John Jessen, who claimed they could get
detainees to “talk” by applying an ever-
increasing menu of harsh techniques. The
CIA paid them $81 million, although
they had never previously interrogated
anyone or met an Islamic radical. That
the Department of Justice and the White
House sanctioned these techniques, even
after Soufan proved them ineffective,
signaled how seriously 9,/11 traumatized
the American policy apparatus and drove
it to search for easy, if wrong, answers.

In newly declassified chapters, Soufan
provides evidence of this trauma. In
March 2002, the CIA asked Soufan to
assist in interrogating Abu Zubaydah,
the first high-level detainee captured by
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the United States. While not a member
of'al Qaeda, Zubaydah was an important
terrorist facilitator. The CIA captured
Zubaydah, disguised and wounded, in

a shoot-out. Initially, the agency could
not identify him and did not dispatch any
interrogators. When Soufan arrived in
Thailand to assist, a CIA officer remarked
that “We all work for Uncle Sam” and let
Soufan question Zubaydah without the
agency’s support.

Soufan began not by causing
Zubaydah pain, but by calling him by
the nickname his mother had given him,
which quickly convinced Zubaydah to
cooperate. Within an hour, Zubaydah
confessed to an ongoing plot. Soufan
relayed that information to CIA head-
quarters, which thwarted the attack.
Surprised at how fast Zubaydah cooper-
ated, CIA Director George Tenet wanted
to congratulate his agents. When told the
CIA team was absent and that Soufan had
obtained the intelligence, Tenet was furi-
ous and ordered his team to take over.

Meanwhile, after a James Bond—wor-
thy undercover trip to get Zubaydah to a
hospital for lifesaving treatment, Soufan’s
rapport-building paid off as Zubaydah
identified a photograph of Khalid Sheikh
Mohammed, verified his al Qaeda posi-
tion, and credited him as the mastermind
behind 9/11. When Mitchell took over,
he stripped Zubaydah, exposed him to
loud rock music, and kept him awake
for 24 hours. Each time Zubaydah
was instructed to “tell me what you
know,” he was silent or asked, “What
do you want to know?” After multiple
failures, the CIA asked Soufan to restart
the interrogation, which he did with
notable success. But confirmation bias
and bureaucratic zeal prevailed: Mitchell
received new authorization for what
were clearly experiments—not proven
techniques—that included extended sleep
deprivation, coffin confinement, and wa-
terboarding. Zubaydah, who had trained
to withstand worse, revealed nothing or
simply lied to stop the torture.

Lying also enabled the torture to
continue. The CIA falsely touted its
techniques, claimed credit for intelli-
gence Soufan unearthed, and knowingly
issued incorrect information. Despite

intelligence to the contrary, the CIA and
the White House claimed that Zubaydah
was the number 3 man in al Qaeda, but
he was never a member. The CIA also
maintained that after 30 to 45 seconds of
waterboarding, Zubaydah gave up Jose
Padilla, the supposed mastermind behind
a plot to use a dirty bomb in an American
city. In fact, the CIA waterboarded
Zubaydah 83 times and obtained no new
useful information. Zubaydah also con-
fided that Padilla was not clever enough
to mastermind anything. His supposed
“plan” was to steal uranium from a
hospital and swing it around his head

in a bucket to enrich it. Perhaps most
egregious was how the Bush administra-
tion linked Padilla, nuclear material, and
Saddam Hussein together as it built a
case to invade Iraq.

Some memoirists engage in
self-delusion as to the value of their
contributions. Soufan does not.
Honestly written and corroborated by
independent investigations into the
torture of detainees, Black Bannersis an
extremely open, engaging history. It is
essential reading for those who want to
understand how al Qaeda and similar
organizations operate, why torture does
not work, and how ego and self-interest
can cause leaders and those around them
to abandon their principles. JFQ

Dr. Bryon Greenwald is Deputy Provost at the
National Defense University.
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Reviewed by James J. Townsend, Jr.

he timing of Dr. Mira Rapp-
—|_ Hooper’s book, Shields of the

Republic, could not be better. In
my many years as a civil servant in the
Office of the Secretary of Defense, I
would spend the first year of most new
administrations explaining the North
Atlantic Treaty Organization (NATO)
to the incoming political appointees.
Democrat or Republican, old Pentagon
hand or neophyte, most knew some-
thing of NATO, but they arrived with
some preconceived notions that were
way off. That said, by the end of an
administration, we usually had some
real NATO pros among the appointees.
Unfortunately, after a new administra-
tion took office, we would have to start
all over again with the new batch.

Today, however, all my successor

must do is hand Shields of the Republic to
the new Biden appointees and walk away.
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This book is not just about NATO;
it covers U.S. alliance relationships glob-
ally—and crucially in the Asia-Pacific.
Rapp-Hooper, an expert on Asia-Pacific
security and a recently named senior advi-
sor on China at the Department of State,
provides important insight on China’s
rise and how the United States arrived
late to understand the challenge we are
facing today. According to Rapp-Hooper,
alliances have never been more important
as a way to address threats from Moscow
and Beijing; however, with the rise of
China’s and Russia’s turn toward aggres-
sive, hostile behavior, the “Republic’s
shields are now in peril.”

A highlight of Shields of the Republic
is that it blends three key themes that
readers would be wise to keep in mind as
they contemplate alliances: the early U.S.
experience with alliances (back to 1778)
and how, but most important why, we
broke with that experience to join NATO
in 1949; the characteristics of alliances
(how they work; how much they cost,
both financially and politically; and the
myths that surround them); and, finally,
the relevancy of alliances today, especially
after the Cold War and during this time
of Great Power competition. She sounds
the alarm that the West has much to do
to adapt its alliance relationships in order
to deter Russia and China today.

Rapp-Hooper points to an “incom-
plete post—Cold War transition” (a deeper
dive into that transition would have been
interesting) as the reason why today’s
alliance relationships in Europe and Asia
are not up to the job of addressing new
threats from Russia and China. She uses
the term competitive coercion to describe
Russia’s and China’s use of asymmetric,
nonmilitary conflict and coercion to
undermine alliances in ways that do not
trigger treaty provisions. To deal with this
new challenge, NATO and other alliance
relationships must devise new strategies
and adapt their tactics.

She also uses the 4 years of the Trump
administration to test whether isolation-
ism or transactional approaches to foreign
relations is the right tactic for the United
States. Her use of counterfactual analysis
helps shine a light on what the world
would be like for an America without

friends. Not to give her plot away, but
Rapp-Hooper makes a winning case that
America’s alliances have been remarkably
successful in protecting the Nation and
that the charges of allies taking advantage
of a naive United States is bunk. A point
she makes throughout the book (and
that I also saw countless times) is that
“Washington spent more on defense than
its allies but got far more out of its alli-
ances than any one of them did.”

At the same time, she urges the
United States and its allies to avoid com-
placency when it comes to adapting to
new challenges; failure to adapt will make
alliances unable to withstand the stress of
time and events. To help with this urgent
task, her final chapter is full of meaty
recommendations for NATO adaptation
(some of which are already under way,
such as including nonmilitary aggression
as a trigger for Article 5), as well as ways
to strengthen partners in Asia and to con-
front Chinese economic coercion.

I would take issue with some parts
of this book, especially the view of
Rapp-Hooper that Washington has
“bifurcated the Alliance”—the United
States can credibly support only the
defense of Western Europe, but due to
Russian local military advantages such as
proximity, America “cannot be counted
on to defend the Eastern European al-
lies most in need of protection.” The
“unhappy choice” confronting NATO
between escalation and giving in to the
Russians during a quick, local Russian
assault—a choice between catastrophe
and shattering the Alliance—would
cause the United States to hesitate.

I do not believe for a moment that

the United States and NATO would
hesitate to defend Central and Eastern
Europe, and, since Crimea, NATO and
the United States have been building
up forces and readiness in Europe to do
so. The United States and NATO have
put skin in the game by deploying what
are essentially “tripwire forces” in each
Baltic state (and Poland, which would
also come under attack), guarantee-

ing a response. Rapp-Hooper’s claim
that “only local forces” are available to
defend Baltic borders with Russia is not
the case, and her use of a well-known

but outdated 2016 RAND study,
Reinforcing Deterrence on NATO’s
Eastern Flank, to illustrate Baltic vulner-
ability should be reconsidered. Although
her basic point that defending some
allies from a quick Russian attack will
be difficult, the cost of such an assault
becomes higher for Russian forces each
year and thus bolsters her case that
Russia can be deterred if NATO is kept
strong and credible. Rapp-Hooper’s as-
sertion that “without using force against
the [A]lliance, Russia has eroded its
unity and its capacity to assure mem-
bers” would make for an interesting
debate in the North Atlantic Council.
Shields of the Republic is an important
and useful addition to the growing ocu-
vre dedicated to exploring how alliances
work. This book will be especially help-
ful for those members of the joint force
who are or will be working with allies
in Europe or in Asia. Dr. Rapp-Hooper
does a great job of myth-busting in a
short and readable book that sets straight
so many of the misconceptions held by
those who come walking into the halls of
government with every new administra-
tion. And she does more than just explain
the problems that our alliances have
today, she offers solutions that I hope
find their way into practice. JFQ

James J. Townsend, Jr., completed a 34-year
career in the Office of the Secretary of Defense
as the Deputy Assistant Secretary of Defense for
European and NATO Policy (2009-2017) and is
now an Adjunct Senior Fellow at the Center for a
New American Security.
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Toward Military Design
Six Ways the JP 5-0’'s Operational Design

Falls Short

By Andrew L. Crabb

he day after Kabul fell to the
—|_ Taliban, a combatant commander

reportedly went to his J5 and
told him to come back within 48 hours
with data on the effects that the loss of
Afghanistan would have on the future
of military planning. While the verac-

ity of this account cannot be directly
verified, the rumor—and the speed at

Colonel Andrew L. Crabb, USMC (Ret.), is Professor
of Operational Studies and Planning at the Joint
Special Operations University.

which it spread—speaks to the coming
scrutiny that joint planning is sure to
undergo from multiple quarters. The
refocus on strategic competition /crisis/
conflict (among the United States,
Russia, and China) and the rise of gray
zone operations, along with the persis-
tence of irregular warfare, all demand
that our methodologies for conceiving
and planning keep pace with the rapid
evolution of our operation foci.

Joint Publication (JP) 5-0, Joint
Planning, is the metronome for conceiving

and planning joint operations. It paces op-
erational thinking and is the go-to resource
for all joint force commanders, planners,
task leads, and action officers. While JP 5-0
informs curricula at our intermediate-level
education and advanced military studies in-
stitutions, it also crucially serves to inform
and educate those who have not had the
opportunity to receive intermediate-level
education or advanced military studies. In
many joint and unified commands, those
individuals make up a sizable portion of
typical joint planning groups, operational
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Airman with Joint Task Force—Crisis Response speaks with families who await processing during evacuation at Hamid Karzai International Airport,
Afghanistan, August 20, 2021 (U.S. Marine Corps/Davis Harris)

planning teams, and other boards, bu-
reaus, cells, centers, and working groups.
Therefore, it is vital that JP 5-0 remains
relevant, practical, and creative.

Although the latest version of JP 5-0
(December 2020) has many laudable
updates and improvements, the section
of chapter 4 (on operational design) that
addresses conceiving and expressing our
operational ideas falls short in important
ways. Simply put, to reach the lofty goals
of understanding and addressing com-
plex military problems, while preparing
joint planners for the aforementioned
challenges, chapter 4 of JP 5-0 must be
redesigned and republished.

What follows are six key areas for
revision; however, before exploring the
shortfalls, we should make certain we
understand both how JP 5-0 defines
operational design and the methodology
for its application.

Background
In 2006, when JP 5-0 first added opera-
tional design to the planning publica-

tion, it was a huge step forward for joint
doctrine. Operational design is envi-
sioned both to precede and to comple-
ment the joint planning process (JPP).
Whereas JPP applies “procedural rigor”
to the planning process, operational
design gives joint planners a more flex-
ible tool to initially conceive prospective
solutions for complex operational prob-
lems.! Per JP 5-0, operational design
“provides a framework for coordinating
the operations and activities of the joint
force within space and time to achieve
strategic objectives.” Since the introduc-
tion of JP 5-0, successive editions—up
to and including the December 2020
edition—have continued to refine and
improve the operational design concept.

The operational design methodology
calls for planners to progress through the
following steps:

= understand the strategic direction
and guidance

= understand the strategic environment
(for example, policies, diplomacy,

and politics) and the related con-
tested environments

= understand the operational envi-
ronment and relevant contested
environments

= define the problem—that is, create
shared understanding and plan for
uncertainty

= identify assumptions needed to con-
tinue planning (for example, strategic
and operational assumptions)

= develop options (for example, the
operational approach)

= identify decisions and decision points
(external to the organization)

= refine the operational approach(es)

= develop planning and assessment
guidance.?

In other words, planners must under-
stand the problem within their strategic-
and operational-level milieu. They can
then develop solutions, drawing on the
13 elements of operational design, to
form an operational concept or “opera-
tional approach.”?
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Shortfalls of Operational Design
Now that we have a basic understand-
ing of what operational design means in
the JP, we should examine the six main
shortfalls that limit the utility of the
chapter on this concept.

Shortfall 1. Operational design does
not educate joint members on the history
or purpose of design.

Result. Planners unfamiliar with the
background or purpose of design will
not be able to fully grasp its creative
application.

Design movements, sometimes called
the applied arts, arose in the late 19
and early 20™ centuries to infuse artistic
expression and creativity into the dull
industrial goods of the era.* The idea of
creative processes preceding scientific
engineering rapidly spread across many
artistic and industrial communities. The
goals and purposes of these design move-
ments varied, but the common attribute
was a desire to harness creativity and
artistic expression to produce things that
were beautiful, clever, and useful.

Architectural design, industrial
design, and graphic design are a few
movements that are at least somewhat
familiar to the layperson. Many in the
U.S. military, sparked by Isracli General
Shimon Naveh, took up the design
torch in reaction to what they saw as the
limitations of the JPP and its cousins
in the branches of the Armed Forces
(for example, the U.S. Army’s Military
Decision-Making Process and the Marine
Corps Planning Process). These limita-
tions included a belief that JPP stymied
creative thinking, promoted blind adher-
ence to a process, and was a process that
was inappropriate for complex, unclear,
or unbounded problems.

A short introduction to the purpose
and background of design and how op-
crational design evolved from those early
concepts would give joint planners of all
grades and experience—especially those
who have not attended advanced military
schools—the necessary context to ap-
preciate its purpose and application. Such
an addition would inform and motivate
planners as they move forward to cre-
atively solve the daunting challenges that
exist in the joint military domain.

Shortfall 2. Operational design
does not educate joint planners on
the nature of complex problems and
problem-solving.

Result. Joint planners will not
understand the attributes of complex
problems and the general approaches to
solving them.

At the joint level, military planners
encounter challenges that are complex,
diffuse, and opaque. In their ground-
breaking 1973 work “Dilemmas in a
General Theory of Planning,” Horst
Rittel and Melvin Webber described such
complex problems as “wicked.”® Wicked
problems are characterized by “those
complex, ever changing societal and
organizational planning problems that
you haven’t been able to treat with much
success, because they won’t keep still.
They’re messy, devious, and they fight
back when you try to deal with them.”®
Wicked problem sets (as opposed to
“tame” or straightforward problem sets)
defy easy characterization; solutions are
unapparent and elusive, and the challenge
itself may even be intractable (conditions
changed, but the problem never truly
resolved). Often, they are problems that
reside in and among human societies
and the networks of the human domain.
These networked difficulties have links
among and between one another that
produce direct second- and third-order
effects and indirect cascading, com-
pounding, and cumulative effects.”

Joint military problems could arguably
be among the most wicked problems that
humans encounter. In the joint com-
munity, action officers are often told to
analyze and propose solutions to myriad
wicked problems. Just a few examples
could include situations as diverse as
planning in a time-sensitive crisis, deliber-
ate planning in development of a new
regional campaign plan, establishing a
partner-nation’s navy, reorganizing a joint
command or directorate, or even reconcil-
ing two opposing factions in an assigned
area of responsibility. All take place in the
human domain and deal with complex,
fluid, and interconnected problems that
may not have a readily apparent solution.

Chapter 1 of the new JP 5-0
dedicates four paragraphs to the topic of

“understanding problems” but is mainly
focused on constructing a “problem
statement.” Chapter 4 dedicates quite a
bit of discussion on how to dissect and
analyze the environment that houses

the problem. These inclusions are com-
mendable, but our problem-solvers must
understand the characteristics and leading
scholarship of complex problems and
general approaches to problem-solving.®
Another short section on the topic would
greatly improve chapter 4.

Shortfall 3. Operational design does
not educate joint problem-solvers on
creative thinking and cognition.

Result. Joint planners will not under-
stand how individuals think, how groups
collaborate, and how both are often cap-
tive to perspectives and biases.

As noted when discussing the previous
shortfall, joint force commanders expect
planners to be doctoral-level problem-
solvers. Unfortunately, we are asking our
planners to think individually and facilitate
thinking at the group level without first
educating them on the traits of individual
and group cognition. There are whole
disciplines dedicated to cognitive psychol-
ogy, design, and problem-solving. A short
addition to chapter 4 should include
topics such as intuitive vs. cognitive de-
cisionmaking, understanding how biases
skew perspectives, cognitive dissonance,
the value of intellectual empathy, and
even on arcane but interesting topics such
as the principles of Gestalt theory.® By
thinking about thinking, our planners and
problem-solvers would be better prepared
individually and collaboratively to lead
groups through the cognitive hurdles of
joint problem sets.

Shortfall 4. Operational design does
not incorporate stratagems and deception
as one of its components.

Result. Joint planners will undervalue
the use of operational-level deception;
planners will be unable to anticipate, iden-
tify, and forecast our adversaries’ deception.

The beginning of chapter 4 out-
lines operational art and the elements
that commanders and staff wield in its
application. Operational artis “the
cognitive approach used by command-
ers and staffs—supported by their
skill, knowledge, experience, creativity,
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and judgment—to develop strategies,
campaigns, and operations to organize
and employ military forces by integrat-
ing ends, ways, means, and risks.”!? If
operational art is the synthesis expressed
in warfare’s application, then the guide-
posts that structure such thinking are
the elements of operational design.
Unfortunately, the 13 elements of op-
erational design contain no references
to stratagems, deception operations, op-
erational artifices, or military ruses. The
idea of confusing the enemy as to our
true aims and intentions is entirely absent
in the stages of operational conception.
At the operational level, actions in the
operational environment and military
information support operations that use
stratagems and deception. The intent is
that they lead the enemy to take actions
that favor our own ends. Deceiving our
enemies and obscuring our intent is a
mindset that needs to be developed in
all joint force commanders and staffs.
Application should happen early in the
conception of a campaign, not added

as an afterthought or merely a checked
box or used as an operational band aid.
Although the Joint Staff has placed
enough importance on military decep-
tion to devote an entire publication to it
(JP 3-13.4, Military Deception'!), JP 5-0
does not include deception in the opera-
tional design process.

Our adversaries clearly understand
its import—Russian General Valery
Gerasimov’s “New Look” doctrine
incorporates deception and denial at
every level of warfare (for example, the
“little green men” who took over the
Crimea in 2014).!? China’s People’s
Liberation Army has been long known
to incorporate Sun Tzu’s theories into
its unrestricted warfare doctrine, includ-
ing the mantra that “all warfare is based
on deception.”!® Our military planners
should understand that, in every aspect
of warfare, stratagems and deception are
foundational concepts that must always
be considered in the design of our opera-
tions. Give stratagems and deception the
consideration they deserve by making
them elements of operational design
so that they are correctly promoted in
operational thinking, theory, and the

nascent stages of our commanders’ and
staffs’ planning efforts.

Shortfall 5. Operational design is fo-
cused on solving operational problems.

Result. Joint planners will not be
equipped to resolve nonoperational
problem sets.

In a military planning manual, it scems
only logical that the authors would pres-
ent a methodology centered on military
operational planning. In the real world
of military staff work, joint planners are
presented with innumerable complex
problems that are not centered on a mili-
tary operation. Joint force commanders
and planners are often tasked to design
solutions to address such wicked problems
as poverty, lack of a training regimen, and
conflict resolution. These are just the tip
of the wicked military problem iceberg.
Our military problem-solving doctrine (as
currently expressed in JP 5-0’s chapter 4)
should be broad and flexible enough to
allow our planners to assess and reason
through any complex problem.

Shortfall 6. Operational design pro-
motes an “operational approach” process
that is inadequate for complex opera-
tional environments.

Result. This methodology will work
well only for binary force-on-force opera-
tions in ordered environments.

The operational design process
outlined in JP 5-0 culminates in the pro-
duction of an “operational approach.”!*
Simply stated, the operational approach
is the joint force commander’s concept
of the operation. JP 5-0 devotes limited
discussion to how joint force command-
ers and planners develop an operational
approach, implying that commanders
and planners can tap into the “clements
of operational design” to conceive one.
Chapter 4 does provide a tool for de-
veloping an operational approach: the
center of gravity (COG) analysis.'® In a
state-on-state conventional conflict, in
an ordered operational environment, the
COG methodology works well to identify
the enemy’s main strength and the critical
factors that underpin it. In this situation,
the COG identification and analysis is
an invaluable means that can lead to the
conception of a valid operational ap-
proach to defeating the adversary and

achieving the endstate. Unfortunately,
the COG process has limited usefulness
when it comes to facing and accounting
for multiple adversaries, neutral parties,
and unknown actors in a disordered and
chaotic operational environment.

The COG process assumes that de-
feating an armed adversary is the central
obstacle to achieving the desired endstate.
In disordered and chaotic operational
environments, defeating an armed ad-
versary may at best be beside the point
and at worst counterproductive. In such
a situation, centering an operation on the
destruction or neutralization of multiple
adversaries’ COGs could simply inject
more chaos and complexity into a fractured
system (for example, Mexico’s “war” on its
drug cartels'®). The 2017 JP 5-0 correctly
mentioned that COGs exist only for “uni-
tary systems” and also noted that irregular
warfare may lead to different analyses
about where to focus efforts.!” While leav-
ing out a detailed examination of ordered
vs. disordered environments and references
to irregular warfare, the 2020 JP 5-0 does
correctly note that “without a well-defined
threat, there will often be no enemy or
adversary COG.”® Unfortunately, the
discussion ends there, offering no further
guidance for developing operational con-
cepts in these irregular problem sets.

JP 5-0 should keep the COG meth-
odology for binary operational problems,
but it needs to address where the COG
methodology is appropriate and where it
may prove limited or detrimental to our
objectives. It also needs to speak clearly
and plainly to the challenges of opera-
tions in chaotic operational environments
and irregular operational problems.

The Solution to the Shortfalls
If we accept that the six shortfalls are
valid, then it is clear we need to rede-
sign and republish JP 5-0’s chapter 4.
We must not focus solely on opera-
tional problem sets; instead, we should
adopt a flexible system that encourages
creativity, while also developing imple-
mentable, practical solutions. In short,
we need “military design.”

Military design would provide context
on the background of design, educat-
ing readers on the nature of complex
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Airmen with 5 Aircraft Maintenance Squadron push open B-52H Stratofortress bomb bay door to load weapons, December 7, 2021, at Edwards Air Force
Base, California (U.S. Air Force/Michael A. Richmond)

problems and how people reason to
resolve them. It would foster creative and
practical solutions (for example, incorpora-
tion of military deception). Military design
would not be limited to solving binary,
operational planning problems; instead, it
would discuss the planning and problem-
solving methods for a wide variety of
conventional and irregular operational
problem sets. Finally, because military
design would be open-ended and flexible,
it would enable joint planners to reason
through both operational and nonopera-
tional problems.

There are truly dozens of ways to
express different design processes. We
already have the JPP—do we really need
another lengthy, linear, and iterative
process? Is there another way we can en-
courage creative thinking?

A simplified, open-ended problem-
solving practice would harness the creative
and cognitive abilities of our planners.
Like Archimedes in his laboratory, plan-
ners—via continuous conscious and
unconscious introspection and possibly

through collaborative exploration of the
problem—eventually could have their
own eurcka moment and devise a solu-
tion. Building on my previous thoughts
on operational design, I would advance
that military design be considered a prac-
tice, not a linear process.’ In other words,
military designers should continuously
assess and reassess the problem through
what may be five key elements of prob-
lem-solving. Planners can visit and revisit
these cognitive vantage points sequentially
or as the planner gains insights into each:

= contextualize the problem

= conceive the desired condition or
outcome

= identify sources of resistance to
achieving the outcome

= identify ways to mitigate resistance
sources
express the solution.

JP 5-0’s updated chapter 4, “Military
Design,” could and should keep the
excellent contextual information on
operational planning while addressing

all the previously mentioned shortfalls.
The result would be a military design
practice that is simple yet broad enough
to address any challenge: operational
problems (symmetrical /ordered and
asymmetrical /disordered), nonopera-
tional problems, clearly defined problems
(told what to do but not how to do it),
and opaque and wicked problems (no
agreement on the issue’s makeup or

way forward). The result would be an
exponential improvement in joint prob-
lem-solving. It would inspire and fire

the creative energies of joint force com-
manders and planners. The only question
that remains is should we rename JP 5-0
as Problem Solving & Planning. JFQ

'Joint Publication (JP) 5-0, Joint Planning
(Washington, DC: The Joint Staff, December
1,2020), I11-4, available at <https://
www.jcs.mil /Portals /36 /Documents/
Doctrine/pubs/jp5_0.pdf2ver=us_fQ_pGS_
u65ateysmAng%3D%3D>.
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2022 Secretary of Defense and
2022 Chairman of the Joint Chiefs of Staff

Essay Competitions

Are you a professional military education (PME) student? Imagine your winning essay
published in a future issue of Joint Force Quarterly, catching the eye of the Secretary and
Chairman as well as contributing to the debate on an important national security issue.

Who's Eligible? Students, including international students, at U.S. PME
colleges, schools, and other programs, and Service research fellows.

What's Required? Research and write an original, unclassified essay on some
aspect of U.S. national, defense, or military strategy. The essay may be written
in conjunction with a course writing requirement. Important: Please note that

entries must be selected by and submitted through your college.

When? Anytime during the 2021-2022 academic year. Students are encouraged
to begin early and avoid the spring rush. Final judging and selection of winners
take place May 12—13, 2022, at NDU Press, Fort McNair, Washington, DC.

For further information, see your college’s essay coordinator or go to:
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Great Power competition is a framework for understanding interstate relations that dominated
geopolitics for centuries prior to World War II. Past GPC eras have featured multiple powerful
states jockeying for relative status and position. After lying dormant during a two-decade period
of post—Cold War globalization and American international primacy, the dynamics of GPC
returned to international relations and security studies in earnest during the late 2010s.

Strategic Assessment 2020 provides an expert and nuanced understanding of the most
important emerging dimensions of GPC between the three Great Powers in 2020: the United
States, China, and Russia. It establishes that the United States stands atop the triumvirate, with
China a rising competitor and Russia vying for top-level prestige while facing clear signs of
decline. The Sino-American competitive dyad is likely to be the dominant Great Power rivalry
into the future. Chapters focus on the critical activities among these Great Powers and develop
major implications for other state actors, nonstate actors, and global institutions.

Authors include scholars from the National Defense University and the Institute for National
Strategic Studies who have been directly engaged as thought leaders and policymaking pioneers
grappling with the strategic contours of the new era of GPC. Chapters and combinations of
chapters will be not only useful for students of national security, international relations, and
foreign affairs in an academic setting, but also of great value to policy practitioners.
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